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Abstract
Efficiency in supply chain risk management (SCRM) is a major topic in industries with serial 
production and a complex supply chain due to limited management and financial resources. A high 
number of possible risk situations and intertwined processes create a more challenging 
environment for resource allocation. Managers cannot perform SCRM in all possible supply chain 
areas and hence have to decide where available resources should be utilised for highest possible 
risk reduction. This makes it important to quickly and systematically evaluate input and output 
relationships among risk mitigation actions to determine which actions are deployed first for 
efficient risk level reduction. This paper introduces a new SCRM method based on the failure 
mode and effects analysis (FMEA) in order to perform an efficiency-oriented risk action 
prioritisation. By considering the cost-benefit evaluation of identified risk mitigation actions for each 
assessed risk and by determining the implementation effort for risk mitigation actions, also 
considered as the cost for realising a specific risk action the method allows finding those risk and 
risk mitigation actions, which are most efficient for risk reduction and should be implemented first 
in the process of risk steering. 
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1 INTRODUCTION
Businesses have become increasingly aware of the 
risk potentials arising from supply chains and 
studies show that supply chain risks and related 
business interruptions rank as the number one 
global business risk [1]. These figures clearly 
indicate an increasing need for a proactive risk 
management in the supply chain across industries.
It is apparent that companies must react to these 
challenges in order to fully recognise and manage 
risks in their supply chains, to understand the risks 
and the vulnerabilities in their supply chains in order 
to manage them accordingly. Studies [2], [3] showed
that companies often have at best only partially 
implemented risk management systems in the 
supply chains or are simply not managing risks 
efficiently. Kersten et al. [4] stated that the biggest 
challenge in implementing supply chain risk 
management (SCRM) is resource limitation. This is 
of particular importance in environments of high 
complexity like supply chains in series production. A 
high number of possible risk situations and 
intertwined processes create a more challenging 
environment for resource allocation and opens up 
the problem where available resources should be 
utilised for highest possible risk reduction. [5]
In this paper, we present an efficiency-oriented risk 
prioritisation method for supply chains in series 
production to be used in industrial practice. This 
implies that the method should have a certain 
degree of practicability and ease of use.

2 EXISTING MODELS FOR SC RISK 
MANAGEMENT

2.1 Sources of supply chain risk
Multiple authors approached supply chain risk 
differently by categorising risks according to their 
occurrence in supply chains. For example supply 
risks and demand risks [6], supply chain risks 
related to design, quality, cost, availability, 
manufacturability, supplier, legal and environmental, 
health and safety [7] or the flow of material, 
information and money [8]. Other authors used the 
SCOR model structure to categorise risk along the 
dimensions plan, score, make, deliver and return [9]
or introduced risk categories like disruption, delays, 
systems, forecast, intellectual property, procure-
ment, receivables, inventory and capacity [10].
One approach was established by Christopher and 
Peck [11] and suggests separating risk in a supply 
chain context into three main categories: 
organisational risk sources, which are internal to the 
company, network-related risk sources, which are 
external to the firm but internal to the supply 
network, and environmental risk sources, which is 
external to the network. This classification clarifies 
the relevant dimensions of potential disruptions in a 
supply chain setting and therefore provides the 
basis for a comprehensive risk analysis. The three 
main categories can be further broken down into five 
distinct supply chain areas where risk can arise (see 
Figure 1). In order to evaluate the categories of 
demand, supply and process risk, four additional 



sub-categories are defined to indicate the impact 
area of respective risks. The sub-categories are 
quality, delay, loss and cost.

Figure 1 - Sources of supply chain risks [11]

2.2 Supply chain risk management
The SCRM process has developed from the 
traditional risk management function. According to 
the internationally established guideline ISO 31000 
the basic risk management process consist of the 
steps: definition of risk management framework, risk 
identification, risk analysis, risk assessment and risk 
steering as well as two parallel steps of risk 
communication and monitoring. [12]
For SCRM, several researchers have adapted the 
generic process steps and aligned them with the 
purpose of managing supply chain risks. Similar as 
to the variation in traditional process steps, the 
SRCM process can have minor deviations (three 
steps approach [9], [13] or five step approach [14]) 
but it becomes obvious that the same core steps are
part of the process in SCRM. The four steps 
approach as proposed by Norrman and Jansson 
[15] or others can be seen in Figure 2.

Figure 2 - Supply Chain Risk Management 
Process [17]

2.3 Methods of supply chain risk management
Most of the methods to perform and guide the risk 
management process originate from the classical 
risk management field and are mainly influenced by 
functions such as finance, quality management and 
systems engineering. [16] There are a very high 
number of classical risk management methods and 
tools available in literature, which are used for 
various kinds of approaches to risk management 
tasks [17]. However, due to specific characteristics 
of the SCRM compared to other functions it seems 
obvious that some are more suitable then others. 
Furthermore also Romeike [18] mentioned that the 
specific risk profile of a company has to be 
considered while selecting suitable risk 
management methods.

2.3.1 Methods for risk identification
For the process of identifying risks in a system, 
various methods are available. Romeike [18]
proposed a categorisation into collection, creative 
and analytical methods.
2.3.2 Methods for risk assessment
The wide range of different risk assessment 
methods available need to be categorised. Multiple 
researchers distinguished between qualitative and 
quantitative methods for risk assessment [9], [19]. In 
the qualitative category the failure mode and effects 
analysis (FMEA) as well as the expert estimation 
are important methods [21]. The quantitative 
methods like fault tree analysis and scenario 
planning are often associated with higher effort as 
they are mainly based on hard facts and figures that 
need to be collected and structured to yield insight 
about the respective risks. The main obstacle is 
often the availability of suitable data. [18]
2.3.3 Methods for risk steering
The risk steering process is about determining 
concrete actions and strategies to mitigate and 
manage risk in supply chains. In order to identify the 
most suitable and effective strategies, quantitative 
and qualitative methods are available. [9]
2.3.4 Methods of risk monitoring
Risk monitoring is about the continuous controlling
of the actual risk situation in the supply chain. 
Method in this risk management step are utilised in 
order to record identified risks for later review. This 
is often done by composing risk catalogues
dedicated risk management IT-systems, which are 
company specific and additionally contain a specific 
risk categorisation. [16]

2.4 Prioritisation methods in supply chain risk 
management

2.4.1 General methods of risk prioritisation
In literature several risk prioritisation methods in 
SCRM can be identified in which risks are prioritised 
according to their importance for further 
assessment. It can be distinguished riskwise 
between known and unknown risks [9], [13], [15] 
and by risk prioritisation method (single, two or 
multiple criteria prioritisation) [5]. 
2.4.2 Prioritisation of product supply chains
The priorisation of a product specific supply chain is 
especially useful in business environments that 
handle a high number of different parts and 
components from different sources. This is often the 
case in manufacturing related sectors such as the 
automobile industry. Ziegenbein [9] proposed a risk 
portfolio with two dimensions (see Figure 3) To 
determine the degree for strategic importance of the 
product and its supply chain it is proposed to 
analyse its revenue potential. On the other hand, the 
degree of vulnerability of the product supply chain 
should be measured in past incidents that happened 
or the expected risk level.



Figure 3 - Prioritisation of product SC [9]

Apart from a segmentation regarding products, 
supply chains can also be segmented according to 
the market, the sourcing characteristics or in view of 
its geographic or commercial environment. [22]
2.4.3 Prioritisation of resources
This was introduced by Lynch [23] where he
prioritises the resources of the supply chain 
regarding their potential risk level. Resources can 
be labour force, technology, assets and 
relationships as well as processes.
2.4.4 Prioritisation of risk action effectiveness
Pujawan and Geraldin [23] developed a method to 
prioritise risk actions, which should be implemented 
at first in order to realise the most cost-effective risk 
reduction outcome in SCRM. For the procedure, the 
so called House of Quality method was utilised, 
which is also known as a part of Quality Function 
Deployment (QFD). The authors adapted the House 
of Quality for the purpose of SCRM. Engelhardt-
Nowitzki and Zsifkovits [24] used a portfolio 
visualisation technique with the two dimensions “risk 

action benefit” and “risk action implementation 
effort” to prioritise possible risk actions.

2.5 Critical reflexion of the state of the art
Based on the state of the art in SCRM it was 
possible to develop a general SCRM framework
(Figure 4) which can be used by industry. However, 
it is of particular importance for practice to have a 
simple method based approach for the process of 
reducing risk in the supply chain in order to ensure a 
systematic and guided procedure for risk 
management [5], [26]. Here a lack of methodical 
support in risk steering can be identified. [23] needs 
intensive knowledge about the House of Quality 
calculation procedure. Additionally the authors 
stated that this method requires intensive qualitative 
data collection from within the focal company. 
The FMEA is an often used and applied method, 
which can be easily adapted for the purpose of 
managing risks in a supply chain. Several 
possibilities have been outlined in literature, to 
improve identified weaknesses of FMEA through 
methodical amendments. The high value of utilising 
the FMEA also in practical SCRM is specifically 
stated by [26] in mentioning the benefits to give 
managers a systematic step-by-step method for risk 
evaluation in supply chains. An approppriate risk 
steering method based on the FMEA shall be 
introduced in the following chapter.
3 PRIORITISATION METHOD FOR EFFICIENT 

RISK REDUCTION IN SUPPLY CHAINS

3.1 General procedure and overview of the
method

Risk identification: Four sub-steps are necessary in 
order to ensure detailed and comprehensive risk 
identification. First, the supply chains, which are

Figure 4 - Supply Chain Risk Management Framework



important for the risk assessment, must be selected. 
This is done by utilising a portfolio prioritisation 
analysis ([9] see Figure 3). Then the selected supply 
chains are mapped in order to visualise the structure 
and possible weak points. Next, the actual risk 
identification takes place in a workshop with Supply 
Chain (SC) Risk Experts. Finally, all identified risks 
are summarised and categorised according to their 
sources and impact areas in a risk catalogue. 
Risk assessment: The assessment step consists of 
two sub-steps and will be based on the FMEA, 
which is introduced as the pivotal SCRM method. 
The selected risks should be analysed and 
evaluated in a workshop of SC Risk Experts 
according to the respective causes and impact 
potentials. Then, an individual rating should be 
assigned to each identified risk. The rating 
considers the risks in terms of the likelihood of 
occurrence, the impact severity and the probability 
of detecting the risk. After the rating of risks and 
calculation of respective risk levels, a prioritisation 
takes place in order to define the top risks of the SC. 
Risk steering: Four sub-steps lead to the final 
outcome of the procedure. First, risk mitigation 
actions for top ranked risks must be developed and 
assessed. Mitigation actions should be developed 
by SC Risk Experts based on their experience. 
Following this a re-assessment of the top risks 
under consideration of anticipated changes to risk 
levels due to risk mitigation actions is performed. 
After the initial two steps the FMEA extension takes 
place by evaluating the implementation efforts for 

risk mitigation actions. The Improvement Index 
(IMIN) for top risks is then calculated based on the 
old and anticipated new risk priority number (RPN).
Finally, the IMIN for top risks as well as the effort 
value for action implementation are transferred in a 
portfolio. The portfolio is made up according to [24]
by the dimensions of “implementation effort” and 
“risk reduction potential” in order to determine the 
most effective risk mitigation actions for 
implementation. Based on portfolio, it can be 
decided, which supply chain risks with respective 
risk mitigation actions should be approached first in 
order to reduce the risk level of the supply chain 
most efficiently with available resources.  
Risk monitoring: In this step, the risk catalogue as 
well as the implementation procedure for 
determined risk actions should be managed. This 
means, a constant monitoring of those risks in the 
catalogue is necessary in order to ensure 
continuous re-evaluation of risk levels by the SC 
Risk Team. Additionally the progress of 
implementation work to mitigate the top risks in the 
supply chain should be observed and if necessary
adapted to changing environments. 

3.2 Supply Chain Risk Management-FMEA
After assessing all SC-risks by SC Risk Experts, risk 
mitigation actions and the best selection of a risk 
management program are necessary. The risk 
management program consists of the selected risk 
mitigation actions, which are determined to be 
implemented to reduce the risk level in the SC.

Figure 5 - General overview of the SCRM method for efficiency-oriented risk prioritisation



Figure 6 - SCRM-FMEA including IMIN and effort rating

The rating of counter actions in terms of the 
expected overall effort for implementing them (Index 
10=’low’ to 50=’very high’) and the assessment of 
the risk priority number to be expected in the 
improved status enables the calculation of an 
improvement index IMIN = 1 - (new RPN / old RPN)
as extension of the FMEA (Figure 6) enables the 
effective prioritization of measures (Figure 7).

Figure 7 - Cost-benefit prioritisation portfolio

4 CONCLUSIONS
The presented method was tested with an inbound 
supply chain of a vehicle producer with a final 
assembly in the Middle East and a global network of 
suppliers. Most of the parts and components for the 
vehicles are sourced from Europe and the US. The 
production can be characterized as small-scale 
series with little variants. In order to show the 
effectiveness of the risk prioritisation method the risk 
level of the original inbound supply chain of the 
vehicle cabin was determined. The risk assessment 
step (see 3.1) of the supply risks was executed by 
SC experts. The total supply chain risk level was 
RPN 1971. In the risk steering step counter-
measures for the highest risks that account for 75 % 
of the total supply chain RPN were taken. With a 
total implementation effort of 160 (scale from 10 to 
50) the total risk level of the added RPN-values
dropped from RPN 1.971 to RPN 1.053.
Taken limited resources of 50% of the overall effort 
for risk reduction (80 of 160 index points) the risk 

reduction results based on a traditional FMEA 
(improving those risks with highest RPN) had 12% 
less benefit on the total risk of the supply chain than 
the SCRM-FMEA (improving those risks with 
highest Improvement Index IMIN). With the same 
effort the total supply chain risk could have been 
reduced from RPN 1.971 to 1.257 with the 
prioritisation of the SCRM-FMEA instead of RPN 
1.422 with the traditional FMEA. The method 
therefore could prove its effectiveness by selecting 
those risk countermeasures which are most 
effective with given effort limitations. The focus of 
action though moved from the individual risk level to 
the supply chain risk level. 
The limitation of this method however is the lacking 
consideration for risk actions influencing each other 
what is an inherent weakness of the FMEA in 
general. But the advantage of having an established 
and well known method with limited complexity and 
required input may be of value for the practical use 
in industry. The usefulness for other industries with 
less complex supply chains than in series 
production or other production types still needs 
further research.
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