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Abstract 

In today’s business environment, the trend towards more product variety and customization is unbroken. Due to this development, the need of 
agile and reconfigurable production systems emerged to cope with various products and product families. To design and optimize production
systems as well as to choose the optimal product matches, product analysis methods are needed. Indeed, most of the known methods aim to 
analyze a product or one product family on the physical level. Different product families, however, may differ largely in terms of the number and 
nature of components. This fact impedes an efficient comparison and choice of appropriate product family combinations for the production
system. A new methodology is proposed to analyze existing products in view of their functional and physical architecture. The aim is to cluster
these products in new assembly oriented product families for the optimization of existing assembly lines and the creation of future reconfigurable 
assembly systems. Based on Datum Flow Chain, the physical structure of the products is analyzed. Functional subassemblies are identified, and 
a functional analysis is performed. Moreover, a hybrid functional and physical architecture graph (HyFPAG) is the output which depicts the 
similarity between product families by providing design support to both, production system planners and product designers. An illustrative
example of a nail-clipper is used to explain the proposed methodology. An industrial case study on two product families of steering columns of 
thyssenkrupp Presta France is then carried out to give a first industrial evaluation of the proposed approach. 
© 2017 The Authors. Published by Elsevier B.V. 
Peer-review under responsibility of the scientific committee of the 28th CIRP Design Conference 2018. 
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1. Introduction 

Due to the fast development in the domain of 
communication and an ongoing trend of digitization and
digitalization, manufacturing enterprises are facing important
challenges in today’s market environments: a continuing
tendency towards reduction of product development times and
shortened product lifecycles. In addition, there is an increasing
demand of customization, being at the same time in a global 
competition with competitors all over the world. This trend, 
which is inducing the development from macro to micro 
markets, results in diminished lot sizes due to augmenting
product varieties (high-volume to low-volume production) [1]. 
To cope with this augmenting variety as well as to be able to
identify possible optimization potentials in the existing
production system, it is important to have a precise knowledge

of the product range and characteristics manufactured and/or 
assembled in this system. In this context, the main challenge in
modelling and analysis is now not only to cope with single 
products, a limited product range or existing product families,
but also to be able to analyze and to compare products to define
new product families. It can be observed that classical existing
product families are regrouped in function of clients or features.
However, assembly oriented product families are hardly to find. 

On the product family level, products differ mainly in two
main characteristics: (i) the number of components and (ii) the
type of components (e.g. mechanical, electrical, electronical). 

Classical methodologies considering mainly single products 
or solitary, already existing product families analyze the
product structure on a physical level (components level) which 
causes difficulties regarding an efficient definition and
comparison of different product families. Addressing this 
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Abstract 

Globalisation, shorter product life cycles, and increasing product varieties have led to complex supply chains. At the same time, there is a growing 
interest of customers and governments in having a greater transparency of brands, manufacturers, and producers throughout the supply chain. 
Due to the complex structure of collaborative manufacturing networks, the increase of supply chain transparency is a challenge for manufacturing 
companies. The blockchain technology offers an innovative solution to increase the transparency, security, authenticity, and auditability of 
products. However, there are still uncertainties when applying the blockchain technology to manufacturing scenarios and thus enable all 
stakeholders to trace back each component of an assembled product. 
This paper proposes a framework design to increase the transparency and auditability of products in collaborative manufacturing networks by 
adopting the blockchain technology.  In this context, each component of a product is marked with a unique identification number generated by 
blockchain-based smart contracts. In this way, a transparent auditability of assembled products and their components can be achieved for all 
stakeholders, including the customer. 
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1. Introduction 

The globalisation has an impact on every country regardless 
of its economic, political or social situation and it is not slowing 
down. In fact, the globalisation has initiated an innovation 
driven era that is mainly characterised by intense competition, 
shorter product life cycles, and high product varieties [1]. 

The rapid changes due to the globalisation and the increasing 
complexity of supply chains also influence the manufacturing 
landscape [2,3]. That is why properly configured and easily 
adaptable manufacturing networks are required, which are 
capable of handling the complexity and enormity of the supply 
chain structures. These qualities represent a critical factor for 
companies in order to maintain their viability [4]. According to 
Rudberg & Olhager [5], the vast majority of manufacturing is 
carried out in so-called value networks, which are defined as 

networks of facilities, possibly owned by different 
organisations, where time, place or shape utility is added to a 
commodities in various stages such that the value for the 
ultimate customer is increased. Camarinha-Matos & 
Afsarmanesh [6] define a similar type of network as 
collaborative network. Therefore, collaborative networks 
consist of a variety of entities (e.g. organisations and people) 
that are largely autonomous, geographically distributed, and 
heterogeneous in terms of their operating environment, culture, 
social capital and goals, so they can collaborate to better 
achieve common or compatible goals, and their interactions are 
supported by computer networks.  

In addition to the structural complexity of collaborative 
global supply chains, companies have to deal with growing 
interests of customers, governments, and non-governmental 
organisations in having a greater transparency of brands, 
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manufacturers, and producers throughout the supply chain. For 
manufacturers social and environmental sustainability issues 
have become increasingly important in order to maintain a 
flawless reputation of their brand. However, as supply chains 
become more global, many suppliers in the network can be 
located in developing economies where governments have only 
a limited ability and willingness to enforce their own laws. 
Therefore, the dispersed nature of today’s supply chains creates 
increasing levels of risk for multinational businesses, making 
transparency of supply chains both critical and complex. [7–9]. 
Especially for organisations operating in complex and 
dispersed supply chains, the expansion of measures to increase 
the supply chain visibility can be of great advantage to reduce 
these risks [8,10]. 

Barratt & Oke define supply chain visibility as ‘‘the extent 
to which actors within a supply chain have access to or share 
information which they consider as key or useful to their 
operations and which they consider will be of mutual benefit’’ 
[11]. Doorey [12] extends the aspect of supply chain visibility 
with a transparency aspect by the disclosure of all information 
of a product’s flow throughout the production process and its 
supply chain to all stakeholders, especially the customers. 
Duckworth [13] points out, that in this context the terms 
visibility and transparency are frequently used 
interchangeably. For Duckworth, the term visibility focuses 
more on the data sharing within the supply chain to make a 
collaboration between the network partners more efficient. 
Transparency however, refers to the disclosure of information 
to all stakeholders, including the customer. 

In October 2008, the pseudonym Satoshi Nakamoto 
published the famous Bitcoin whitepaper and thus described the 
blockchain technology for the first time [14]. Nowadays, the 
blockchain is defined as a technology to process and verify data 
transactions based on a distributed peer-to-peer network using 
cryptographic procedures, consensus algorithms, and back-
linked blocks to make transactions practically unchangeable 
[15]. As a result of bitcoin’s success in the year 2009, the 
blockchain technology was mainly associated with financial 
applications at this time [16–18]. In 2013, Vitalik Buterin 
extended the idea behind Bitcoin and introduced the whitepaper 
of Ethereum. Compared to Bitcoin, the platform Ethereum 
moves far beyond using the blockchain technology just as a 
currency. It is a decentralised platform with a Turing Complete 
programming language [19]. Turing Completeness is a 
mathematical concept and is a measure of the computability of 
a programming language. Therefore, the language design 
includes complex constructs such as loops and conditions 
which enable to create all types of general purpose programs 
[20]. Through the embedment of Turing Completeness into the 
blockchain technology, Buterin coined the term ‘smart 
contract’ with blockchain-based applications  [19]. 

The code of each smart contract is stored on the blockchain 
and can be identified by a unique address. Users can interact 
with a smart contract in present cryptocurrencies by sending 
transactions to the contract address. When a user causes a valid 
new transaction with a smart contract address as recipient, all 
participants on the mining network execute the contract’s code 
with the current state of the blockchain and the transaction’s 
content as inputs. The network then agrees on the output and 

the next state of the contract by participating in a consensus 
protocol. [21] 

The possibility to run decentralised applications on 
blockchains platforms initiated a hype around the technology 
with inflated expectations [22]. Especially when applying the 
blockchain technology to supply chain management, 
companies have high expectations to solve transparency and 
auditability issues of complex collaborative supply chains 
[15,23–25].   

 In 2016, Abeyratne and Monfared published a first 
approach adopting the blockchain technology in manufacturing 
supply chains. This approach proposes, that physical assets in 
combination with their ‘unique digital profiles’ on the 
blockchain could potentially solve transparency problems of 
manufacturing supply chains [26].    

2. Background and rationale of the paper 

A lack of transparency can result in various vulnerabilities of 
manufacturing supply chains. For example in the automotive 
industry, counterfeit parts are increasingly putting consumer’s 
safety at risk. Automotive parts that are frequently 
counterfeited in huge volumes are for example airbags, engine 
and drivetrain components, brake pads, automotive body parts, 
electrical components, wheels, and windscreens [27]. 
Especially the counterfeiting of electronic parts causes 
potential risks including safety and loss of profits to companies, 
as well as maligning the reputation of manufacturers and 
distributors.  Due to the complexity of global supply chains, it 
increasingly becomes difficult to maintain the traceability of all 
components even from very reputable authorised distributers. 
This increases the probability of counterfeit components being 
introduced into a supply chain [28–30]. 

Beside the complexity of supply chains, the storage of 
component related data in central systems or the existence of 
paper-based certificates also increases the probability of 
counterfeit parts entering the supply chain. For example in the 
aviation industry, organisations file paper documentation of 
parts such as certificates of conformance, packing lists, and test 
documentation in archives and store the data in central systems 
according to their own information policy. Typically, the 
certificates are not directly linked with the physical 
batch/shipment of parts. After a certain record retention is 
elapsed, organisations are allowed to destroy the paperwork, 
while the physical product can still be in circulation [30]. The 
result in a confusing number of suspected unapproved parts, 
which are aircraft parts that do not qualify to meet the 
provisions of an approved part and do not meet the quality 
constraints of the industry. So, suspected unapproved parts are 
seriously violating the strict aircraft security standards [31]. 

An important method of avoiding the incorporation of 
tampered counterfeit parts in assemblies is to gain complete 
traceability of all parts and therefore to increase the 
transparency throughout the whole supply chain. However, 
achieving full transparency and detecting counterfeit 
components is extremely complex and can be a costly 
undertaking. [28,32,33]. In addition, this turns out to be even 
more challenging, since counterfeit parts are often originated in 
developing countries where governments have only limited 
abilities to enforce laws [7,34].  
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To improve the avoidance and detection of overproduced, 
cloned, and tampered counterfeit types represents a present 
research gap. Especially the problem of incorporating tampered 
counterfeit parts in assemblies introduces a vulnerability that 
must be prevented [28].  

There is only one blockchain-based approach tackling 
similar problems described in literature. Thereby, special non-
fungible tokens can be used to represent batches of 
manufactured products [35] in order to represent their ‘unique 
digital profile’ [26]. In a figurative sense, this concept creates 
numerous individual currencies representing batches of 
manufactured products. With this approach, users have 
possibility to define rules or ‘token recipes’ before deploying 
the tokens. After the deployment however, this approach does 
not consider any possibility for any pre-defined authority to 
conduct changes at the ‘token recipe’ [35]. According to 
Abeyratne & Monfared, being able to constantly update the 
‘digital profiles’ is essential when adopting the blockchain 
technology in an industrial scale [26].  

This paper however, proposes a smart contract based 
solution, which only requires all kind of Turing Complete 
blockchain platforms and therefore enables a more versatile 
application. The proposed virtual identities combine the 
advantage of unique non-fungible ‘token recipes’ with the 
possibility to assign clear authorities when deploying the smart 
contract. Additionally, assemblies can be summarised in smart 
contracts and the transparency can be achieved for all 
stakeholders by simple query functions embedded in the smart 
contracts.  

3. Smart contract based framework design to increase 
transparency 

This chapter proposes a framework design to increase the 
transparency and auditability of products in collaborative 
manufacturing networks by adopting the blockchain 
technology. The framework logically interconnects the concept 
of blockchain-based smart contracts and their relationship to 
manufacturing supply chains in order to answer the defined 
research problem.      

3.1. Identification and enlistment of all stakeholders 

As the first step, it is necessary to identify and enlist all 
stakeholders involved in a certain manufacturing process. 
Depending on the level of detail and the complexity of the 
supply chain, this process can be a very complex one. This step 
includes a clear distribution and the clarification of roles of all 
participants and tasks of the supply chain. This is necessary in 
order to clarify the concrete process affiliation and composition 
of the manufactured product.   

A simplified manufacturing process forms the basis for 
presenting the approach of this paper. The manufacturing 
process involves the production of a product P1 consisting of 
the two different components Ca and Cb. In order to constitute 
a collaborative manufacturing network, the components and 
the product are produced by the independent entities Supplier 
A, Supplier B, and Manufacturer 1. All products can only be 
produced, when each entity owns a certain certificate Z 

provided by a Certifier. Depending on the characteristics of the 
supply chain, the role of the Certifier can be taken over by the 
manufacturer itself, but also by other independent 
organisations. This relationship is shown in figure 1.  

To ensure traceability by using the blockchain technology, 
a link between the blockchain platform and the physical 
product must be established. Accordingly, this approach 
assumes that all data can refer to an asset itself. For this 
purpose, smart contracts generate unique identification 
numbers. In this paper, these numbers are therefore called Hash 
IDs. Within the platform, these Hash IDs represent a virtual 
identity of their physical counterparts. In order to map a 
manufacturing process, the Hash IDs must have the same 
ownership and conversion characteristics as their physical 
counterparts. Therefore, they must always be clearly assigned 
to an owner and must be able to change their owners, for 
example when the physical product is sold. Furthermore, the 
Hash IDs must be able to be summarised when combining 
individual components to a new product.  

Because the Hash IDs represent a product or component in 
the physical world, these numbers must also be attached to the 
physical counterpart for unambiguous assignment. Therefore, 
each physical part can be attached with an information tag in 
the form of a barcode, RFID or QR code to link the physical 
part to its virtual identity on the blockchain network [26].  

Due to the immutability of the Hash ID in this approach, it 
is also possible to consider a direct attachment of the Hash ID 
on each physical part for example in form of engraving or in 
the course of an adaptive manufacturing process.  

 

Fig. 1. Exemplary manufacturing process to produce product P1 

The Certifier represents a special peculiarity. Theoretically 
certificates can also have counterparts in the physical world, 
but it is not mandatory necessary. In this case, the Hash ID does 
not relate to a physical asset, but it represents a necessary 
certificate. This exemplifies, that Hash IDs can also refer to 
licences, certificates or other types of non-physical assets.     

3.2. Creation of a smart contract logic 

In the second step, all processes in the supply chain must be 
logically linked with each other. This logic must then be 
reflected in the smart contracts on the blockchain platform. For 
this to be possible, all requirements of the physical supply chain 
must be transferred to the virtual supply chain. In the physical 
world, the relationships between processes are usually very 
clear. For example it is not possible to assemble a certain 
product, without having the required parts on hand. This 
relationship must exactly be found in the smart contracts. In 
addition, in the physical world only certain entities are able to 
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create certain parts. This means, that only the entity which 
‘owns’ the process of creating a certain part in the physical 
world, is able to have access to the smart contract to create the 
virtual identity of the part. To guarantee this, the smart 
contracts must be linked with the account of the competent 
entity when deploying them on the blockchain network. 
Additionally, a smart contract based structure enables the 
embedment of voting mechanisms allowing to constantly 
update the code of the smart contract, even after the contract 
has been deployed [37].     

A typical smart contract based application consists of three 
elements: Contracts and logic on the blockchain, user interface, 
and backend resources such as off-blockchain storage [38]. 

When the possession of the smart contract is clearly 
assigned and the ownership of all required Hash IDs is 
clarified, information for creating a new Hash ID can be 
entered into the user interface. The information stored behind 
each Hash ID at the time of creation, can for example come 
from conventional central systems owned by the entity creating 
the Hash ID. This also creates an interface between 
conventional systems and the blockchain. The basic smart 
contract logic is shown in figure 2.  
 

Fig. 2. Smart contract logic to create Hash IDs 

By supplementing the timestamp function of the blockchain 
when hashing all important information, it can be guaranteed 
that each Hash ID is unique. Therefore, the blockchain can also 
be seen as a database of timestamps with the ability for anyone 
to state, publicly and immutably, that a certain thing has 
happened at a certain time [39].  

Applying this logic to the production process of P1, shown 
in figure 1, only the certifier is able to create certificates 
without any additional conditions. Supplier A and B, on the 
other hand, must first be assigned a certificate to create the 
Hash ID of Ca and Cb. The creation of the Hash ID of P1 requires 
and assignment of a certificate, Ca, and Cb.  

Figure 2 exemplifies that in addition to assigning Hash IDs, 
also the creation of such IDs result in a transaction on the 
blockchain. From this it can be deducted, that every change of 
state of a product or component in the physical world is 
resulting in a transaction on the blockchain.  

3.3. Platform decision 

In this approach the logic described in the previous section 
requires smart contracts in order to enable a mapping of 
manufacturing processes on the blockchain. Therefore, Turing 

Completeness of the blockchain platform forms the first 
fundamental prerequisite. 

Due to the current limitation in terms of scalability of the 
blockchain technology [40], it is necessary to precisely analyse 
the amount of transactions caused by the manufacturing supply 
chain. When transferring the proposed smart contract logic to a 
manufacturing supply chain, the number of transactions caused 
in order to produce one product depends on the number of state 
changes and ownership changes. In this context, state changes 
refer to the changes of a product, for example in production 
processes, where two components are assembled to create one 
new product. The number of total transactions caused by one 
product, is therefore the sum all its changes of state sn and all 
its changes of ownership on. Additionally, it is not only 
important to calculate the total number of transactions, but also 
in which period of time these transactions take place. This does 
not only apply to one production process, but to all parallel 
concurrent processes taking place in the same time interval ∆𝑡𝑡𝑡𝑡. 
Equation (1) below shows this mathematical relationship 
between a number of n concurrent processes in a certain time 
interval to calculate the predicted transactions per second 
PTPS.  
 
PTPS  : Predicted transactions per second  
sn  : Changes of state of assetn 

on  : Changes of ownership of assetn 

∆𝑡𝑡𝑡𝑡  : Time interval in seconds  
 
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 = 𝑠𝑠𝑠𝑠1+ 𝑜𝑜𝑜𝑜1

∆𝑡𝑡𝑡𝑡
+ 𝑠𝑠𝑠𝑠2+ 𝑜𝑜𝑜𝑜2

∆𝑡𝑡𝑡𝑡
+ ⋯+ 𝑠𝑠𝑠𝑠𝑛𝑛𝑛𝑛+ 𝑜𝑜𝑜𝑜𝑛𝑛𝑛𝑛

∆𝑡𝑡𝑡𝑡
  =  ∑ (𝑠𝑠𝑠𝑠𝑖𝑖𝑖𝑖+𝑜𝑜𝑜𝑜𝑖𝑖𝑖𝑖

𝑛𝑛𝑛𝑛
𝑖𝑖𝑖𝑖=1 )  

∆𝑡𝑡𝑡𝑡
           (1) 

  
The calculated prediction is an important component needed 
for the platform decision. In particular, critical intervals must 
be checked with small time intervals in order to identify 
bottlenecks with a high number of transactions per second 
Furthermore, it must be taken into account that in case a public 
blockchain platform is chosen, the whole transaction capacity 
of the network is not only available for one’s own application. 

An essential element of the platform decision process, is the 
selection of the blockchain type. In general one can differ 
between permissionless and permissioned blockchain. While in 
a permissionless blockchain everyone can check and verify the 
transactions on the network and can participate at the consensus 
process, in a permissioned blockchain the access to the network 
is restricted and only a selected group of nodes can participate 
at the blockchain [40,41].      

For manufacturing networks, the question must be answered, 
if all network participants are known at the time of creation and 
at any point in the future. If this is the case, for example with 
strictly regulated and organised supply chains with a high 
number of participants, a permissioned blockchain platform can 
be considered. However, if a high number of customers is 
involved as a stakeholder with full transparency, it 
automatically will result in an unknown number of network 
participants. Thus, full transparency for all stakeholders can 
only be achieved with a permissionless blockchain platform. 
There is only the possibility of restricted transparency for the 
customer in a private network. These participation differences 
are shown in figure 3.  
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Fig. 3. (a) Full transparency for customers; (b) Restricted transparency for 
customers 

3.4. Blockchain integration 

The vertical and horizontal integration of the blockchain in 
the supply chain takes place as a final step. The supply chain 
and all its logical interrelationships must be completely 
mapped in the blockchain network in order to ensure a 
complete traceability, authenticity, and auditability of each 
product and its components.  

 

Fig. 4. Blockchain integration scheme 

Each stakeholder involved in the manufacturing supply 
chain, owns an account consisting of a blockchain wallet to 
have access to the network. The account of the stakeholders 
directly involved in the manufacturing process, is additionally 
linked to the respective smart contract. By applying the smart 
contract logic described in Section 3.2, the chronological 
sequence of the physical process can be virtually mapped on 
the blockchain.  

Figure 4 shows the blockchain integration scheme according 
to the exemplary manufacturing supply chain. First, the 
certifier is creating certificate HashIDs and is assigning them 
to the addresses of the suppliers and the manufacturer. The 
introduction of a number of n suppliers in figure 4, elucidates 
the scalability and the possibility of continuous extension of 
this scheme. After receiving the certificate, the suppliers are 
able to create their respective components and submit them to 
the manufacturer. The manufacturer is only able to create the 
virtual identity of product 1, if the manufacturer’s account 

owns all the required HashIDs of all components and 
certificates.  

All HashIDs can change ownership as often as desired and, 
for example, be assigned to the addresses of different 
distributors, retailers or in case of the end product, also to the 
customer. Due to the immutability of the blockchain, tracing 
the history of each asset is possible at any point of the supply 
chain. 

4. Conclusion 

This paper proposed a blockchain-based framework design 
to increase the transparency and auditability of products in 
collaborative manufacturing networks. In this context, each 
physical asset is marked with a unique identification number 
generated by blockchain-based smart contracts. By formulating 
logical requirements to create the identification numbers in 
smart contracts, the processes and their relations in the physical 
world, can be mapped virtually on the blockchain. Thus, each 
asset receives a virtual identity. A complete integration of this 
approach in the whole manufacturing supply chain ensures a 
secure traceability, authenticity, and auditability of each 
assembled product and its components. Therefore, the 
transparency can be increased for all stakeholders and 
vulnerabilities allowing counterfeit parts to enter the supply 
chain can be reduced. The implementation on a public 
blockchain platform provides full transparency for the 
customer, while the implementation on a private blockchain 
network only provides a restricted transparency. Further 
research is currently being conducted to test and validate the 
developed framework.  
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