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ABSTRACT The benefits of urban data cannot be realized without a political and strategic view of data
use. A core concept within this view is data governance, which aligns strategy in data-relevant structures
and entities with data processes, actors, architectures, and overall data management. Data governance is not
a new concept and has long been addressed by scientists and practitioners from an enterprise perspective.
In the urban context, however, data governance has only recently attracted increased attention, despite the
unprecedented relevance of data in the advent of smart cities. Urban data governance can create semantic
compatibility between heterogeneous technologies and data silos and connect stakeholders by standardizing
data models, processes, and policies. This research provides a foundation for developing a reference model
for urban data governance, identifies challenges in dealing with data in cities, and defines factors for the
successful implementation of urban data governance. To obtain the best possible insights, the study carries
out qualitative research following the design science research paradigm, conducting semi-structured expert
interviews with 27 municipalities from Austria, Germany, Denmark, Finland, Sweden, and the Netherlands.
The subsequent data analysis based on cognitive maps provides valuable insights into urban data governance.
The interview transcripts were transferred and synthesized into comprehensive urban data governance maps
to analyze entities and complex relationships with respect to the current state, challenges, and success
factors of urban data governance. The findings show that eachmunicipal department defines data governance
separately, with no uniform approach. Given cultural factors, siloed data architectures have emerged in cities,
leading to interoperability and integrability issues. A city-wide data governance entity in a cross-cutting
function can be instrumental in breaking down silos in cities and creating a unified view of the city’s data
landscape. The further identified concepts and their mutual interaction offer a powerful tool for developing
a reference model for urban data governance and for the strategic orientation of cities on their way to data-
driven organizations.

INDEX TERMS Cognitivemapping, data governance, design science research, urban data governance, smart
city, expert interviews.

I. INTRODUCTION
Digitization is not possible without data. Cities face the
problem of dealing with various data formats, data sources,
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and actors as part of their digital transformation to real-
ize beneficial uses of urban data. An integrated, unified,
and comprehensive data base is the foundation for imple-
menting data-driven cities, ranging from simple to more
complex scenarios (e.g. developing a digital twin) [1], [2].
Cities are considered data factories with diverse data sources

85656
This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/ VOLUME 11, 2023

https://orcid.org/0000-0002-8451-7888
https://orcid.org/0000-0002-9857-8147
https://orcid.org/0000-0003-4042-736X
https://orcid.org/0000-0002-3618-779X
https://orcid.org/0000-0002-3454-8731


Y. Bozkurt et al.: Toward Urban Data Governance: Status-Quo, Challenges, and Success Factors

and a growing number of Internet of Things smart city
applications [2], [3], [4]. The benefits of urban data cannot
be achieved without a political and strategic view of data
use. An essential element in this view is data governance.
In the corporate context, data governance aligns the corporate
strategy in the data-relevant structures and units with data pro-
cesses, actors, architectures, and data management. There-
fore, data governance can establish semantic compatibility
among heterogeneous technologies and data silos and con-
nect stakeholders by standardizing data models, processes,
and policies [5], [6], [7], [8], [9]. Many cities have so far
advertised raw concepts and strategy papers on smart cities
and digitalization activities, referring to high-level principles
for data handling while not specifying their approach to data
governance [10], [11], [12], [13], [14], [15]. Only a few
smart city pioneers have recognized the relevance of data and
developed data strategies, such as Data Excellence [16], Data
for London [17], and City Data Commons [18]. Although
the relevance of data in cities is also acknowledged by
higher-level policy initiatives, such as in Germany, which
published a national data strategy in 2021 [19], critics main-
tain that it is not specific enough to implement any concrete
measures [20]. Despite these state-level initiatives in the area
of data governance, cities need to develop stronger coor-
dination and unified implementation of the dimensions of
data management. In addition, the roles, actors, and pro-
cesses in this cross-cutting issue must be clarified further
to implement data governance effectively [21]. A system-
atic literature review [22] on urban data governance reveals
that urban data concerns can be categorized into a concep-
tual framework with eight dimensions of data governance.
This literature review shows that cities would benefit from
a reference model for urban data governance by applying
it as an orientation for the realization of their concrete
data governance programs and would achieve their smart
city goals more effectively through the proper handling of
data [22]. However, research on urban data governance is
scarce [5], [22], [23], [24], [25], [26], [27], [28], and a refer-
ence model for it is lacking, even though such a model would
save development costs in implementing practical solutions
by adapting it to the local needs of a city. The absence of a
reference model that aligns the overarching aspects of stake-
holders and roles, technology, and processes in urban data
governance represents a gap in current research and practical
implementation [22]. For such a reference model, a design
base needs to be established by examining the current state
of data governance in cities and identifying the challenges
and requirements, which is also hardly addressed in current
research.

To fill these research gaps, this study focuses on the fol-
lowing three research questions (RQs):

◦ RQ1: How is the data ecosystem in cities structured?
◦ RQ2: What challenges do cities face in governing and

managing data?
◦ RQ3: What measures do cities consider to implement

data governance?

To answer these questions, this study evaluates the cur-
rent state of data governance in cities, identifies problems
and challenges with data governance, and delineates fac-
tors relevant to a successful implementation. RQ1 articulates
how cities are organized in terms of their data ecosystem,
to understand the current environment that a reference model
is meant to cover. RQ2 elaborates on the city’s problems and
challenges in handling and managing data. Such problems
can relate to technological but also organizational or behav-
ioral issues. Finally, RQ3 aims to understand which measures
cities consider relevant for the successful implementation of
data governance.

The study is based on the research paradigm of design
science research (DSR) [29], [30]. DSR is a design-oriented
research paradigm aimed at the output of an artifact and
contributes to the problem environment [29], [30]. The goal
of this study is to gain knowledge on the problem space
and define the scope of the problem to be addressed. It also
identifies the requirements for the artifact. Different research
methods can be used in the DSR paradigm, and there-
fore semi-structured expert interviews served as a research
method because a qualitative research approach is suitable for
answering questions in the exploratory knowledge-building
phase. Thus, municipal experts were interviewed to develop
a recommendation for the urban data governance reference
model in further research.

The remainder of the article proceeds as follows: Section II
presents the theoretical background for the basic concepts of
smart cities and data governance to enable a common under-
standing. The study then delves deeper into related work to
better understand the research structure around urban data
governance and to clarify the contribution to the knowledge
base. Section III describes the research design. Section IV
presents the results of the expert interviews, followed by a
discussion of the implications, limitations, validity, and direc-
tions for future research in Section V. Section VI concludes
the article.

II. THEORETICAL BACKGROUND
The following subsections aim to create a common under-
standing of the core concepts of smart cities and data gov-
ernance. They also describe the current state of the scientific
literature on urban data governance and the resulting research
gaps and explain how this article contributes to the body
of knowledge by addressing these gaps and outlining its
contributions.

A. CONTEXT
Urban data governance is based on the concept of smart
cities and data governance [22]. Therefore, before delving
into the results, this article discusses both concepts to create
a common understanding.

1) SMART CITIES
The concept of smart cities is multifaceted and multidis-
ciplinary, making it difficult to give a universal definition.
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However, an increasingly accepted consensus is that the
term ‘‘smart city’’ is a concept that addresses the challenges
of growing urbanization [31], [32], [33], [34], [35], [36].
The problems of urbanization include waste manage-
ment, resource consumption, pollution, traffic congestion,
and infrastructure obsolescence, but also technical, mate-
rial, physical, social, and organizational challenges [37],
[38], [39], [40]. These challenges arise from the diverse
structure of stakeholders in the city [41], [42] and the interde-
pendencies that complicate urban problems [34], [35]. Cities
are a wide organic network consisting of many actors, so an
interplay of technology, human capital, and collaboration
is required to solve urbanization problems and improve the
quality of life [31], [33], [34], [43], [44]. The deployment
of information and communication technologies (ICT) plays
an enabling role in all smart solutions [31], [45]. In this
context, the Internet of Things has attracted a great deal of
interest as it adds sensors and generates data to traditional
urban infrastructure [32], [35], [36], [44]. In this context, the
basic building blocks of data collection, data management,
data processing, and application handling are common to
any domain used [35]. Batty et al. [32] emphasize that data
management constitutes a city’s brain, as all smart city appli-
cations and data-driven decisions are based on it. A city aims
to be smart by automating routine tasks in buildings, waste
management, and transport systems; monitoring, analyzing,
and planning the city using data; and making strategic and
operational decisions based on data [32]. However, dealing
with urban data is not straightforward. Many different data
sources exist in a city’s ecosystem (e.g., sensors, city manage-
ment systems, cameras, social media, geographic information
systems [GIS], statistics, open data), as do various types
of data, many different service providers, and many differ-
ent actors [32], [34], [35], [46], [47], [48]. These myriad
sources make dealing with data in a smart city a technical
challenge and a multi-layered problem with organizational
and cross-collaborative aspects. Addressing the problem
requires the interplay of different actors, not a single orga-
nization. The stakeholders in a smart city include research
and educational institutions, local and regional authorities,
utilities, ICT providers, media, citizens, communities, and
non-governmental organizations [46], [47], [49], [50]. Mar-
rone and Hammerle [42] provide a more detailed listing of
smart city stakeholder perspectives.

2) DATA GOVERNANCE
Governance is a decentralized theory to which different sec-
tors contribute [51]. Chhotray and Stoker [52, p. 214] define
governance as the ‘‘practice of making collective decisions’’.
They emphasize the multi-layered nature of decision-making
with multiple and diverse actors. Similarly, Kooiman [53]
describes governance as a set of ‘‘interactions’’ involving
public and private actors to solve societal problems or create
societal opportunities, including institutions as the context for
these interactions and establishing a normative foundation for
all these activities.

In the corporate context, several governance domains have
emerged, including human resource, financial, risk, informa-
tion technology (IT), and data governance, with the latter two
being comparatively younger streams [54]. However, a closer
review of the definitions of data governance reveals that the
original characteristics, such as multidisciplinary, collabora-
tion, and coordination, are recognizable. Mahanti [7] defines
data governance as ‘‘a system of policies, rules, standards,
processes, practices and structures, roles and responsibili-
ties, controls and decision rights to oversee the management
of data. Data governance should not be confused with the
technical management of data’’ [7, p. 63]. Data governance
consolidates all data management activities that enable effec-
tive overall data management by establishing standards, pro-
cesses, roles, and responsibilities across data management,
including data warehousing, business intelligence, metadata
management, and big data [7], [54]. Seiner’s [8] definition
is similar and states that data governance is the execu-
tion and enforcement of authority over data management
and data assets, focusing on shaping behavior in data han-
dling. Drawing on the theory of IT governance, Khatri and
Brown [6] describe data governance as the entity that deter-
mines who has decision rights and responsibilities for data.
Governance and management are distinguished, with man-
agement as the implementor of decisions and governance as
the decision-maker for effective management. Furthermore,
Weber et al. [55] and Weber and Klingenberg [9] define data
governance as decision-making and accountability to pro-
mote the proper handling of data assets, emphasizing the
aspects of data policies and standards that need to be in line
with the corporate culture and strategy so that all stakeholders
at all hierarchical levels and departments are aligned with a
common goal.

Data governance exists in every organization but may not
be formalized, resulting in loose and poorly established data
policies and practices. As a result, structures that require
policies and authority to implement data governance are
lacking, which often leads to problems with interoperability,
quality, security, lack of trust in data, and poor personal data
protection. By contrast, formal data governance comprises
established guidelines, practices, and clear roles and respon-
sibilities [54].

B. RELATED RESEARCH
The concept of data governance in a general context is
not new; it has long received attention from practition-
ers [8], [56], [57], [58] and academics [6], [9], [55], [59], [60].
Therefore, the existing literature on urban data governance
was reviewed to understand the research structure in this area
and to clarify the contribution of this work. As a first step,
a search of IEEE Xplore, EBSCOhost, ACM Digital Library,
and Web of Science databases was undertaken by applying
the search terms ‘‘smart city data governance,’’ ‘‘urban data
governance,’’ ‘‘city data governance,’’ and ‘‘municipal data
governance’’ in the titles and abstracts. No filter was set for
the period, and only peer-reviewed articles were considered.
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The search yielded 58 initial results. The second step ana-
lyzed the titles and abstracts of these articles to ensure that
the focus was on data governance in an urban context. This
review excluded 50 articles. The full text of the remaining
eight were analyzed, but three were excluded because they
did not focus on data governance but rather on the city’s
governance and smart city initiatives. Two other articles were
included through a backward citation search. The analysis
of related work shows that only seven articles contribute to
the knowledge base of urban data governance, thus indicat-
ing the need for further research on urban data governance.
The following paragraphs provide an overview of the seven
identified articles.

The work of Thompson et al. [25] provides first indication
of the challenges and problems in the public sector regarding
data governance. It draws on an audit of the police firearms
management system and the department of health informa-
tion system in Western Australia, which identifies gaps that
can be overcome through sound data governance (i.e., data
preparation, interface controls, and accountability). The chal-
lenge is that individual departments often acquire technical
solutions without aligning with the overall strategy, leading to
discrepancies and silos. Thus, it is not the business processes
or technologies that cause problems but rather the low level
of data governance or the complete lack of data governance
in a city’s agencies. However, with only two case studies, the
article draws only general conclusions.

Paskaleva et al. [27] examine how data governance is inte-
grated into the newly emerging sustainability-focused smart
city agenda. They provide a conceptual framework for data
governance in smart city initiatives built from secondary
data. Building on this conceptual framework, they conduct
interviews with the cities of Manchester, Eindhoven, and
Stavanger to understand their approaches and challenges in
the implementation of smart city projects. They conclude
that collaboratively working with different stakeholders is a
crucial challenge. Data governance can change how data are
generated, collected, and used in a smart city to ensure more
sustainable value for citizens and the city. For this, data gover-
nancemeasuresmust be embedded in all stages of the data life
cycle, requiring a comprehensive data governance manage-
ment plan. This work helps understand how data governance
measures are applied in smart city projects. The prelimi-
nary framework provides insights into which data dimensions
are relevant for data governance in cities. However, as the
authors note, their work is a first effort and requires further
research involving more extensive data collection because
they interviewed only three cities in their study. In addition,
the interview questions focus on one concrete smart city
initiative and therefore are strongly project-related and offer
no insights into how data governance takes place outside the
project. Nevertheless, that work offered valuable hints for the
design of the current study’s interview questions to address
the issues in a more targeted way.

Lupi [24] presents a concept for a tool that links data
governance to a long-term strategy aligned with the city’s

development agenda. The focus is on data protection and
data manipulation in smart cities. For this purpose, the author
analyzed data governance plans from the corporate context
against general city plans and formulated a blueprint for
a city data plan. The key questions on urban data and its
management, drawn from the literature, establish the basis
for the development of the urban data plan and provide
meta-requirements to be fulfilled.

In their study, Franke and Gailhofer [28] structure the
debate on data governance using a regulatory perspective.
They draw lessons from previous regulatory discussions and
propose guidelines for socio-ecological data governance by
assessing ideal types of data regulation. However, the strong
regulatory aspect leaves the questions of how data governance
can be integrated in cities and what challenges cities have to
face in daily operations unanswered.

Choenni et al. [5] argue that proper data governance is
necessary to use urban data fully. They consider data quality
and the establishment of trust the most important functions
of data governance in cities. Focusing on these functions,
they describe approaches for implementing them in the urban
data ecosystem. However, finding a compromise between
competing values such as data protection and the fact that
data are a public good is a significant challenge. Therefore,
one key factor for the success of data governance in cities is
the efficient and effective collaboration between the actors
in the urban data space, where they align their needs and
requirements.

The results of Cuno et al. [26] study with three German
cities led to the concept of the urban data space, which
enables an ecosystem for data exchange and value creation
by using all types of data within the city. The authors provide
a classification of urban data, including legal and monetary
aspects and consideration of the technical implementation
design based on the ICT reference architecture DIN SPEC
91357 [61]. The urban data space comprises a network of
different actors, and the authors identify the multi-layered
nature of the actors and describe their roles. Furthermore, the
study’s results highlight the importance of data governance
and data sovereignty in the urban data space and provide first
insights into data governance roles in this space. Despite only
three cities in Germany being assessed, the work is valuable
for the design of urban data governance, as stakeholders, data
classification, and ICT architecture are key aspects of urban
data governance, and thus the results can further help specify
an urban data governance reference model.

König’s [23] study formulates a citizen-centered data gov-
ernance framework that addresses the ethical and legiti-
macy challenges of using citizen data. The author derives
ethical and accountability requirements from the stages of
data-based value creation for citizens and formulates data
governance mechanisms. Although this study considers data
governance from an ethics and accountability perspective,
cities should consider these two crucial dimensions for their
data governance programs and include them in the design of
the urban data governance reference model.
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Overall, data governance in the urban context has received
less attention than data governance in the corporate context,
even though the potential of appropriate urban data gover-
nance is now more critical than ever. The literature search
revealed only seven articles on this topic, while a simple
search for ‘‘data governance’’ by title in the Web of Science
database yielded more than 300 results. The seven articles
mentioned prove the lack of a comprehensive referencemodel
for data governance in cities and provide no comprehensive
overview of how cities currently deal with data or how they
structure their data landscape. The evidence these articles
uncover is based on either secondary or primary data with
only a few cases. Another limitation is that these studies took
place only in a particular limited region (e.g., covering only
German cities or cases from Australia) or their surveys were
only for the participating cities of a project, thereby providing
evidence only for the duration of the project. All these studies,
with their particular scope, provide valuable insights to push
research on urban data governance forward.

The current work aims to contribute to theory and practice
by expanding the scope and carrying out a more comprehen-
sive primary data collection than the other studies presented
here. Furthermore, it does not build on an existing smart city
project in which case studies are considered but rather aims
to determine the current state of data governance in cities in
an independent manner, learn about the data infrastructure
of cities, and understand the challenges that cities have in
dealing with data. Thus, this study addresses the gaps in (1) a
general understanding of the current state of data governance
in cities, (2) identification of challenges cities face in dealing
with data and factors for the successful implementation of
data governance in cities, and (3) creation of a foundation for
the development of actions.

III. RESEARCH DESIGN
This study is part of a DSR project (Fig. 1) in which the results
of the following empirical analysis are used to develop an
urban data governance reference model.

FIGURE 1. DSR cycles (adapted from [29], [30]).

The DSR paradigm belongs to design-oriented research,
in which the output is an artifact (i.e., reference model,

framework, or process) that aims to contribute to the problem
environment [30]. Hevner [29] defines three cycles of DSR
that must be identifiable in any DSR project. The relevance
cycle connects the application domain (environment) with the
design science activities of the design cycle (e.g., drawing
requirements), while the rigor cycle integrates scientific rigor
into the design activities through the scientific foundations,
experience, and further theoretical foundation of the knowl-
edgebase. This research aims to gain insight into the problem
space and to define the problem’s scope to be addressed.
It also identifies the requirements for the artifact. There-
fore, it is an activity within the relevance cycle highlighted
in Fig. 1.

A. RESEARCH METHODS
Semi-structured expert interviews were conducted to build
the database for answering the RQs identified in Section I; a
qualitative research approach is appropriate in the exploratory
phase of knowledge building. Fink [62] outlines aspects of
when qualitative methods are suitable, with the following
points applying to this study: (1) the study extracts the knowl-
edge and opinions of experts in a particular field, (2) the
study does not intend to limit the formulations of experts by
using free formulations, and (3) given the lack of prior knowl-
edge on the topic, use of a standardized survey is infeasible.
Especially in a DSR context, interviews can help identify
requirements for the solution space. In addition, intervie-
wees are located in the problem space and thus represent
the stakeholders of the problem. In this way, the problem
space can be correctly addressed before designing the arti-
fact [63]; that is, the design principles are derived from the
interviews. The interviews concentrated on open-ended ques-
tions, which induced the experts into a narrative mode and
left the interviewer enough flexibility to react to unforeseen
information. Although the interviews were flexible enough
to cover all informants’ thoughts, they had a basic structure
to make the results of several interviews comparable. To this
end, an interview guide was developed to conduct the inter-
views in a focused and structured way and ensure thematic
comparability. The interview guide ensures that no important
aspects are left out of the interviews [64]. The thematic focus
of the interview guide was developed toward answering the
three RQs and is based on a previous systematic literature
review [22], related studies [5], [24], [27], [65], and cities’
strategies [13], [16], [66], [67].

Furthermore, the study applied structural coding [68],
which is particularly well suited as a first-level coding
approach, as it forms the basis for further analysis by cat-
egorizing the interview into larger segments according to
the themes of the interview guide—namely, ‘‘current sta-
tus,’’ ‘‘challenges,’’ and ‘‘success factors’’—which makes
the complexity and volume of the interviews more man-
ageable in the analysis [68]. These coded segments even-
tually formed the basis for creating the cognitive maps and
answering the RQs. Moreover, according to Guest et al. [69],
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MacQueen and Guest [70], and Namey et al. [71], struc-
tural coding is highly suitable for standardized or
semi-structured data collection (i.e., for interview transcripts
of semi-structured expert interviews).

Last, the study applied cognitive mapping [72] for data
analysis. A cognitive map makes the essential part of the
interview data visually accessible on a single sheet of paper.
The use of arrows, which represents the connection, avoids
fragmentation of the interview into individual statements iso-
lated from their context and preserves the overall complexity
of the contexts expressed by the interviewee. Organizing the
data according to these contexts’ logic makes it possible to
connect conceptually related statements from different inter-
view parts. An arrow from a concept indicates a consequence,
and an arrow into a concept indicates an explanation. Thus,
each arrow gives an explanatory meaning to one concept
and a consequential meaning to another. A negative sign at
the head of an arrow indicates negative causality [73], [74].
For better understanding and clarification, section III, part D,
explains the described principles of cognitive mapping using
an example. Cognitive mapping goes back to George Kelly’s
theory [75] that one forms a picture of the world to predict
what the world will look like and decide how to act or
intervene to achieve what one prefers in that world [72], [73].
It is a problem-centered approach that reveals the complexity
of the domain and highlights the relationships and interdepen-
dencies between concepts [76]. Themaps help understand the
current state of data governance in cities, such as what con-
cepts exist and how they interact with each other. In addition,
challenges become visible by understanding the origin and
what situations they cause. Again, the aim is to understand
which factors the experts consider necessary and how they
can change the current state and address the challenges.

B. RESEARCH PROCESS
Following the groundwork for the research methods in the
previous section, Fig. 2 provides an overview of the research
process described in more detail. The first task deals with the
selection criteria to choose the cities for empirical analysis.
The first criterion was that the cities were in the European
Union (EU), to have a comparable group of cities regarding
their political and administrative orientation, structures, and
processes. The second criterion was that the city was active in
the smart city context, for example, by publishing smart city
strategies or taking an active role in implementing smart city
and digitalization projects. For a systematic screening, the EU
Digital Economy and Society Index (DESI) [77] served as a
guide. The DESI annually assesses the digital performance of
EU countries in connectivity, human capital, use of internet
services, integration of digital technology, and digital public
services. The focus was on two sections within the DESI: the
top four countries (Finland, Denmark, the Netherlands, and
Sweden [77]) that provide essential insights into data gov-
ernance through their advanced experience in digitalization
and the median of DESI in Germany and Austria, as these

countries have taken up the challenge to handle data through
smart city projects and digitalization projects in adminis-
tration. This division of the sample ensures the spread and
diversity of digital maturity levels. As a result, more universal
insights can be gleaned from the interviews in total. Finally,
being affiliated with a German university, we have direct
contact with German cities, which speeds up the acquisition
process.

The next step was to develop an interview guide address-
ing (1) an introduction to the tasks and position of the
interviewee; (2) the strategic direction of the city regarding
digitalization and data handling; (3) the current state of the
city regarding data infrastructure, data sharing, and data gov-
ernance mechanisms; and (4) the challenges in implementing
data governance and data handling, as well as discussing the
factors required for successful data governance and a data-
driven city.

The guide was reviewed by the research team and col-
leagues in the research institute to ensure that the questions
were understandable and to prevent any misunderstandings.
The appendix presents the interview guide.

As the framework of the study was completed, the ethics
board was approached to provide an ethical review of the
study. The ethics committee reviewed the application in terms
of the study objectives, study participants, and data collection
and analysis. An informed consent form and a participant
information form were also developed. Both documents were
reviewed by the ethics committee as well. An ethical review
ensured that the study, in particular the data collection and
analysis, complied with ethical principles and alleviated any
privacy and other concerns.

After completion of the interview preparations and
approval from the ethics committee, interview partners were
acquired. The first contact was by email, which explained
the motivation for the study, its aim, and the conditions for
the interview. The purpose of the data use and processing
was also explained. After receipt of a positive response,
the formalities were clarified and the interview guide sent.
Having the interview guide in advance ensured that the per-
son contacted had the necessary qualifications to answer
the interview questions. Only in a few cases, after the per-
son initially contacted received the interview guide, were
other officers who were more qualified for the interview
referred. At the time of the interviews, more interview part-
ners were recruited until theoretical saturation of the results
was reached [78, p. 62]. The total number of cities inter-
viewed was 27 of the 85 contacted, resulting in a performance
rate of 32%. In addition, some interviews were conducted
with more than one informant from each city simultane-
ously, providing the necessary expertise for the interview.
The interviews were conducted online and lasted an average
of 42 minutes, resulting in more than 19 hours of interview
recordings.

Table 1 summarizes the interview acquisition. At the
beginning of the interview, respondents were informed about
their participation in the study, asked for their consent to
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FIGURE 2. Research process.

TABLE 1. Overview of the interview acquisition.

participate and to be recorded, and given the opportunity to
ask questions about the study.

After the formalities were completed, the interview was
conducted using the interview guide, and an audio record-
ing was made. The interview recordings were transcribed
immediately after the interviews. Subsequently, the tran-
scripts were coded by the author team using the structural
coding approach with the MAXQDA software [79], and
the cognitive maps were created with the Banxia Decision
Explorer [80]. No special software configuration other than
the default configuration was made for both tools. The con-
tinuous analysis allowed for determining when theoretical
saturation had occurred to close the interview phase and

create an aggregated map with the key findings from the
27 individual interview maps.

C. SAMPLE DESCRIPTION
As Table 2 shows, German cities accounted for 70.38% of the
interviews, Dutch cities for 11.11%, Finnish cities for 7.41%,
Danish cities, Austrian cities and Swedish cities for 3.7%.
To avoid tracing back which city participated in the inter-
views, the population is given as a range. All cities have a
smart city strategy or a digitalization strategy, but only seven
cities have a stand-alone data strategy. In the other cases,
the strategic direction on data was either included in the
smart city/digitization strategy or was indicated as the next
agenda point to develop a data strategy for the city. Except
for five interviews, all were one-on-one interviews with only
the interviewee and the researcher present. In five interviews,
two or three representatives of the city were present, marked
(A), (B), and (C) in Table 2. In these combined interviews,
particular attention was paid to ensure that each interviewee
had enough time to respond and contribute equally. Fifty-six
percent of the interviewees hold a managerial position in the
city. Among the interviewees, 48% have the term ‘‘data’’ in
their job titles. Even if some interviewees do not have it in
their job title, all deal with data daily, whether strategically
using data or operationalizing data processes in day-to-day
business. There is only one chief data officer and three con-
crete job titles for the data governance lead role. The fact
that nine interviewees have the title ‘‘smart city manager’’
shows that the data issues have been assigned to the smart
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TABLE 2. List of conducted expert interviews.

city activities. Interviewees have been in their current position
for an average of 3.39 years. Nevertheless, all have many

years of professional experience, in some cases more than
20 years.

D. CODING AND MAPPING
After transcribing the interview using the audio recording, the
transcribed data were used for the analyses. To make the large
amount of data accessible, the text segments in the categories
of the interview guide were coded by the author team, which
corresponds to the structural coding approach. This made
the relevant text segments directly accessible and ready for
mapping. Use of coding and cognitive mapping helped model
text passages that fit together in terms of context but may
have been mentioned at different stages of the interview
into a complex coherent system. For example, interviewees
may refer to one concept by another concept, which does
not necessarily occur at the same stage in the interview
but may have a contextual impact on each other. For the
best comprehensibility of the map, the concepts were color-
coded: ‘‘current state’’ in green, ‘‘challenges’’ in yellow, and
‘‘success factors’’ in blue. Furthermore, red arrows indicate
negative impacts and the green arrows positive impacts.

The following is an example to explain in more detail how
the maps were created from the interviews. It should be noted
that the given example is taken from a single interview and
not from the aggregated map to gain a simplified illustration.
Table 3 shows the three codes ‘‘Developing a data catalog,’’
‘‘A poor overview of the available data exists,’’ and ‘‘Data are
isolated and not connected, resulting in ‘data silos’’’ along
with their text passages.

TABLE 3. Examples of text passages and how they were coded and
categorized.

First, the codes are inserted into the cognitive map. The
second step is to model the relationships and interactions
between these codes. For the code ‘‘Data are isolated and not
connected, resulting in ‘data silos,’’’ the statement ‘‘there is
no central approach to get an overview of all data’’ means
that data silos leads to the challenge of a poor overview
of the assets. Moreover, the text passage of the code ‘‘A
poor overview of the available data exists’’ suggests that a
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silo situation exists in which ‘‘there is no central place that
knows what data are available in which department.’’ At a
later stage, the interviewee mentions that an important point
to consider for the future is the analysis of a city’s current
state—that is, a data inventory, which the interviewee refers
to as a ‘‘data directory,’’ that shows what data are available
in the city. The text passage in the code ‘‘A poor overview
of the available data exists’’ suggests that the challenge can
be met with a central place to determine which data are
available in which area. Thus, the data catalog’s negative
impact on the challenge ‘‘A poor overview of the available
data exists’’ is represented by a red arrow with a negative
sign. This is because, on the one hand, a data catalog provides
an overview of the existing data assets. On the other hand,
data silos promote the challenge of poor overview of data.
Although this example is relatively brief and consists of only
three concepts, it contains complex relationships. So, the
strength of cognitive maps is that complex situations can
be represented on a cognitive map in an accessible way, as
in Fig 3.

FIGURE 3. Example of combining concepts from a single interview.

E. AGGREGATING MAPS
Following the aforementioned procedure, all 27 interviews
were processed and 27 cognitive maps created. Then, these
individual maps were combined into an aggregated map.
The aggregated map synthesizes separate maps represent-
ing information from the individual interviews; it no longer
represents the cognition of a single interview. Lavin and
Giabbanelli [81] describe an aggregated map as a mental
model of a group of interviewees. Thus, an aggregated map
allows the drawing of collective conclusions about a group
of interviewees, which is an ideal way to answer RQs. For
this purpose, the individual maps are iteratively analyzed for
their common concepts, and patterns mapped on the aggre-
gated map are formed accordingly. Often, different experts
formulate the same ideas and relationships using different
terms. It is almost impossible for any two individual maps
to be exactly the same, but often common ideas are the basis
for aggregation. The aggregation standardizes the concepts
of the individual cognitive maps, which are then combined
in the aggregated map to form common labels. In addition,
relationships between concepts, for example, are not always
recognized by all experts, so others enrich this missing infor-
mation in the aggregated map [73], [76], [82]. A first step
entailed listing all the concepts and standardized synonyms,
and the second involved analyzing the relationships between

the concepts in the individual interviews and gradually inte-
grating them into the aggregated map. To reduce researcher
bias, the maps were aggregated within the research team.

IV. RESULTS
This section presents the results of the analyses. The struc-
tural analysis of the aggregated map is first discussed by
listing the concepts of the map and depicting it. Then, an in-
depth content analysis of the map is conducted to answer
RQ1–RQ3 in subsections B, C, and D. Here, all the states
and findings were extracted from the expert interviews.

A. STRUCTURAL ANALYSIS
The aggregated map in Fig. 4 contains 71 concepts, 19 of
which represent the current state, 27 relevant challenges,
and 25 important success factors. At first glance, it seems
that some concepts (e.g., ‘‘Data are isolated and not con-
nected, resulting in ‘data silos’’’) are more strongly linked
than others (e.g., ‘‘Increased acceptance of data governance
measures’’). This is a first indicator of concepts that can be
viewed as central elements of the system and where changes
have a large-scale impact on the system. Therefore, spe-
cial attention should be paid to them for decision-making.
The link among the concepts is usually such that success
factors have a negative impact on challenges. However, chal-
lenges can also hinder success factors, which is why there
is a negative link between these concept types. All other
concept types are linked in a context-specific manner. For
example, a challenge can negatively affect a concept of the
current state—‘‘reluctance to publish/share data’’ has a neg-
ative impact on the city’s current ‘‘Publishing open data’’
activities. By contrast, the circumstances of the current state
can lead to a challenge linked by a green arrow; for example,
the concept ‘‘Data are isolated and not connected, result-
ing in ‘data silos’’’ can complicate the data integration and
sharing.

Having 71 concepts in the map challenges the manual
analysis of the map. Therefore, the Banxia Decision Explor-
ers analysis tools (i.e., identifying driver concepts, output
concepts, centrality analysis, and domain analysis) were used,
which resulted in Table 4. The analysis of concept types is
particularly well suited for answering decision-making ques-
tions [76]. Thus, which concepts are drivers (i.e. concepts
that have only outgoing arrows) can be examined. These
concepts stimulate (connected with a green arrow) and hinder
(connected with a red arrow) other concepts. The outputs
(output concept) have only incoming arrows. These concepts
result from (connected with a green arrow) and are weakened
by (connected with a red arrow) other concepts. Finally,
the mixed concepts have incoming and outgoing arrows
and influence the other concepts through their connection
according to the logic mentioned previously. In this way,
how specific interventions affect the entire network and how
a particular concept results from the interconnection of the
concepts by following the chain of linkages can be analyzed.
In addition, structural analyses can help determine which
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FIGURE 4. Aggregated map.

TABLE 4. Concepts of the aggregated map.
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concepts have a strong and less potent effect on the system
by evaluating the degree of linkage of a concept.

Table 4 is structured according to the concept types ‘‘driver
concept,’’ ‘‘output concept,’’ and ‘‘mixed concept.’’ These
overarching types are then subdivided into the categories
‘‘current status,’’ ‘‘challenge,’’ and ‘‘success factors,’’ and
finally the specific concepts in each category are listed. The
mixed concepts are the most represented—this means that the
concepts are strongly interwoven and have complex interde-
pendencies, as they are drivers for other concepts but are also
driven by other concepts.

The current state represents the concepts that describe the
current reality in the city (i.e., in the areas of the data land-
scape, data sharing, data management, and data governance,
such as ‘‘Highly sensitive data are held by cities’’; ‘‘Data are
isolated and not connected, resulting in ‘data silos’’’; ‘‘Dom-
inance of a distributed and decentralized data landscape’’; or
‘‘Each department manages its own data as it wants’’).

The concepts in the challenges category indicate the hur-
dles cities face when working with data and managing and
governing data (e.g., ‘‘The benefits of data governance are
not known and are rejected as additional work’’). The chal-
lenges are diverse and mainly belong to the type of mixed
concepts. This means that the challenges in a city often lead
to different outcomes; however, they do not stand alone but
are also caused by certain circumstances in the city. The map
explains what causes a particular challenge, what situation the
challenge leads to.

Finally, concepts in the success factors category describe
what is necessary to be successful with data governance and
to be more data-driven (e.g., ‘‘Offering in-house training pro-
gram for data’’). Success factors are either a mixed concept
or a driver concept.

To answer the RQs in this study adequately, the map
depicted in Fig. 4 was broken down into smaller parts by
first presenting the overall domain map of the current state,
challenges, and success factors. This is followed by a focused
analysis of the most central five concepts of each (listed in
Table 5), as discussing all 71 concepts would exceed the
length of this article. Summarizing the map in this way is
appropriate to organize the analysis of such large maps [83].
For this purpose, Banxia Decision Explorer helped calculate
the central concepts. Each concept is scored for its degree
of linkage; the more strongly a concept is linked, the higher
is the value. However, not only is the first degree of linkage
taken into account, but the indirect linkages across several
levels are also included in the calculation to determine the
central concept in the entire system and not only locally
limited, strongly linked concepts, with the calculation factor
decreasing with each subsequent level [84].

B. CURRENT STATE IN CITIES
To answer RQ1, this subsection aims to explore how cities are
organized in terms of their data ecosystem to understand the
current data environment better. With respect to the current

TABLE 5. Most essential concepts in the aggregated map.

state, a filter is applied to the aggregated map that shows
only the concepts of the current state, as shown in Fig. 5. The
current state of data infrastructure, data exchange, and data
governance in the city can be briefly described as follows:
the system landscape in cities is characterized by many spe-
cialized applications that are outdated, closed and proprietary,
and often outsourced.Many of the interviewees noted the GIS
as they contain a great deal of data, and the city’s affinity
for data is mainly in these departments. Moreover, the data
infrastructure is very distributed and decentralized. Many
experts noted that some data pools are redundant. Data silos
characterize the general picture of the data infrastructure in
cities. This also affects data exchange, such that data are
mostly exchanged only to fulfill the legal administrative man-
date and individual, project-dependent ways, from automated
application programming interface (API) calls to sending
flat files by email. The departments have their data gov-
ernance mechanisms and approaches for data management
and exchange based on the legal parameters and the GDPR,
as no city-wide data governance program provides city-wide
guidelines and policies.

FIGURE 5. Section of the aggregated map focusing on the ‘‘current state.’’

Next, analyzing the relationships gives deep insight into
the central concepts of the current state. For this purpose,
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the central concepts were calculate with Banxia Decision
Explorer (for calculation details, see part A of section IV
and [84]).
The first concept, ‘‘Data are isolated and not connected,

resulting in ‘data silos,’’’ has the highest centrality, not
only in the current state concepts but also in the whole
map (depicted in Fig. 6). Interviewees describe that cities—
with few exceptions—store a high amount of data in their
domain-specific vertical data silos. The data silos are so
structured that little to no interaction exists between the
departments holding the data. These data silos are techni-
cally designed to operate independently; therefore, metadata
and database structures are defined exclusively within these
silos [85], [86], [87]. These vertical silos perform well within
their scope and fulfill their task. However, combining data
from different siloed databases has a high potential for com-
bined analysis, which is a major challenge due to the poor
interoperability of these silos. These siloed structures are
found not only in legacy administrative systems but also in
smart city solutions, such as smart parking, smart lights, and
so on. A closer review of themap shows that the reason for the
data silos in the cities is partly cultural, so there is simply no
understanding that urban data are a common good at all, and
partly technological, because some systems are still old and
cannot communicate given the lack of interfaces. In addition,
legal requirements prevent the exchange of data (e.g., health,
religious, and police data are protected specially). Therefore,
these departments keep their data in separate systems. As a
result, data are infrequently shared and only then to fulfill the
mandate of the service in just a few projects. Such projects
are highly complicated due to the lack of interoperability.
In addition, many data silos represent a ‘‘black box’’ for a
holistic view of the city’s data assets, whichmeans a relatively
poor overview of the data and leads to redundant data assets.
Such are the challenges arising from data silos as a concept.
To break down the data silos, the interviewees mentioned,
for example, developing a data catalog, which goes hand in
hand with establishing a city data platform facilitated by a
data management unit. In addition, GIS is a key enabler in

FIGURE 6. Outline of the concept of ‘‘Data are isolated and not
connected, resulting in ‘data silos’’’ and its relationship to other concepts.

overcoming data silos as it centrally provides a great deal of
shared data between departments in a standardized form.

The second central concept is that each department man-
ages its own data as it wants (Fig. 7). As a direct consequence,
data silos are emerging. A city has several departments,
depending on its size and structure, that usually manage their
data in their ownway. They decide on applications, interfaces,
and data models. In addition to data silos, the departments
act independently, leading to a distributed and decentralized
data landscape and heterogeneous and outdated processes.
The greatest challenge, however, is that a city has little stan-
dardization. To counteract this, the experts suggested that
so-called multipliers be designated to each department. These
multipliers are appointed in their department and form a
city-wide community integrated into the cross-sectional unit
of data governance.

FIGURE 7. Outline of the concept of ‘‘Each department manages its own
data as it wants’’ and its relationship to other concepts.

The third key concept is that data sharing is mainly limited
to specific projects to fulfill the service mandate (Fig. 8).
Highly individual data exchange mechanisms are used, rang-
ing from automated API calls and direct access to databases
to sending PDF files via email. One reason for this, however,
is that legal conditions constrain data exchange. In most
cases, however, the legal framework is used as an excuse for
the lack of understanding of data sharing. Often, not even
non-personal data are shared for cross-departmental analysis
by the responsible department. The mindset in cities tends to
be, ‘‘why should we share data?’’ The benefits of sharing and
open data are often still unclear, and people are afraid that by
sharing their data, they might lose control over their data or
face consequences due to, for example, the law or poor data

FIGURE 8. Outline of the concept of ‘‘Data sharing is limited to specific
projects to fulfill the service objective’’ and its relationship to other
concepts.
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quality. This generally leads to the challenge that data sharing
is more limited and reserved and that data are not considered a
common good, but rather as hard-won valuable data that only
belong to one department exclusively.

Fourth, departments manage their data, leading to a highly
distributed and decentralized data landscape in the city
(Fig. 9). This landscape is further strengthened by external
data sources, such as industry, federations, and municipal
subsidiaries, but also by the high degree of outsourcing,
as cities often work with municipal service providers hosting
multiple IT applications for the city. This also means that
agile work, such as rapid prototyping, is impossible, resulting
in poor technology decisions from which the city cannot
benefit. To centralize the data landscape, the experts men-
tioned the development of an urban data platform, leading to
a centralized approach, as a success factor.

FIGURE 9. Outline of the concept of ‘‘Dominance of a distributed and
decentralized data landscape’’ and its relationship to other concepts.

The fifth key concept in the current state is the lack of a
unified city-wide data governance program (Fig. 10), which
results in each department managing its data in its own way.
This leads to the emergence of data silos (as described pre-
viously). Thus, the absence of a city-wide data governance
program can lead to what some interviewees called ‘‘chaos’’
and a proliferation of data silos, applications, and hidden data
that are not interoperable.With the help of a cross-cutting unit
for data governance, the experts agreed that these successive
disadvantages can be tackled by introducing a city-wide data
governance program.

FIGURE 10. Outline of the concept of ‘‘No unified city-wide data
governance program’’ and its relationship to other concepts.

C. CHALLENGES
To answer RQ2, this subsection analyzes the cities’ data-
related problems and challenges in the same way as described

FIGURE 11. Section of the aggregated map focusing on the ‘‘challenges.’’

before. Fig. 11 shows the section of the aggregated map
focusing on challenges. The interlinked challenges have a
positive causal relationship. For example, an ‘‘old-fashioned
mindset’’ leads directly to the challenges of ‘‘Stakeholders
are reluctant to change,’’ ‘‘Voluntary tasks have low priority,’’
‘‘Departments fear losing control of their data,’’ and ‘‘Lack of
understanding that data are an internal public asset.’’ How-
ever, in contrast with the ‘‘current state’’ concepts, there is
less interconnectedness among the challenges. For example,
concepts such as ‘‘Strong vendor lock-in exists’’ are only
linked to concepts not stated as challenges. That means that
the challenges are also often caused by the current state
concepts.

The challenges of cities in working with data are multi-
faceted. The experts described technological challenges such
as ‘‘lack of interoperability,’’ cultural challenges such as
‘‘old-fashioned way of thinking,’’ and also organizational
challenges such as ‘‘lack of staff.’’ Cities face the problem
that data interoperability is poorly developed, which makes
data integration projects complicated and time-consuming.
Furthermore, unclear responsibilities promote the problem
of integrating data. There is also a lack of an overview of
data and many redundancies, leading to inconsistent data.
An organization’s culture strongly affects how individuals
work and behave. Often the culture is historically developed
and cannot be changed from one day to the next without
considerable effort. Usually, an ‘‘old-fashionedmindset’’ still
prevails in cities, which means that, on the one hand, making
changes is not welcome because ‘‘things have been working
that way for years’’ and, on the other hand, there is simply
a lack of understanding that data are a common good, which
is why they are not willingly shared. Data governance activ-
ities are seen as additional workload in daily business, and
because they are often not mandatory, they are not performed
or are performed poorly. The city does not seem to be an
attractive employer for talented young people, so the culture
change is also slow. The experts desired to hire more qualified
employees to strengthen and increase human resources. After
all, the lack of skilled staff results partly in wrong technology
decisions and greater dependence on service providers. The
cities also desire more support from the ministries, but even
these are partially unable to support the cities on their way to
becoming more data-oriented as they are also challenged by
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their old-fashioned processes and ways of thinking. Finally,
the experts stated that the high complexity of data governance
in the city is a challenge for them. They do not know where
to start or which measures are necessary for a realistic road
map—they lack best practices and frameworks.

The most central concept of the challenges is the ‘‘Lack
of understanding that data are an internal public good’’
(Fig. 12). That data are not considered a city-wide asset in
many people’s minds is due to the ‘‘old-fashioned mind-
set’’ that leads to the current state of data silos with many
consequences. Given the many consequences of data silos,
as described previously, addressing this concept is a high pri-
ority, according to the interviewees. The lack of understand-
ing also leads to data not being shared, ultimately driving silo
thinking.

FIGURE 12. Outline of the concept of ‘‘Lack of understanding that data
are an internal public asset’’ and its relationship to other concepts.

The next central concept is unclear responsibilities
(Fig. 13). According to the interviewees, it is not obvious
who is the right contact person for certain data matters. Often
the responsibilities are not defined, and the information often
lies in the heads of the individuals. For example, in smart
city projects involving more than one department, novice city
personnel often need to rely on the knowledge of an expe-
rienced colleague who, based on years of experience alone,
knows who might be responsible for which data. This is not
an optimal approach as, on the one hand, the know-how may
be lost in the future; on the other hand, unclear responsibilities
lead to slow processes and lack of quality, resulting in projects
that inevitably exhaust more resources than is optimal. The
lack of clarity in responsibilities is because the departments
are currently completely independent in working with data,
with no mutual agreement or overview. Therefore, the experts
recommended the development of a data catalog as a success
factor that can decrease the unclear responsibilities (shown
in Fig. 13 as a negative causality). Furthermore, the need for

FIGURE 13. Outline of the concept of ‘‘There are unclear responsibilities
for data issues’’ and its relationship to other concepts.

lean and understandable role definitions can counteract the
problem of unclear responsibilities.

The lack of interoperability is the next key concept in the
challenges (Fig. 14). Interoperability is not only technical.
The lack of standardization affects all levels of interoper-
ability, such as the organization, semantics, technology, and
process. Thus, integration and data-sharing projects become
highly complex and time- and cost-intensive. Data silos
strongly drive the lack of interoperability through their iso-
lated nature, so various data models have been built and used
in isolated organizations, causing semantic interoperability
issues. Interoperability is also weakened by the high hetero-
geneity of the processes and, in some cases, departments’
mindset. Therefore, experts listed interoperability as a signif-
icant challenge.

FIGURE 14. Outline of the concept of ‘‘Lack of interoperability is existing’’
and its relationship to other concepts.

The next concept is the low level of standardization
(Fig. 15), which is also one of the causes of the lack of
interoperability. Nevertheless, not all domains experience a
low level of standardization. GIS again resides at the forefront
in terms of the establishment of international standards such
as the KML data format, INSPIRE metadata standards, and
other services (e.g., WMS, WPS). However, standardization
is a technical and procedural challenge. Suppose each city
and each department interprets its processes differently and
manages its data in a self-defined, individual way. In this case,
cross-departmental or cross-city services can only be realized
with great effort. As such, the experts noted a great need
for standardizing sensor-based services, which are increas-
ingly finding their way into cities as part of their smart
city activities. Unfortunately, the providers of services and
sensors define their own data models and interfaces, which
are often incompatible with those of the cities and cannot

FIGURE 15. Outline of the concept of ‘‘A low degree of standardization
exists in the city’’ and its relationship to other concepts.
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be integrated with third-party tools for better data work-
flows. The experts viewed common open standards for data
models, data structures, interfaces, and metadata as corner-
stones and success factors to overcome the standardization
challenge.

Finally, the data have a high level of uncontrolled redun-
dancy (Fig. 16). This challenge stems from the existing data
silos and the absence of data overview, which also derives
from the data silos. Most cities still have many black boxes
and hidden data, so they do not know what data they have,
as no central point is charged with bundling and describing
the data. So, for projects, a great deal of effort is invested in
determining what data exist, how they are structured, where
they are located, and who the contact person is. A common
occurrence is the recording of even the same data sets by
several different departments, causing a high degree of redun-
dancy, which, in the worst case, can lead to inconsistent data.
For example, several departments record the same data sets in
Excel files, and a single point of truth is absent. The experts
agreed that a data catalog can help overcome this challenge
by performing a data inventory and making it available to the
city’s stakeholders as a catalog.

FIGURE 16. Outline of the concept of ‘‘High data redundancy exists’’ and
its relationship to other concepts.

D. SUCCESS FACTORS
Finally, the last category covers RQ3, which provides an
understanding of the measures required for successful data
governance. Fig. 17 shows a focused view of the success fac-
tors, or the concepts the experts outlined as being necessary
to move forward with data governance in the city. These con-
cepts are rather interconnected and often mutually beneficial.
Typically, a success factor has such an output that either a
challenge is targeted or a current state concept is affected. The
experts indicated great potential for improvement in technol-
ogy, organization, and culture. For example, a requirement is
for an urban data platform with open software and interfaces
set up by a data governance and data management unit. These
units are also linked to the organizational aspect of recruiting
qualified staff for these units and obtaining support from top
management for the data governance activities. In addition,
the motivational aspect is significant in the success factors.
The experts recommended a realistic roadmap for a step-
by-step implementation, as introducing data governance in a
complex environment is not a task that can occur overnight.
Instead, it is about breaking down the complexity; making
the benefits of data governance activities understandable for
everyone, especially by putting them into practice in the

FIGURE 17. Section of the aggregated map focusing on the ‘‘Success
factors.’’

daily business of individuals, which fosters acceptance; and
using the lessons learned from such step-by-step develop-
ments to adapt the solution to other domains, which leads
to city-wide standardization in the long run. Data applica-
tions usually do not stop at city borders, so many experts
indicated a desire to work with other cities to promote cross-
city standardization. They also viewed role definitions and
responsibilities as success factors but agreed that these should
be kept streamlined and understandable, especially to avoid
challenging the old-fashioned mindset with fuzzy and new
terms. Data governance activities cannot be performed alone,
so so-called multipliers must be established in each depart-
ment. The experts recommended that these people be trained
internally and act as liaisons between their own department
and the city-wide data governance and data management
activities.

First, the concept with the highest central value in the suc-
cess factors is the establishment of a cross-sectional unit for
data governance (Fig. 18). The interviewees referred to this
concept with different names, such as ‘‘data office,’’ ‘‘data
factory,’’ ‘‘data house,’’ and ‘‘urban data governance unit,’’
but in actuality, it refers to a cross-sectional organizational
unit that bundles the activities of data governance. Ideally,
this unit consists of full-time employees who do not conduct
tasks other than their work and who focus on data governance
full-time. It is often the case that data governance activities
are transferred to part-time staff. Thus, the establishment of
such a unit can have a significant impact; to do so, resources
and organizational structures of the city must be expanded,
and the unit should be located centrally in an interdisciplinary

FIGURE 18. Outline of the concept of ‘‘Establishing a cross-departmental
unit for data governance’’ and its relationship to other concepts.

85670 VOLUME 11, 2023



Y. Bozkurt et al.: Toward Urban Data Governance: Status-Quo, Challenges, and Success Factors

office of the city. A major project such as this needs to attain
enough backing from the city’s top management, ideally with
the political support of the city council.

This success factor can overcome the current state of ‘‘no
unified city-wide data governance program,’’ which, as men-
tioned previously in the description of the current state, is the
cause of many concepts, such as each department managing
its data according to its own policies and data silos creating
significant challenges. The data governance unit must ensure
a high level of multidisciplinary activities to address all stake-
holders’ needs. Therefore, multipliers from the individual
domains are essential for its work; however, these multipliers
do not develop on their own. They must be driven by the data
governance unit, with the goal to elaborate understandable
and lean role definitions.

As Fig. 18 shows, the data governance unit drives many
other success factors. It is significantly involved in devel-
oping the data catalog and implementing the urban data
platform; however, this unit cannot implement both activ-
ities alone and thus requires a multidisciplinary approach
in collaboration with other stakeholders. The data gover-
nance unit is instrumental in the standardization process
through its central role. This can be achieved by having
a decision-making body within the data governance unit,
alongside the data governance unit staff, with representa-
tives from each city’s departments and domains meeting
regularly to define city-wide decisions on standards, guide-
lines, and processes. Finally, the challenges have exposed
the impact of cultural barriers; therefore, awareness cam-
paigns for internal and external stakeholders coordinated
and organized by the data governance unit are necessary.
Many measures are critical for the success of data gover-
nance in the city, bringing high complexity when a city
wants to handle it all at once. As such, having a realistic
roadmap aligned with the city’s overall strategy toward a
step-by-step implementation of data governance activities is
essential.

The second key concept of the success factors is devel-
oping a data catalog (Fig. 19). Cities have a wide variety
of data distributed in different data silos. The data differ
in format, access rights, validity, location, and many other

FIGURE 19. Outline of the concept of ‘‘Developing a data catalog’’ and its
relationship to other concepts.

attributes. This mass of data, combined with the silo situation
of the city, brings the challenge of a poor overview of the
existing data, and responsibilities are unclear. With the help
of a data catalog, this heterogeneous data can be classified,
and its meta-information described. Broadly defined, a data
catalog comprises an inventory of the data assets and thus
enables the discovery, description, and organization of data
sets through their metadata. Data catalogs make an essen-
tial contribution to the FAIR principles, which entail the
availability, accessibility, interoperability, and reusability of
data [88], [89].

Open data catalogs already exist in urban contexts. Still,
they need further development by including internal data.
Furthermore, the classification of a data set should be spec-
ified at the attribute level so that a personal attribute, for
example, does not prevent the entire data set from being
shared. Furthermore, the experts perceived great potential in
including the data model of the data set in the data catalog,
which would make working with the data set both techni-
cally and semantically easier. Finally, the data catalog is an
essential building block for an urban data platform providing
stakeholders with the necessary information.

The urban data platform is the third central concept of
the success factors (Fig. 20). It is driven by data governance
and the data management unit and based on open software
and interfaces. Through an urban data platform, the cities
hope for an improved and standardized data exchange in
which the urban data platform functions as a data hub for
internal, external, and open data. By linking individual data
repositories of the departments to the urban data platform,
data silos are avoided and a more centralized landscape
achieved.

FIGURE 20. Outline of the concept of ‘‘Implementation of an urban data
platform’’ and its relationship to other concepts.

The fourth concept of the central ranking in the success
factors is the establishment of multipliers in the depart-
ments (Fig. 21). As noted, these multipliers are experts in
their field who act as allies to the data governance unit
in each department, driving the agenda of data governance
issues in their departments and serving as a contact point
for data issues within their team for colleagues. The mul-
tipliers provide an interface function between departments
to prevent them from defining their own data governance
andmanagement, thereby creating shadow governancemech-
anisms. However, the experts emphasized the difficulty in
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FIGURE 21. Outline of the concept of ‘‘Establishing multipliers in each
department’’ and its relationship to other concepts.

establishing this role in cities because, first, data literacy must
still be built up properly and, second, employees suitable
for this role must be given the incentive to take it on by
receiving benefits in the form of professional development
and higher salaries for the expansion of their tasks. However,
experts’ description of the multipliers fits the role of a data
steward [7], [8], [9], [54], [55], [56], though are not explicitly
named as such.

Finally, the last core top five concept of the success fac-
tors is establishing a data management unit (Fig. 22). The
difference between the data management unit and the data
governance unit is that the former is more concerned with the
implementation of data governance decisions. How the data
management unit is set up depends heavily on a city’s orga-
nizational structure and resources. For example, the experts
suggested that the data governance and management units
could be organized in teams under an umbrella unit that
work closely together but are separate in terms of tasks.
Nevertheless, such a data management unit requires recruit-
ing skilled IT staff to build the competences in-house; even
if implementation houses are brought in for larger imple-
mentation projects, the in-house expertise in the cities is
indispensable.

FIGURE 22. Outline of the concept of ‘‘Establishment of a data
management unit’’ and its relationship to other concepts.

V. DISCUSSION
The presented findings contribute to the knowledge base,
fill the research gap targeted herein, and answer RQ1–RQ3
on the current state, challenges, and success factors. Com-
pared with related works, this study portrays urban data
governance in such a comprehensive view for the first time.
As noted, each city department usually defines data gover-
nance independently, and no unified approach exists. The
lack of standards leads to significant heterogeneity, form-
ing a siloed data architecture in cities. Not only is the silo

situation due to the technical nature of the architecture, but
the systems are also isolated from each other and constrained
by strong silo thinking embedded in the culture of a city. From
technical and cultural perspectives, data sharing is difficult,
and thus interoperability suffers. Ultimately, a city-wide data
governance organization that has an overarching function and
works closely with the other actors can help break down the
silos in a city. The data catalog is an essential tool that con-
tains the meta-information of data and standardizes the data
models and data interfaces for high interoperability. How-
ever, required are not only technological measures but also
considerable effort to convince, motivate, and educate city
authorities to move toward a data-driven city with appropriate
data governance. Data governance is not a one-time project
with a fixed duration but an ongoing activity that aligns
with the overall city strategy and comes to fruition through
a firmly established secondary organization of data con-
cerns. A realistic roadmap with progressively defined smaller
goals is necessary to anchor data governance in the daily
work of all actors through targeted incentives and tangible
benefits.

The proper handling of data has recently gained promi-
nence, but the development has so far been generic and
detached from a city’s overall strategy. Smart city initiatives
have brought the aspect of handling data to the attention
of cities. After all, data are not only an IT issue but also
a business issue. However, it is also clear that a single
team or department cannot introduce data governance for the
entire city; instead, it requires firm conviction and support
from the city leadership. Moreover, resources and structural
changes in the organizational structure are necessary. Polit-
ical initiatives, as described in the introduction, show that
the relevance of data has also reached the top level, thus
giving hope that cities will obtain the political tailwind to
push their data governance initiatives. In all interviews, it was
clear that the relevance of data governance is given a high
priority but that the implementation ofmeasures is at different
stages.

This study provides a comprehensive understanding of
urban data governance that yields theoretical contributions
and practical implications. From a theoretical perspective,
future research on urban data governance can use the find-
ings of this study to develop a reference model for urban
data governance. Beyond the given research gap regarding
the reference model, the interviewees also clearly expressed
the need for more guidance from the scientific community.
Cities need significant support in designing their data gov-
ernance practices. Although data governance frameworks
already exist in the corporate context, the experts believed
that a city cannot adopt these frameworks unchanged; instead,
it requires a tailored tool in the form of a data governance
reference model. Thus, this work provides a foundation for
developing such a reference model by shedding greater light
on the environment for such a model and delineating the
challenges that need to be addressed. The cognitive maps
show many complex causal relationships within the system,
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emphasizing the multifaceted nature of a city compared with
a company, which should help future research examine the
extent to which data governance concepts from companies
can be adapted to cities. The results of this work not only
provide the basis for developing a reference model for urban
data governance but also have implications for the smart city
body of knowledge by providing a better understanding of
the data ecosystem. Thus, they are important for research
on urban data platforms and data-driven urban planning and
smart governance.

Finally, the problems and challenges identified highlight
potential areas for future research. In addition, the practical
implication of the findings is that cities can use them to
define initial measures by comparing their situation with
the current findings to identify their strengths and weak-
nesses and initiate targeted actions. In this process, the
cognitive maps are a valuable aid, as they show the interde-
pendencies of the concepts. This study should raise aware-
ness and help incorporate data governance into the design
of overall urban strategies. Practitioners can also use the
findings in their future projects to ensure that data stan-
dards, interoperability, and data sharing are considered from
the beginning and included in the design of procurement
criteria. The findings may also help practitioners identify
which data aspects they need to consider in their projects to
avoid becoming further trapped in silos and to prevent addi-
tional challenges. Finally, this study signals to policy makers
that cities need political and financial support to develop
their data governance, which would ultimately benefit other
projects.

This work also has a few limitations. First, 27 expert
interviews were conducted, after which theoretical saturation
was reached. Nevertheless, many interview requests were
declined or ignored, thus possibly leaving out cities that
are much further along in data governance and that could
have contributed valuable additional insights to the work.
Second, providing a detailed overview of the whole city is
difficult for one person, so the interviews with multiple inter-
viewees provided even more insights. However, exploring a
city more intensively by interviewing several departments
and stakeholders would also be worthwhile to understand
the complex system better. Smart cities do not consist solely
of city government representatives. They are much more
complicated, with various stakeholders not directly sitting in
the city government. Despite this, the interview partners had
a good overview of the smart city activities and, thus, of the
active stakeholders, making them qualified contacts. Third,
the study used only qualitative data in the form of expert
interviews, which may influence the data analysis through
personal assessment. To minimize this bias, the research team
discussed and agreed on the individual phases of the data
analysis. Especially in cognitivemapping, not only onemodel
describes a problem. Each map is unique and can be cus-
tomized by a researcher. Therefore, there is no one ultimate
map of a problem [72]. Thus, the research team evaluated the
map to ensure its generality as much as possible. Despite the

collection of a high amount of data, this study represents only
a sample of the data needed to answer the RQs. Fourth, the
data set also shows, that there are cities that are much more
advanced in their data governance activities. These cities
have a different cognitive map because they currently have
a different setup; that is, they already have a data governance
unit and face other challenges. However, these progressive
cities also once had the same starting point as the less
advanced cities and faced many similar challenges and prob-
lems. However, they have already begun putting the discussed
success factors into practice. Therefore, despite omitting the
maturity level, the aggregated map abstracts the big picture
well.

To ensure the validity and reliability of the work, the
research team relied on the framework proposed by Rune-
son and Höst [90]. Construct validity describes the extent
to which the subject of the study matches the researcher’s
understanding and RQs [90]. This means, for example, that
the interviewees interpret the interview questions the same
way as the researcher. To ensure this, the interviewees were
informed in advance about the study’s background, scope,
and objectives. In addition, the interview guide was provided
to the interviewees to give them the opportunity to ask ques-
tions about the guide in particular and the study in general to
eliminate ambiguities or misunderstandings. Internal validity
describes the credibility of the results [90].
To ensure the credibility of our work, the interview

questions were based on a prior literature review [22],
related work [5], [24], [27], [65], and cities strate-
gies [13], [16], [66], [67]. This means that the results are
rooted in a sound body of knowledge. In addition, compared
with [27], a larger number of interviews were conducted, and
more than only one country or one project [25], [26], [27]
were evaluated. Finally, the data analysis was not conducted
by a single researcher but always in close consultation with
the research team to minimize researcher bias in the final
results.

The external validity aspect describes the generalizability
of the results [90]. As mentioned previously, interviews were
conducted until theoretical saturation occurred. Furthermore,
the focus was not on just one country or select cities based
on their size. Nevertheless, governance forms and cultures
of countries will vary, especially for non-EU cities, which is
why our results represent an explanatorymodel for urban data
governance and not definitive evidence. Reliability describes
the possibility of reproducing the results [90]. To that end,
the interviews were dictated by an interview guide based
on related work and the body of knowledge. Thus, other
research teams can use the interview guide to replicate the
data collection.

The reproducibility of the work was also ensured through a
detailed description of the research design. Finally, the bias of
the individual researchers was reduced through collaborative
analysis.

Future research should focus on developing a reference
model for urban data governance. It can follow the research
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paradigm of design science and use the results of this study
to develop an initial design for a reference model for urban
data governance as part of the design cycle. In doing so,
several strands contribute to the development of the ref-
erence model and to the knowledge base on urban data
governance. For example, the different maturity levels of
cities could be studied in more detail by creating a data
governance maturity model for cities and benchmarking on
this basis. Furthermore, research could explore whether the
general digitization of a country (i.e., a high ranking in the
DESI index) is reflected in a city’s maturity level of data
governance. Another possible research avenue is to investi-
gate whether data governance frameworks from the corporate
context are suitable for use in cities. In this way, the suit-
able approaches can be adopted in a urban data governance
reference model. Finally, in the further development of a
reference model, other urban actors should be included in the
analysis, as smart cities ultimately do not consist only of the
city administration; they are a complex system with multiple
actors, such as civic organizations, research and educational
institutions, mobility services, energy companies, and many
other non-municipal actors that provide a large part of urban
data.

VI. CONCLUSION
Smart cities strive to improve quality of life, economic
growth, and sustainability through the use of various tech-
nologies. Data management is the brain of a smart city,
enabling data-driven decisions, planning, and applications.
The findings show that cities face a siloed data landscape,
leading to various challenges such as integration and inter-
operability issues. In addition, a general lack of data literacy
and an old-fashioned mindset lead to a reluctance to become
more data-driven. Data governance helps create a unified
framework for data management by establishing policies,
standards, and structures for all departments in line with a
city’s overall strategy to drive effective and efficient data
management. In addition, data do not stop at city boundaries.
Therefore, urban data governance promotes collaboration
with city stakeholders and between cities to maximize value
across city boundaries. A reference model for urban data gov-
ernance can help cities implement a concrete data governance
program. This article lays the groundwork for developing a
reference model for urban data governance by presenting a
comprehensive survey of 27 EU cities to identify the current
urban data landscape, challenges cities face in data gover-
nance and management, and success factors. The findings
reveal that many cities have yet to make progress in data
governance, even though data are the backbone for the future
of a city and the implementation of smart cities. Unfortu-
nately, cities do not know where to start or what actions to
take. By drawing on the current findings, future work could
adopt the design cycle of the DSR (Fig. 1) to develop an urban
data governance reference model. City leaders could also use
the findings to shape their strategy and better understand the
complexities of their data ecosystem.

APPENDIX
INTERVIEW GUIDE
a) Introduction

1) What is your current position, how long have you
been in that position, and which responsibilities does it
include?
b) The digitization of the city and the role of data usage

2) Does the city have a digitalization strategy, and what
role does data usage play?

3) How do you define urban data?
c) Current status in handling data

4) How is your data infrastructure/landscape structured?
5) Is there data integration/exchange within and outside the

city?
6) What governance structures and processes do you cur-

rently have to manage data?
7) How are decisions on data-related issues made and in

which organizational unit?
8) Are the current data processes developed in-house or

based on data governance frameworks?
d) Challenges, influencing factors, and outlook

9) What technological challenges do you experience in
operating and developing your data infrastructure?

10) What are the organizational and procedural challenges
you experience in managing data?

11) What factors do you think are necessary for successful
data governance?
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