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Abstract 

This research paper explores the risks associated with Robotic Process Automation (RPA) projects, with a focus on the impact of 
disregarding key factors that affect project success. While previous studies have identified challenges and success factors for RPA 
projects, there is a lack of research that systematically and quantitatively evaluates these factors. To address this gap, the study uses 
a two-dimensional matrix to rate the impact and controllability of such risks associated with key factors in RPA projects, with data 
collected from 20 subject matter experts. The findings suggest that project managers should pay close attention to RPA development 
and process management. The high controllability ratings imply that proper planning and execution can effectively manage the 
identified risks. The study offers valuable insights into risk assessment for RPA projects and can assist project managers in 
increasing project success rates. 
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1. Introduction 

Robotic Process Automation (RPA) is a rapidly growing field that has the potential to revolutionize business 
operations. However, RPA projects are not without risks, and failure to manage these risks can lead to problems, and 
ultimately project failure [1]. Knowing the impact of key factors on project success is therefore crucial to the success 
of RPA projects. 

While previous studies [2–20] have identified and discussed key factors (such as challenges, barriers, success 
factors and prerequisites) for RPA projects, there is still a lack of research that systematically evaluates the risks 
associated with disregarding these factors in a project. While risk assessment is a crucial aspect of project 
management, many studies have focused on identifying challenges without providing a systematic approach or data 
for evaluating their severity and controllability. This research gap highlights the need for a quantitative evaluation of 
risks in RPA projects.  

This study aims to fill this gap by providing a systematic approach and explorative empirical data to rate the impact 
and controllability of risks associated with key factors of RPA projects. Using a impact-uncontrollability matrix as a 
conceptual model, we examine how the risks of non-consideration of the key factors in RPA projects are rated by 20 
subject matter experts.  

Our research contributes to knowledge by showcasing a novel conceptual model in the form of an adapted risk 
severity matrix to assess project risks, as well as, by providing empirical evidence to identify the most critical risks in 
RPA projects based on their impact and degree of (un)controllability. 

2. Literature review 

2.1. Robotic Process Automation 

RPA is a technology currently intensively discussed in the literature [21; 3; 22; 5; 15] and has been investigated in 
several organizations (e.g. [23]). RPA refers to IT tools, which are used to develop software bots that automate 
business processes [14]. These software bots are used to automate routine, repetitive, rule-based, and tedious tasks 
[11], which typically have been previously performed by humans [21]. RPA enables organizations to automate these 
tasks and thereby reduce costs, increase efficiency, reduce errors, and improve quality resulting in higher customer 
and staff satisfaction [3; 1]. RPA software bots can interact with various types of systems and applications, including 
web-based applications, legacy systems, and email [3]. 

RPA shows various benefits such as its ability to easily integrate with existing systems and applications and can 
also be rapidly deployed without requiring significant changes to existing processes or IT infrastructure [11; 8]. 
Limitations of RPA relate to non-electronic und unstructured data, different data format forms, the requirement to 
redesign the software bot in the case of changes and especially cognitive tasks [11; 4], which would need more 
intelligent bots, using, for instance, artificial intelligence [3]. 

2.2. Key Factors in RPA projects 

There are several key factors that should be considered to successfully implement RPA in organizations. These 
factors have been described with terms such as challenges, success factors, barriers, or prerequisites, which represent 
distinct, but similar concepts. Based on an extensive review of the relevant literature [2–20], we conclude that these 
factors can be classified into nine categories, namely: 

• Argumentation & motivation: Aims at ensuring that all relevant stakeholders are involved and convinced 
in an early stage of the process. An open and transparent communication can be considered as a key issue 
here.  

• Capabilities: Includes knowledge about the systems, data involved, RPA technology as well as the 
business processes, which shall be automated. Training employees is an important issue within this 
category.  

• Data protection & data security: RPA systems need protection regarding cyber risks but also misuse of 
sensitive data due to privileged access. To monitor all elements of an RPA bot is hence crucial. 



	 Dennis Schlegel  et al. / Procedia Computer Science 239 (2024) 185–192� 187
 Dennis Schlegel et al. / Procedia Computer Science 00 (2023) 000–000  3 

• Process management: The identification of key processes, adequate process documentations and an in-
depth understanding of processes are core issues in RPA projects. They provide the basis for the selection 
of the most valuable processes for an RPA implementation. 

• Project management: An appropriate planning of resources such as time, budget and staff is an important 
factor. This also includes an appropriate management of project risks. 

• Project set-up: A vision, clear strategy and well-defined objectives are a prerequisite for successful RPA 
projects. A positive business case builds the fundament of an RPA project. 

• Roles & responsibilities: A clear definition of the roles of involved internal and external parties as well as 
their responsibilities is important to prevent inconsistencies and a resilient operation of the project. Clear 
roles and responsibilities must also be assigned for the time after the RPA implementation. 

• RPA development: The selection of an appropriate RPA tool, compatible with the internal IT 
infrastructure and the company’s requirements is a key factor. This also involves proper proof-of-
concepts, testing and maintenance and update management of the RPA solution.   

• System integration: This includes the synchronization of the various enterprise systems, and the system 
data formats to ensure correct processing of information. The existing IT infrastructure and its 
complexities is a major issue in RPA projects.   

While these factors are generally neutral in the sense that they can have a positive or negative impact on a project 
depending on their stage of development and active consideration in projects and organizations, our research adopts a 
risk management lens to analyze them. This is done by assessing the effects of disregarding these factors in a project. 

2.3. Project risk management 

Project risk management is concerned with “identifying, analyzing and responding to risk throughout the life of a 
project” and can have a large impact on a project’s success [24]. A well-known tool to analyze risks is a probability-
impact matrix, also called risk severity matrix. A risk severity matrix is used to assess and prioritize risks based on 
their likelihood of occurrence and potential impact on the project. The matrix typically has two dimensions: probability 
and impact. Probability refers to the likelihood or chance that a risk event will occur, while impact refers to the severity 
of the consequences of the risk event [25; 24]. In the literature, the categorization of risks is done differently. For 
instance, Schwalbe [24] divides each dimension into three levels (low, medium, high), resulting in nine boxes of the 
matrix. In contrast, Larson and Gray [25] divide each dimension into five sections and categorize the resulting 25 
boxes into three risk zones. To measure the impact of risks, customized scales need to be developed for example using 
typical project objectives of cost, time, scope and quality [25]. Tah and Carr [26] suggest a model that uses time, cost, 
quality and safety as criteria for severity quantification in the context of construction projects.  

As summarized by Atasoy et al. [27], the literature discusses further risk descriptors that can be used to identify 
and assess project risks, besides the ones that are included in the traditional risk severity matrix. Another important 
risk parameter, for example, is the controllability of risks that indicates how mitigable a risk is [27]. Controllability is 
an important consideration, because it has important implications on the type of risk-handling strategy that can be 
pursued, i.e. whether the project should adapt to the risk or attempt to prevent it [28]. 

3. Research design 

3.1. Conceptual model 

Our paper introduces an adapted risk severity matrix for the evaluation of the risk factors. The main purpose of the 
model is to evaluate the categories and included factors on the importance in relation to the project success. It consists 
of two dimensions. The first dimension is impact, comparable to the classical risk severity matrix. The impact 
dimension represents the extent to which the disregard of the respective factor affects the project. It is divided into 
three subscales, namely cost, time and quality which are rated on a scale from 1 (low impact) to 10 (high impact). The 
arithmetic mean of the three subscale then results in the overall rating of the impact. 

As a second dimension, we replace the traditional probability dimension with uncontrollability. Our rationale for 
using uncontrollability instead of probability is that, while probability can be a useful measure of the likelihood of a 
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risk event occurring, it does not account for the project manager's possibilities to influence the factor. The use of 
uncontrollability in risk assessment can also help project managers to develop more effective risk mitigation strategies. 
For the evaluation of the uncontrollability, a scale is also given. In this case 1 stands for controllable and 10 for not 
controllable.  

Certain statistical methods, such as arithmetic mean or standard deviation, are not appropriate for ordinal scales 
because they assume equal intervals between values. However, given the relatively fine granularity of the 10-point 
ordinal scales, we argue that it is a reasonable approximation to treat them as (pseudo) continuous variables. In order 
to map the 10-point scales to the axis of the conceptual framework, they were divided into three equal ranges (low: 
1≤x<4; medium: 4≤x<7; high: 7≤x<10). In line with our conceptual framework, the impact dimension has only been 
analyzed on an aggregate level, i.e. without regarding time, cost and quality individually. 

Fig. 1. Impact-uncontrollability matrix as the conceptual framework. 

3.2. Expert interviews 

The study adopts an exploratory quantitative research design and involved the recruitment of 20 subject matter 
experts in RPA project management, which were interviewed in person or using video conferencing tools. The experts 
were provided with a list and verbal explanation of the nine key factors that could potentially affect the success of the 
project, as discussed in the literature review section, and were asked to rate each risk based on the sub-scales of the 
conceptual model as explained above. The data collected were analyzed using descriptive statistics to identify the 
most critical risks in RPA projects based on their degree of controllability and impact. 

The experts were selected based on their experience and expertise in RPA projects. Table 1 shows an overview of 
the characteristics of the interviewees. 

Table 1. Overview of interviewees. 

# Industry Position 

P1 IT services & consulting RPA Developer 

P2 Energy RPA Expert 

P3 IT services & consulting RPA Consultant 

P4 IT services & consulting RPA and SAP Consultant 

P5 Convention centers RPA Developer 

P6 Construction RPA Specialist 

P7 Engineering & manufacturing RPA Developer 

P8 Software development Senior RPA Consultant Finance 

P9 Banking & insurance RPA Lead 

P10 Logistics RPA Expert 
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P11 Software development Senior Automation Engineer 

P12 Chemical Business Process Consultant 

P13 Banking & insurance RPA Process Manager & Developer 

P14 Media RPA Developer 

P15 Software development Team Lead Automation & RPA 

P16 Software development RPA Consultant & Developer 

P17 Engineering & manufacturing Application Manager RPA 

P18 Software development Senior Automation Engineer 

P19 IT services & consulting Manager Automation & Digitization 

P20 Banking & insurance Head of Process and Organizational Management 

4. Results 

As shown in Fig. 2, the majority of these factors were rated to have a medium impact on the success of the project. 
However, two factors were rated to have a high impact, namely "RPA development" (Ø 7.8) and "process 
management" (Ø 7.4). The study found that most of the identified risks were considered to be highly controllable, 
with the exception of “system integration” which has a medium uncontrollability (Ø 5.2). Hence, it can be said that 
the three aforementioned factors are the most critical based on the impact-uncontrollability matrix. 

Fig. 2. Impact-uncontrollability matrix for key factors in RPA projects (arithmetic mean). 

However, when interpreting these averages, it is important to note that for some of the factors, there was a 
significant variance in the assessment by the different experts, as visualized in the scatter plots in Fig. 3. The factor 
with the highest heterogeneity in the expert rating is the “system integration”, which has a comparably large standard 
deviation both for controllability (σ=2.9) and impact (σ=2.0). But also “data protection & data security” as well as 
“process management” have standard deviations of approx. 2.0 in both dimensions of the matrix. Moreover, the 
controllability of “roles & responsibility” has a high variance (σ=2.7). 
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Fig. 3. Impact-uncontrollability matrix for key factors in RPA projects (scatter plot per key factor). 

5. Discussion 

The findings of this study highlight the importance of carefully considering the factors that were identified as 
having a high impact on the success of RPA projects. Specifically, "RPA development" and "process management" 
were rated as having the highest impact, and these factors should be given particular attention during the planning and 
execution of RPA projects. Furthermore, the high controllability ratings suggest that the risks associated with RPA 
projects can be effectively managed and mitigated with proper planning and execution. Hence, a risk response 
development, such as mitigating, avoiding or transferring risk [25] can be undertaken. 

 With regard to prior literature, it can be stated that our results confirm the relevance of the factors that have been 
identified in previous work [2–20], as all factors have been rated to have a medium to high impact on the project. 



	 Dennis Schlegel  et al. / Procedia Computer Science 239 (2024) 185–192� 191 Dennis Schlegel et al. / Procedia Computer Science 00 (2023) 000–000  7 

6. Conclusions 

6.1. Summary and contribution to knowledge 

The study has provided valuable insights into the critical risks associated with RPA projects and how these risks 
can be effectively managed using the uncontrollability-impact matrix. The findings of the study contribute to the body 
of knowledge on risk management in RPA projects in two ways: First, by systematically and quantitatively evaluating 
the impact and controllability of key factors in RPA projects, this study has provided new empirical findings on the 
relevance of previously discussed aspects. Second, by showcasing an adapted risk severity matrix as a novel 
conceptual model, our research offers valuable tool for project managers to improve risk management practices and 
increase the success rate of RPA projects. 

6.2. Implications 

The findings of this study have several implications for RPA project management. Firstly, project managers should 
pay close attention to the factors that were rated as having a high impact, specifically "RPA development" and "process 
management." These factors should be carefully planned and executed to ensure that they are effectively managed and 
mitigated. 

Secondly, project managers should consider using the risk severity matrix as a tool for identifying and rating the 
severity and controllability of risks associated with RPA projects. This tool can assist project managers in prioritizing 
risks and developing appropriate risk management strategies. 

Thirdly, the high controllability ratings imply that the risks associated with RPA projects can be effectively 
managed and mitigated with proper planning and execution. Project managers should ensure that they have appropriate 
risk management strategies in place to address the identified risks. 

6.3. Limitations 

There were several limitations to this study that should be acknowledged. Firstly, the sample size of subject matter 
experts recruited was relatively small, which may have limited the generalizability of the findings. A larger sample 
size of experts may have provided a more comprehensive perspective on the risks associated with RPA projects. 

Secondly, the study only focused on the perspective of subject matter experts and did not include the views of other 
stakeholders such as end-users, IT staff, and other project team members. These stakeholders may have had different 
perspectives and insights on the risks associated with RPA projects, and their exclusion may have limited the 
completeness of the risk assessment. 

Thirdly, due to our assumption of the (pseudo) continuous nature of the ordinal scales, any conclusions drawn from 
calculated arithmetic means or standard deviations should be interpreted cautiously and considered exploratory in 
nature. Moreover, for factors with a high variance in the experts’ ratings, interpreting the mean value may be an 
oversimplification of the underlying phenomena. More research to explore the reasons for the variability, especially 
in the impact dimension, would be helpful to interpret the results. 

Finally, the study was limited to the impact-uncontrollability matrix approach for risk assessment and did not 
consider other risk assessment methods, such as risk probability-impact matrix. Other risk assessment methods may 
have provided different insights into the risks associated with RPA projects. 
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