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Abstract

Smart cities are data factories, generating a huge
amount of heterogeneous data in a complex network
with many actors. Yet municipalities struggle to
properly manage urban data to maximize data
utilization in smart city services delivered to their
citizens. Data governance is a concept that helps
manage the city's data assets properly. However,
cities face difficulties in Implementing data
governance because of a lack of guidance from
academia and practitioners tailored to cities' needs.
This paper presents an urban data governance
reference model created in line with the design
science research paradigm. The reference model
presents the design principles of urban data
governance within eight dimensions, synthesized
from expert interviews with 27 European Union
cities and a literature review.

Keywords: Data governance, Urban data governance,
Smart city, Reference model

1. Introduction

The United Nations predicts that by 2050, 1/3 of
the world's population will live in cities (United
Nations, 2018), making it difficult to provide optimal
public services for these people. Therefore, the
concept of smart cities is becoming increasingly
prevalent to address the challenges of urbanization
(Albino et al., 2015; Batty et al., 2012; Caragliu et al.,
2011; Sun et al., 2016). One of the core aspects of
smart cities is the use of information and
communication technologies (ICTs) in urban services,
in facilities, and by urban actors (Albino et al., 2015;
Bozkurt et al., 2020; Sun et al., 2016). However,
applying ICT to existing urban infrastructures does not
necessarily make a city smart (Hollands, 2015).
Instead, the focus should be on how ICT uses data to
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spur growth and guide urban development processes
(Caragliu et al., 2011). Therefore, the success of smart
cities depends heavily on how good data can be used
to decide on and shape urban development and growth
(Albino et al., 2015; Bozkurt et al., 2022).

For data to be used in a way that adds value, they
need to be appropriately handled. Data governance can
help in this way by defining and implementing policies
and practices that enable cities to manage, protect, and
use data within an organizational entity in line with the
overall strategy (Bozkurt et al., 2022; Khatri & Brown,
2010; Otto, 2011; Weber et al., 2009; Weber &
Klingenberg, 2021). However, from a smart city
perspective, scholars have not yet paid adequate
attention to data governance, as two recent literature
reviews published in 2022 conclude (Bozkurt et al.,
2022; Kvalvik et al., 2022). Although it is an emerging
research area that has received increasing attention in
the last five years (Kvalvik et al., 2022), the literature
on data governance does not consider issues from an
urban perspective. Furthermore, cities would benefit
greatly from a reference model for data governance
tailored to their needs, as they lack fundamental
guidelines and design principles for data governance
in smart cities (Bozkurt et al., 2022). A gap exists in
terms of a reference model adapted to urban needs that
can help cities implement data governance (Bozkurt et
al., 2022). In this paper, we respond to the call of
Bozkurt et al. (2022) to design a reference model for
urban data governance (UDG) by posing the following
two research questions:

RQ 1 What are the dimensions of a reference model
for UDG?

RQ2 What are the design principles of its
dimensions?

Because related work is limited to secondary data
(Bozkurt et al., 2022; Kvalvik et al., 2022) or only to
specific and small cases (Cuno et al., 2019; Paskaleva
et al., 2017; Thompson et al., 2015), not suitable to
derive a universal design principle, we extended the
body of knowledge on UDG by conducting expert
interviews with city officials. To connect the practical
problem with the scientific foundation, we followed
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the design science research (DSR) paradigm (Hevner,
2007) to develop an initial proposal for a UDG
reference model (UDGRM). The UDGRM addresses
the research gap by focusing on actual conditions in
cities and relying on the scientific knowledge base for
its design and data collection (Bozkurt et al., 2022;
Kvalvik et al., 2022; Paskaleva et al., 2017). We
answer RQ1 by drawing on the eight dimensions of the
UDGRM that cities should consider when developing
a data governance program to ensure it meets their
requirements. To answer RQ2, we characterize the
dimensions by describing the principles in each one.
Thus, the UDGRM bridges the gap between theory
and practice and supports the development of practical
data governance in cities.

The structure of the paper is as follows: Section 2
reviews related work, followed by a theoretical
foundation of smart cities, data governance, and
reference modeling. Section 3 describes the research
method and design. Section 4 presents the design cycle
of the UDGRM, and Section 5 describes the UDGRM.
Section 6 reflects on the reference model and
addresses the implications, limitations, and future
work. Finally, Section 7 concludes the paper.

2. Theoretical foundations

This section provides an overview of related work
by summarizing the 10 most relevant articles in Table
1 and describing them by, data source, and
contribution to UDG. We first searched Google
Scholar for literature reviews in UDG, as literature
reviews are a valuable source to glean insight into the
research field, identify relevant works, and provide a
solid basis for further research (Okoli, 2015; Paré et
al., 2015; Webster & Watson, 2002). In doing so, we
identified two literature reviews (Bozkurt et al., 2022)
and (Kvalvik et al., 2022), from which the main related
works result (Table 1). All these articles provide
valuable contributions to the body of knowledge on
UDG. Nevertheless, none provide a UDGRM, as
intended in this paper. Moreover, most are based on a
limited data sample (Cuno et al., 2019; Paskaleva et
al.,2017; Thompson et al., 2015), rely only on existing
literature (Bozkurt et al., 2022; Eke & Eboho John,
2020; Franke & Gailhofer, 2021; Kvalvik et al., 2022;
Lupi, 2019), or do not specify the data sample
(Choenni et al., 2022; Konig, 2021), which impedes
general insights into the development of a UDGRM.
The current work significantly expands the scope
compared with related studies by combining the
literature on UDG with the collection of primary data
through interviews with representatives from 27 cities.
This effort leads to more comprehensive findings that
increase the generality of the reference model.

UDG combines the concepts of smart cities and
data governance. Therefore, we provide a brief
explanation of both concepts. Perspectives and
definitions of the concept of smart cities are abundant
(Bozkurt et al., 2020; Chourabi et al., 2012; Hollands,
2008; Nam & Pardo, 2011). While some definitions
describe ICT as the enabler of the concept (Albino et
al., 2015; Bozkurt et al., 2020), others bring multi-
stakeholder management, smart governance, and
socio-economic aspects to the smart city concept
(Albino et al., 2015; Manville et al., 2014).

Although many definitions encompass different
perspectives, the main dimensions of a smart city
include smart governance, smart people, smart
mobility, smart economy, and smart living (Bozkurt et
al., 2020; Giffinger & Gudrun, 2010; Manville et al.,
2014). In this context, smart governance is the
overarching intelligence that harmonizes and connects
the different dimensions of the smart city (Batty et al.,
2012; Bozkurt et al., 2020).

Governance encompasses the decision-making of
administrative processes in any formal and informal
organization that addresses a range of multi-faceted
problems while interacting with each other (Chhotray
& Stoker, 2009; Kooiman, 2003; Rhodes, 2007).
Regarding data in cities, governing data assets in smart
cities is highly relevant (Bozkurt et al., 2022; Kvalvik
et al., 2022; Lupi, 2019; Paskaleva et al., 2017). The
wealth of data in cities creates new opportunities for
data-driven and knowledge-based decision-making in
urban planning and urban services and business
models. Data constitute the brain of a data-driven
smart city on which all services, applications,
businesses, and decisions are based (Batty et al.,
2012). Consequently, data governance is coming into
focus.

Data governance is a concept that addresses
accountability for all data processes in an
organization. It aims to ensure data assets are managed
in a way that is consistent with an organization's
overall strategy by establishing and implementing
policies, structures, roles, and standards for all
stakeholders and departments (Bozkurt et al., 2022;
Khatri & Brown, 2010; Otto, 2011; Weber et al., 2009;
Weber & Klingenberg, 2021). It encompasses the
control and decision-making mechanisms of data
management and thus should not be confused with the
technical management of data (Mahanti, 2021; Seiner,
2014). From a smart city perspective, Bozkurt et al.
(2022) define UDG as assessing and determining all
data-related issues of a city from a holistic perspective.
UDG’s main goal is to ensure sustainable urban
development by governing data in the interest of
citizens and to promote businesses and services.
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Table 1. Overview of related work on UDG.

Reference Data source Contribution to UDG
(Thompson et | Two case studies with public | Provides an initial understanding of the challenges and issues in data governance in the
al., 2015) agencies in Western Australia | public sector.

(Paskaleva et al.,
2017)

Interviews with smart city
project partner: Manchester,
Eindhoven, and Stavanger

Provides an understanding of how data governance measures are applied in smart city
projects. Presents a preliminary framework that provides data dimensions relevant for
data governance in cities.

(Lupi, 2019)

Enterprise data governance
plans versus city plans

Presents a concept for linking data governance to city's development agenda. The focus
is on data privacy and data manipulation in smart cities.

(Cuno et al,
2019)

Structured interviews with
three German cities

Clarifies the concept of the urban data space, allowing an ecosystem for data exchange
and value creation using all types of data within the city. Provides a classification of urban
data, including legal and monetary aspects, and ideas for technical implementation.

(Eke & Eboho

Literature on urban inclusion,

Describes an framework for data governance in smart cities. Provides an approach to

Gailhofer, 2021)

John, 2020) smart cities, and data | understanding how data can be used to improve inclusion in smart cities by describing
governance dimensions: right data, right algorithms, right people, and right policies and standards.
(Franke & | Regulatory debates and policy | Structures the debate on data governance from a regulatory perspective.

proposals

(Kénig, 2021)

Not specified

Describes a citizen-centric data governance framework that addresses the ethical and
legitimate challenges of using citizen data.

(Bozkurt et al.,
2022)

Peer-reviewed literature

Clusters the research structure of data governance from more than 600 scientific literature
and derives eight dimensions of UDG.

(Kvalvik et al.,
2022)

Peer-reviewed literature and
gray literature

Identifies supportive methods for data sharing, analyzes the data dimensions in smart
cities, and provides an overview of data governance emphasizing data sharing.

(Choenni et al.,
2022)

Not specified

Describes approaches to building data quality and trust in the urban data ecosystem, with
a focus on collaboration among urban data stakeholders.

A UDGRM would provide the necessary structure
for developing a concrete data governance program in
smart cities (Bozkurt et al., 2022). Thus, a reference
model is a recommendation for the development of
concrete applications that address a category of cases
(e.g., problems or organizations with common
characteristics) in a generalized way (Fettke & Loos,
2005; Thomas, 2006). A reference model provides an
initial model with domain-specific design principles
that are reused in the application model. Given this
reusability character, use cases can be developed in a
time- and cost-savings way (Fettke & Loos, 2005;
Rosemann & Schiitte, 1999; Schiitte, 1998; Thomas,
2006; Vom Brocke, 2015).

3. Research method

The underlying research paradigm of this paper is
DSR, which belongs to design-oriented research. The
result in design-oriented research is an artifact—for
example, a reference model intended to contribute to a
problem environment. The artifact as a model
describes general solution principles and does not
provide a specific solution (Hevner et al., 2004; Vom
Brocke, 2015). Hevner et al. (Hevner, 2007) define
three cycles of DSR that must be considered in any
DSR research project. The (1) relevance cycle links
the application domain (environment) to the (2) design
cycle activities of design science (e.g., requirements
definition), while the (3) rigor cycle integrates
scientific rigor into the design activities through
scientific foundations, experience, and theoretical

grounding of the knowledge base. This paper focuses
on the first step of the design cycle, creating an initial
artifact design. The purpose of this initial design is to
consider ideas early through feedback from the
scientific community and practitioners to deepen the
artifact's development in subsequent steps.

We accept the dimensions of UDG according to
Bozkurt et al. (2022) as the first version, referred to as
UDGRM-V1. We then extend the first version with the
findings from the expert interviews, which results in a
second version of UDGRM, referred to as UDGRM-
V2. By linking the two sources, the practical
requirements and the scientific knowledge base result
in a more valid artifact. Moreover, a qualitative
research method such as expert interviews is suitable
for such exploratory knowledge building (Fink, 2003).
Expert interviews are also particularly well suited as
data sources for the development of an artifact because
the experts are in the problem environment, ensuring
that the artifact addresses the problem space as best
possible (Edwards & Holland, 2013; Fink, 2003;
Siemon, 2022). In addition, an interview guide
ensured that no crucial aspects were skipped during
the interview and that the interviews were comparable
(Edwards & Holland, 2013). Due to page limitations,
we cannot include the interview guide. However, the
interview guide contained thematic questions on (1)
the interviewee's position; (2) the city's data strategy;
(3) the city's data infrastructure, aspects of data
sharing, and mechanisms of data management; and (4)
challenges in handling data and factors for successful
data governance and data-driven decision making.
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One selection criterion of cities was that they were
in the EU, to gain comparability in terms of policy and
organization. In addition, cities had to be visibly active
in the smart city context (e.g., projects) or committed
to it through published smart city strategies. We
focused on the top four countries in the Digital
Economy and Society Index (European Commission,
2022): Finland, Sweden, the Netherlands, and
Denmark. We also included Austria and Germany,
which fall within the midrange of the index. In this
way, we ensured steering and diversity of digital
maturity. We contacted 85 cities in total and conducted
27 interviews until theoretical saturation was reached.

The interviews took place online and were
recorded for transcribing. Some interviews were
conducted with more than one person (same city),
providing the necessary expertise for the interview.
Fifty-six percent of the interviewees hold a managerial
position in a city, and 48% have the term "data" in their
job title. Although the others do not have that term in
their job title, all respondents deal with data on a daily
basis, whether in the strategic use of data or in
operationalizing data processes in day-to-day
operations. Among the interviewees are one chief data
officer and three people with explicit job titles for the
data governance lead. Nine interviewees have the title
“smart city manager,” responsible for data issues in
smart city activities. On average, respondents have
been in their current position for 3.39 years.
Nevertheless, all have many years of professional
experience—in some cases, more than 20 years. Table
2 provides an overview of the interviews.

We created a cognitive map for each interview
using Banxia Decision Explorer (BANXIA
SOFTWARE, 2023) for data analysis. By applying
cognitive mapping, we were able to map a coherent
system that ultimately revealed the interactions and
relationships of UDG. Given space limitations, we do
not present the cognitive maps herein. However we
applied the analysis features of Banxia Decision
Explorer to summarize key concepts and glean
insights into the development of UDGRM-V2, shown
in the next section.

Table 2. Interview overview.

Total

Contacted cities 85

Conducted interviews 27

Declined 8

Ignored 50

Interviewees 34

City population range <150K 9
150K-300K 7
300K—-600K 6
600K-1M 3
>IM 2

4. Design cycle: Artifact development

The eight dimensions of UDG by Bozkurt et al.
(2022), presented in Table 3, were accepted as the first
version of the UDGR and formed the basic structure.

Table 3. UDGRM-V1 drawn from the literature
according to Bozkurt et al. (2022).

Dimension Key content
Privacy, personal data protection, GDPR,

Policy, transparency, security
compliance, Data ethics, trust, justice
and legal Regulations, legal, data rights

Sharing, ownership

Public service provider, citizen, authorities,
research, companies

Collaborative, comprehensive, alignment,
multi-disciplinary, transformation, needs and
interests

Organization | Data steward, technology steward, governance
officer, data committee, data provider, data
consumer, data subject, data collector
Responsibilities

Data Big data, enterprise data, research data,
classification | government. data

Data quality, misshape, asymmetry,
inconsistency, misinterpretation, reusability
Open data, private data, internal data, public
data, restricted data, open

Data life cycle, data generation, data collection,
Data data storing, API

management | IoT, data model, architecture, data source, data
monitoring, data linkage, data infrastructure
Principles Standards, interoperability, integrability

Stakeholder

Data quality

Data access

These eight dimensions convey the research
structure for UDG and, as such, do not yet constitute a
reference model. Nevertheless, they are fitting for
understanding the basic idea and for designing the
interview study on a theoretically sound basis. The
interviews shed greater light on the problem
environment. To this end, we analyzed the cognitive
maps for the characteristics of the challenges and
success factors in a city to better address the
environment with UDGRM-V2. We grouped the key
concepts by topics and typified them according to the
characteristics of the challenges and success factors
shown in the green highlighted half of Table 4. Then,
we combined the UDGRM-V1 with the findings from
the 27 expert interviews according to common
characteristics. The combination logic leads to the
eight dimensions of the UDGRM-V2, highlighted in
blue in Table 4. Thus, the UDGRM-V1 provides
thematic foci from the literature, and the interviews
provide the challenges and success factors for each
dimension.
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Table 4. UDGRM-V2 dimensions synthetized of UDGRM-V1 and insights of expert interviews.

Combination logic of Bozkurt et al. (2022) and expert interviews
UDGRM-V2 Key content UDGRM-V1 Concepts derived from expert interviews
dimensions Challenges and success factors drawn from the | TY | Topic
interviews
IT architecture | Standards, interoperability, integrability, | Legacy systems, proprietary systems, closed systems CH | Systems
landscape 10T, architecture, open API Urban data platform, open software and interfaces SF
Data Open-, private-, internal-, and public-, | Sensitive data, inconsistent data, high diversity, low | CH | Data
architecture restricted; big, enterprise, research, and | standardization, missing interoperability, redundancy
landscape government data; data model; data | Individual data sharing mechanisms, data sharing | CH | Data sharing
source; data monitoring; data linkage; | limited to specific projects, complicated integration and
data infrastructure; data life cycle; data | data sharing
generation; data collection; data storage; | Distributed and decentralized data landscape, data silos CH | Architecture
data quality; data reusability; standards; | Data classification, data models and structures, data | SF | Data
%nteroplerability; ‘rgisshape; asymmetry; | sovereignty, meta data, open data
inconsistency; misinterpretation
Organizational | Collaborative, comprehensive, | Non-unified city-wide data governance, unclear | CH | Structure
structure alignment, multi-disciplinary, | responsibilities, Each department manages its data in its
transformation, needs and interests, | own way, heterogeneous legacy processes, data silos
technology steward, governance officer, | Cross-sectional wunit for data governance, data | SF
responsibilities, ownership, data | management unit, lean and understandable role
stewards, data committee, data provider, | definitions, multipliers in each department, support from
data consumer, data subject, data | top management
collector
Human Collaborative, data steward, technology | Low wages in the public sector, city not an attractive | CH | Personal
resources steward, governance officer employer, staff shortage, bad technology decisions, fear
of making a wrong decision and facing legal
consequences, lack of data literacy
In-house training program, incentive for employees to | SF
broaden field of work, recruitment of qualified staff,
official instructions
Culture Sharing, standards Lack of acceptance for data governance, fear of losing | CH | Culture
management control over data, reluctance to publish/share data,
unknown benefits of data governance, burden of data
governance as additional work, reluctance to change,
lack of understanding that data are internal public assets,
old-fashioned mindset, voluntary tasks has low priority
Organizing awareness campaigns, making benefits | SF
tangible
Stakeholder Public service providers, citizens, | High degree of outsourcing CH | External
management authorities, research institutions, | Cooperation with external stakeholder, alliance of cities, | SF | Partner
companies, standards political commitment
Legal Privacy; protection; GDPR; | Unclear legislation, vendor lock-in CH | Legal
and transparency; security; ethics; trust;
compliance justice; regulations; legal; rights; sharing;
management ownership; open-, private-, internal-, and
public-restricted data
Methods Lack of frameworks and best practices, complexity of | CH | Method/
and tools data governance, no overview of data approach
Consideration of lessons learned and abstraction of | SF
solutions, step-by-step implementation, breakdown of
the complexity, realistic roadmap, data catalog

TY = type, CH = challenge, SF = success factor.

5. UDG reference model and design
principles

The tabular representation of the UDGRM-V2
(Table 4) is not sufficient to describe it
comprehensively and convey its design principles.
Therefore, we illustrate the UDGRM-V2 in the form
of a house with four foundation layers, four pillars, and

a roof in Figure 1. The dashed lines mean that these
should not be considered in isolation given their strong
interdependencies. The foundation layers and pillars
represent the dimensions of the UDGRM-V2, while
the roof conveys the most basic design principle—a
city's UDG must constantly evolve and adapt to
changing environmental conditions covering all
foundation layers and pillars. UDG should not be
considered a one-time project but requires continuous

Page 2217



review and evolution to keep the city's data
governance program up to date in the constantly
evolving environment. A data strategy is essential to
ensure all stakeholders' commitment. As a result, a
realistic roadmap must be developed to implement
single measures. Successfully implemented measures
cause a change in both the organization and the
working norms in the affected processes. Thus, lessons
learned from the changes must always be reflected in
the strategy to avoid an inflexible data governance
program and ensure a program capable of responding
appropriately to changes. The following subsections
describe the remaining design principles in the layers
and pillars of the UDGRM-V2 in more detail.

5.1. IT architecture landscape

A city's IT architecture is the technical foundation
of UDG and represents the first foundation layer in the
UDGRM-V2. This layer enables all the fundamental
steps in the data life cycle, from data capturing to data
deletion. The layer needs to consider several design
principles. First, the IT infrastructure must be fully
mapped—for example, what processes exist, who is
involved in those processes, what services exist, and
what hardware and software are used. This overview
helps resolve redundancies and '"shadow IT
landscapes." Second, the expert interviews revealed
that cities rely on service providers to host and support
their IT, so they need to ensure that they have strong
IT expertise in-house to avoid transferring control of
their IT infrastructure to external service providers.
Third, vendor lock-in often matters when working
with external partners. This threatens sovereignty,
which has a lasting negative impact on all data-related

Lessons
learned

matters. To avoid vendor lock-in, open standards
should be emphasized to ensure the IT architecture's
independence. Fourth, realistic consideration should
be given to whether certain software actually needs to
be "closed by default," as according to the expert
interviews this is not always the case. In this way,
closure of an entire architecture due to possible data
protection concerns can be prevented. Last, data
exchange is a central factor in the process of
digitization. Therefore, an urban data platform
represents a central building block of the IT
architecture landscape, combined with a data
warehouse and IoT systems, completing the IT
architecture landscape.

5.2. Data architecture landscape

The next foundation layer is the data architecture
landscape focusing on the conceptual and logical view
of data. One of the design principles in this layer is the
use of standardized data models harmonized across a
city. Such models ensure that the semantic and
syntactic interoperability of data is increased, so that
existing data can be reused and redundancies
minimized. If so, integration projects can be carried
out more efficiently. Furthermore, data protection and
sharing are essential elements in the urban data space.
Sharing data can create high value, but not all data are
equally sensitive, making projects more difficult if
individual decisions about which data can be shared
must be made. Therefore, as the next design principle
suggests, the data model should include the protection
classes (open, internal, and closed) at an attribute
level. This also facilitates the publication of open data.

Strategy

i

UDGRM-V2

Change

Roadmap

lmplementai'on

Culture Stakeholder
management management

Legal and
compliance
management

Methods and
tools

IT architecture landscape

Figure 1. The UDGRM-V2
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At this point, the urban data platform and data
warehouse come into play; the data warehouse serves
as an aggregator for internal data from structured
sources, while the urban data platform portrays both
internal and external sources and target systems with a
focus on unstructured and time-series data. In this
context, design principles consider standardized ETL
(extract, transform, and load) processes and highest
metadata quality.

5.3. Organizational structure

The next foundational layer of the UDGRM-V2 is
the organizational structure. Design principles in this
layer suggest a cross-sectoral data governance unit and
a data management unit. The data governance unit is
the steering and advisory unit in close cooperation
with a city's departments. This unit guides concrete
measures from a city's strategy to implementation and
is instrumental in the design and execution of data
governance measures, while the data management unit
includes the technical view in the implementation
activities. Both units must be organized centrally and
independently of the business departments and need
authority to give directives so that the actions of these
units are not considered optional. Another design
principle is the use of multipliers in individual
departments to break down organizational silos within
the city. The multipliers function as intermediaries
between the department and the data units. They must
be recruited within their departments to ensure the best
possible proficiency. The next design principle is
about defining and implementing clear role
definitions; these definitions should be easy to
understand. Overcrowding with multiple roles must be
avoided and kept to a minimum. Finally, at the top
management level, a committee is required whose
members include the department heads, the chief data
officer, and the data protection and ethics officer. Such
a comprehensive organizational restructuring is not
possible without the formal approval and mandate of
the city's top management.

5.4. Human resources

Qualified employees are an essential resource for
the digitization of a city and successful data
governance. Therefore, human resources are the next
fundamental layer of the UDGRM-V2. The two design
principles are recruitment and internal training. In
terms of recruitment, the attractiveness of a city as an
employer must be amplified in close cooperation with
the human resources department, especially for IT and
data-intensive personnel, as a city is a less attractive
employer than the private sector, according to the

expert interviews. For internal training, a qualification
program can help increase data literacy among
employees. To ensure basic understanding, every
employee needs to know the most important factors in
dealing with data. Such an understanding can
sustainably ensure the acceptance of data governance
measures and help improve data quality and maintain
a data-driven mindset. The focus is on raising
awareness of data quality, ensuring basic knowledge
of data management and governance, and setting
measures necessary to implement them. As part of the
qualification program, a more advanced path is
necessary for employees to be trained as multipliers,
data managers, and data governance experts. In these
cases, cooperating with external professional training
agencies is necessary.

5.5. Culture management

The goal of culture management, one of the pillars
of UDGRM-V2, is to achieve a high level of
acceptance for data governance and data-driven
thinking. One design principle of this pillar is
providing tangible success stories of data governance
measures to demonstrate to all stakeholders the
benefits of data governance in their daily work. This
helps prevent data governance from being perceived
as additional work. Awareness campaigns are an
effective way to regularly demonstrate the relevance
and success of the measures to all stakeholders.
Special attention should also be paid to promoting data
sharing. A culture of data sharing is important to break
down data silos in the long run. Concerns about and
ambiguities in data sharing need to be addressed
through awareness campaigns, which can ensure that
data sovereignty is not lost when making data
available internally or externally.

5.6. Stakeholder management

Stakeholder management, the next pillar of
UDGRM-V2, is based on the fundamental idea that
data across multiple organizations or regions can have
higher value than when viewed in isolation. Cities are
complex networks with many diverse stakeholders.
Therefore, UDG is not limited to the municipality, but
also considers municipal utilities, education, research,
technology providers, civic communities, and other
cities. Design principles of stakeholder management
involve collaboration and standardization in the
complex network of smart cities. In doing so, a city
alliance can help learn from the experiences of others
and save resources through effective and efficient goal
achievement. In addition, close cooperation with
politics and ministries is necessary to obtain long-term
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support, as often factors such as attaining more
resources are not possible without political support;
cooperation also prevents politics from dictating
decisions that are not practicable and that make it
difficult for cities to implement. Service providers are
essential to cities, so special attention should be paid
to working with them in line with the city's data
Strategy.

5.7. Legal and compliance management

Cities have sensitive data that require special
measures. Legal and compliance management, the
next UDGRM-V2 npillar, entails taking the right
actions for data to ensure the process of data-driven
work and data projects. One design principle in this
regard is the provision of basic law knowledge to key
personnel in data governance (e.g., data owners,
multipliers). This plays an important role in ensuring
that projects are not blocked and that the publication
of open data is not prevented from a lack of basic
knowledge. Data licenses and data protection
categories also need to be worked out and
implemented. Finally, contracts with service providers
and software vendors need to be adapted in terms of
data sovereignty so that the city always has access to
raw data and APIs.

5.8. Methods and tools

The last pillar of UDGRM-V2 entails the design
principles of methods and tools for UDG. UDG is a
major commitment that builds a secondary
organization and must be lived in terms of the day-to-
day business. The introduction of UDG will fail if
cities try to introduce and implement all measures at
once. Therefore, a practical roadmap is one that
encompasses the measures within the layers and pillars
of UDG. It must be implemented incrementally and be
able to respond to rapid changes, because smart cities
are  constantly  changing. A  step-by-step
implementation that begins with easily achievable
measures ensures that motivation is maintained and
provides input for cultural management to
demonstrate the benefits of actual implementation.
Another design principle is transferring lessons
learned and best practices to other domains, which
increases internal standardization and makes
implementation more efficient. Workshops and
interviews should also be run to gain firsthand
knowledge about priority use cases from participants.
This central tool enables breaking down data silos by
providing information that helps in developing
applications and data utilization.

6. Discussion

The UDGRM-V2 presented herein is a first draft
for further development and detailing of a more
rigorous reference model for UDG. It reflects the
results of 27 interviews and a literature review
(Bozkurt et al., 2022) closely following the relevant
cycles of DSR and representing the first design
iteration of the design cycle.

According to Hevner et al. (2004)’s guidelines
(numbered as Gx), a DSR project must produce a (G1)
purposeful artifact for a (G2) specific problem
domain. These characteristics fit the UDGRM-V2,
which is an artifact in the form of a model that
addresses the particular area of smart cities. Next, the
(G3) artifact can be evaluated in various ways (e.g.,
through case studies or descriptive methods). Ex ante
evaluation begins with the first evaluation activity as
the justification of the problem (e.g., addressing a
research gap identified through a literature review).
The first draft of the UDGRM-V2 fulfills the first
evaluation activity as it is based on research gaps in
the literature (Bozkurt et al., 2022). In addition, the
interviewees expressed the need for guidelines and a
framework for UDG. The second ex anfe evaluation
activity assesses the draft for understandability,
completeness, feasibility, and level of detail
(Sonnenberg & vom Brocke, 2012). This evaluation
provides formal evidence before the draft is
constructed in the next step— that evaluation activity
is initiated herein, introducing the UDGRM-V2 to the
scientific community. In future work, the UDGRM-
V2 draft would need to be evaluated by experts from
cities, before moving on to further construct the
reference model. Next guideline is, a (G4) research
contribution in which an as-yet-unaddressed problem
is solved or an already-addressed problem is solved
more efficiently. Bozkurt et al. (2022)’s literature
review shows the absence of a reference model for
UDG as a research gap. The UDGRM-V2 is a first
contribution to close this research gap. Furthermore,
the development of the artifact must be based on (G5)
the effective use of scientific principles and research
methods to ensure the necessary rigor. The UDRGM-
V2 is based on a literature review (Bozkurt et al.,
2022) and practical expert knowledge from expert
interviews. Moreover, the artifact (G6) needs to be
iteratively developed in several steps to achieve a
satisfactory solution in the problem environment. We
developed the UDGRM-V2 iteratively; that is,
UDGRM-V1 was first based on secondary data, and
then primary data were included. Finally, the output of
the DSR needs to be communicated to the necessary
audiences (G7), which is fulfilled by this paper.
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This paper presents an initial reference model for
UDG that answers RQ1 and RQ2. With respect to
RQ1, we presented the dimensions of the UDGRM-V2
in Table 4. However, a pure tabular representation of
the UDGRM-V2 prevents considering the design
principles. Therefore, we illustrated the UDGRM-V2
as a house in Figure 1, showing that the dimensions
are strongly interrelated and must operate collectively.
With RQ2 in mind, we provide a comprehensive
review of the design principles of the individual
dimensions in Section 5. The dimensions form the
boundaries of UDG, and the design principles
represent the scope of actions within each dimension.

In terms of impact, cities and decision-makers can
use the UDGRM-V?2 as a data governance tool to drive
the evolution of smart cities and data orientation. The
use of a reference model facilitates collaboration with
different city stakeholders and enables inter-municipal
applications through the extension of the model to
multiple municipalities. Many of the interviewees
noted the lack of guidance and recommendations from
academia and expressed a desire for more assistance
in that area. We provide the first building block with
this work. From a theoretical perspective, this research
contributes to reducing the gap in reference models
and guidelines for data governance in cities. It also
expands the smart city knowledge base in UDG,
especially in the sub-field of smart governance.

This study has three limitations. First, the
generality and recommendability of reference models
are not objectively ascertainable (Vom Brocke, 2015).
Although the explicit declaration of the UDGRM-V2
as a reference model is considered a characteristic
(Vom Brocke, 2015), it has not been evaluated for user
acceptance as such. Second, the UDGRM-V2 has not
been compared with already-established enterprise
data governance frameworks, such as the DAMA-
DMBOK framework (Dama International, 2017) or
the DGI framework (The Data Governance Institute,
2023). Although there might be overlaps in
dimensions, the UDGRM-V2 differs in its design
principles as a smart city is a fundamentally different
environment than a closed enterprise ecosystem with
many fewer stakeholders and more direct decision-
making characteristics. Third, while we surveyed 27
cities in expert interviews, a large number of requested
cities ignored or did not accept our invitation to
participate. Thus we may have missed out on the
expertise of cities that are already implementing more
advanced data governance. As noted, the presented
reference model is a first development and does not
yet represent definitive evidence of a UDGRM.

We call for future work to assess the UDGRM-V2
and evaluate the dimensions and design principles
therein. For example, expert workshops with urban

stakeholders would help concretize the individual
design features and create a guideline for the approach
to implement a UDG program.

7. Conclusions

Drawing from relevant literature on data
governance and collecting data from expert interviews
from 27 cities, we developed a first draft of a UDGRM
that cities can use as a tool for their data governance
development. The presented UDGRM-V2 includes
design principles for the IT architecture landscape,
data architecture landscape, organizational structure,
and human resources as well as for the pillars culture
management, stakeholder management, legal and
compliance management, and methods and tools. All
aspects must be considered jointly, and the data
governance program must respond flexibly to changes.
In addition to technological and process-related
change, cultural change plays a significant role.
Therefore, a realistic roadmap must introduce UDG
activities to all urban stakeholders in tangible steps
and make them accessible by means of added value.
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