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A B S T R A C T

Smart cities aim to improve residents’ quality of life by implementing effective services, infrastructure, and 
processes through information and communication technologies. However, without robust smart city data 
governance, much of the urban data potential remains underexploited, resulting in inefficiencies and missed 
opportunities for city administrations. This study addresses these challenges by establishing specific, actionable 
requirements for smart city data governance models, derived from expert interviews with representatives of 27 
European cities. From these interviews, recurring themes emerged, such as the need for standardized data for
mats, clear data access guidelines, and stronger cross-departmental collaboration mechanisms. These re
quirements emphasize technology independence, flexibility to adapt across different urban contexts, and 
promoting a data-driven culture. By benchmarking existing data governance models against these newly 
established urban requirements, the study uncovers significant variations in their ability to address the complex, 
dynamic nature of smart city data systems. This study thus enhances the theoretical understanding of data 
governance in smart cities and provides municipal decision-makers with actionable insights for improving data 
governance strategies. In doing so, it directly supports the broader goals of sustainable urban development by 
helping improve the efficiency and effectiveness of smart city initiatives.

1. Introduction

Rapid urbanization is widely recognized as one of the most signifi
cant demographic shifts of the 21st century, intensifying the need for 
sustainable strategies to manage the complexity of city life (UN-Habitat, 
2022). Densification presents challenges in environmental management, 
public services, transport, and waste systems (Güneralp et al., 2013; 
Kuddus et al., 2020; Shahidehpour et al., 2018; Sun et al., 2016). In 
response, the concept of smart cities has emerged, aiming to make urban 
life more efficient, inclusive, and sustainable by integrating digital 
technologies with human capital and participatory governance (Albino 
et al., 2015; Batty et al., 2012; Caragliu et al., 2011; Chourabi et al., 
2012; Silva et al., 2018).

Smart city infrastructures across transport, energy, waste, safety, and 
healthcare enable data-intensive solutions that promise more responsive 
and optimized urban services. However, digital infrastructure alone 
does not constitute “smartness.” What increasingly defines smart 

urbanism is the ability to transform technological capacity into data- 
informed decision-making and governance (Batty et al., 2012; 
Hollands, 2015). Cities now generate vast amounts of data through 
sensors, administrative systems, and citizen interfaces (Barns, 2018; 
Chourabi et al., 2012; Moustaka et al., 2018; Puiu et al., 2016; Zanella 
et al., 2014), but data availability does not automatically translate into 
public value. The impact depends on managing heterogeneity, coordi
nating stakeholders, and complying with ethical and regulatory frame
works (Ahlers et al., 2019; Jayasena et al., 2019).

Against this backdrop, cities are increasingly expected to act not just 
as data producers or users but as data governors. Urban data governance 
plays a critical role in ensuring that data is reliable, accessible, inter
operable, secure, and aligned with public value (Beckwith et al., 2019; 
Bozkurt et al., 2022; Gilman et al., 2024; König, 2021; Mondschein et al., 
2021; Xia et al., 2023). Yet many municipalities lack the institutional 
structures, role clarity, and resources to implement comprehensive 
governance frameworks (Bozkurt et al., 2024; Kvalvik et al., 2023; Osu 
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& Navarra, 2022; Paskaleva et al., 2017).
Previous research has demonstrated that cities benefit from dedi

cated data governance models (Bozkurt et al., 2023b; Choenni et al., 
2022; Lupi, 2019; Mondschein et al., 2021; Xia et al., 2023). Such 
models offer structured approaches to guide implementation, clarify 
roles, and align data use with public goals. However, governance models 
explicitly designed for urban contexts remain scarce. Unlike relatively 
stable corporate environments, cities must contend with overlapping 
mandates, distributed responsibilities, real-time and unstructured data 
streams, open data initiatives, and high public accountability (Batty 
et al., 2012; Gilman et al., 2024; Gupta et al., 2020; Mondschein et al., 
2021; Zanella et al., 2014). The private sector has developed sophisti
cated data governance frameworks to manage quality, access, and 
compliance (Data Governance Institute (n.d.); Henderson & Earley, 
2017; Khatri & Brown, 2010; Mahanti, 2021a; Seiner, 2014; Soares, 
2010; Weber & Klingenberg, 2021). These approaches prioritize effi
ciency and standardization within stable organizational boundaries. 
However, their transfer to urban areas with polycentric governance and 
sociotechnical complexity poses challenges. Implementing enterprise 
governance can cause coordination failures, data asset underuse, or trust 
erosion. (Bozkurt et al., 2023b; Kvalvik et al., 2023; Lupi, 2019; Osu & 
Navarra, 2022). Nevertheless, systematic scientific evaluations of how 
existing data governance models align with the complex realities of 
urban governance remain rare. Many models remain conceptual or 
rooted in enterprise logic and have not been critically assessed regarding 
their capacity to support cross-sectoral collaboration, democratic 
co-production, or ecosystem orchestration (as shown in Section 4.2).

To help address this gap, this study derives empirically grounded 
requirements for urban data governance and benchmarks existing aca
demic models against these requirements. While not exhaustive, this 
evaluation offers an initial comparative insight into how well existing 
models respond to the complex demands of real-world urban environ
ments. Therefore, the following research questions are investigated: 

1. What are the key requirements for data governance models in smart 
cities?

2. Which data governance models exist in academic research, and 
which potentially apply to the context of smart cities?

3. How do the identified data governance models fulfill the re
quirements for smart cities?

The first research question (addressed in Section 4.1) identifies 
essential data governance requirements for smart cities, derived from 
expert interviews with representatives of 27 European cities. These re
quirements are crucial for evaluating the relevance of governance 
models to urban challenges. The second research question (Section 4.2) 
examines data governance models from the academic literature, 
providing a structured overview and highlighting their key character
istics in relation to smart city contexts. The third research question 
(Section 4.3) benchmarks these models against the empirically derived 
requirements, analyzing their strengths, weaknesses, and areas for 
improvement to better address the complex needs of urban 
environments.

The remainder of the article is organized as follows (see also Fig. 1
for a schematic overview of the study structure): Section 2 outlines the 
study’s theoretical foundations. Section 3 details the methodological 
approach and specifies the procedures applied to each research ques
tion. Section 4 presents the empirical findings addressing the three 
research questions. Section 5 discusses the theoretical and practical 
implications of these findings, and Section 6 concludes the study.

This study adds a structured contribution to urban data governance 
by deriving empirically informed requirements for smart cities based on 
expert insights. It further offers a consolidated overview of existing ac
ademic data governance models and benchmarks them against these 
requirements. In doing so, the study aims to support both researchers 
and practitioners in better understanding the specific needs of urban 
data governance and to inform future model development and adapta
tion efforts.

2. Theoretical foundation and key concepts

This section lays the conceptual foundation for the study by clari
fying key terms and theoretical perspectives that inform the analysis of 

Fig. 1. Schematic representation of the study design and structure.
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data governance in urban settings. It introduces and delineates the core 
concepts of smart cities, urban data ecosystems, and data governance, 
integrating them through the unified lens of urban data governance. The 
goal is to create a coherent analytical framework, position the research 
within the broader academic discourse, and foster a shared under
standing of the empirical investigation presented in the following 
chapters.

2.1. Smart cities and urban complexity

The concept of a smart city has emerged as a response to the growing 
complexity of urban life (Batty et al., 2012; Caragliu et al., 2011; 
Chourabi et al., 2012). Accelerated urbanization, environmental pres
sures, social fragmentation, and strains on infrastructure have signifi
cantly increased the governance challenges faced by contemporary 
cities (UN-Habitat, 2022; Güneralp et al., 2013; Kuddus et al., 2020; 
Shahidehpour et al., 2018). Smart cities are viewed as strategic re
sponses to these challenges, integrating digital technologies, human 
capital, and innovative governance frameworks to enhance the quality 
and sustainability of urban life (Albino et al., 2015; Silva et al., 2018; 
Sun et al., 2016). While there is no universally accepted definition of a 
smart city (Bozkurt et al., 2020), most frameworks emphasize multidi
mensional approaches aimed at improving urban efficiency, sustain
ability, and inclusiveness (Albino et al., 2015; Batty et al., 2012; 
Caragliu et al., 2011; Chourabi et al., 2012; Giffinger & Gudrun, 2010; 
Pultrone, 2014; Silva et al., 2018; Sun et al., 2016). This conceptual 
diversity is also reflected in European policy frameworks, where smart 
city strategies often align with broader objectives related to digital 
transformation, cohesion, and urban development (Gargiulo et al., 
2013).

A widely cited typology by Giffinger and Gudrun (2010) outlines six 
key dimensions of urban “smartness”: economy, people, governance, 
mobility, environment, and living. These dimensions expand the 
concept beyond its technological roots, embedding it within broader 
processes of urban transformation. Among these dimensions, gover
nance holds a particularly strategic position. It dictates how smart city 
initiatives are coordinated and implemented and how technological, 
institutional, and civic components are integrated. Governance is 
recognized as a key enabler of smart city outcomes, especially in 
aligning strategic choices, institutional arrangements, and long-term 
implementation capacity (Angelidou, 2017; Caragliu et al., 2011; 
Chourabi et al., 2012; Giffinger & Gudrun, 2010; Silva et al., 2018). This 
centrality becomes even more evident when considering the smart city is 
a socio-technical system. It is shaped not only by digital infrastructure 
but also by the interaction of municipal administrations, private firms, 
civil society, and knowledge institutions functioning within complex 
regulatory and cultural contexts (Ahlers et al., 2019; Broccardo et al., 
2019; Kitchin, 2014; Stone et al., 2018; Zanella et al., 2014). These ar
rangements create new forms of interdependence and institutional 
overlap, challenging traditional hierarchical models of governance 
(Bevir, 2013; Kooiman, 2003).

In response, smart governance has emerged as a framework suited to 
these conditions. It is characterized by negotiation, coordination, and 
collective problem-solving across institutional boundaries. Accordingly, 
it encompasses more than technological integration; it requires institu
tional adaptability, cross-sector collaboration, and navigating ambiguity 
and competing priorities (Angelidou, 2017; Emerson et al., 2012; Lee & 
Lee, 2014). In practice, the capacity of smart governance to manage 
complexity increasingly relies on data infrastructures. These systems 
have become essential for enabling coordination, responsiveness, and 
evidence-based decision-making across urban domains. They facilitate 
real-time monitoring, predictive modeling, and strategic planning but 
also raise new concerns regarding access, accountability, and control. 
The ability to generate, integrate, and govern data across administrative 
and sectoral boundaries has thus emerged as a crucial factor shaping 
smart city performance and institutional learning (Ahlers et al., 2019; 

Broccardo et al., 2019; Jayasena et al., 2019; Stone et al., 2018).

2.2. Urban data ecosystem: infrastructure, actors, and functional 
dynamics

As smart cities evolve, urban data ecosystems have become central to 
digital transformation (Lnenicka et al., 2024; Oldenburg & Pussinen, 
2024). These ecosystems represent the socio-technical constellations 
through which data is generated, processed, exchanged, and utilized 
across various domains of urban life (Barns, 2018; Gilman et al., 2024; 
Lnenicka et al., 2024; Oldenburg & Pussinen, 2024). Within the context 
of smart cities, data ecosystems can be understood as integrated systems 
of technical infrastructure, institutional structures, and actor constella
tions that facilitate the flow and application of data for urban gover
nance and service delivery (Lnenicka et al., 2024; Oldenburg & 
Pussinen, 2024). Unlike isolated technical systems, urban data ecosys
tems are dynamic environments shaped by technological infrastructure, 
regulatory frameworks, and evolving patterns of interaction among 
public, private, and civic stakeholders. They reflect not only the material 
conditions for data processing but also the social and institutional logic 
that govern access, value creation, and control (Gupta et al., 2023; Liva 
et al., 2023; Lnenicka et al., 2024; Oldenburg & Pussinen, 2024).

Technically, urban data ecosystems comprise interconnected in
frastructures such as Internet of Things sensor networks, geospatial in
formation systems, administrative databases, and citizen-driven 
platforms like mobile apps and participatory interfaces (Abella et al., 
2017; Choenni et al., 2022; Taleb et al., 2017). These components create 
complex data flow chains that facilitate monitoring, forecasting, and 
service optimization in areas such as mobility, energy, housing, and 
environmental management (Abella et al., 2017; Gilman et al., 2024). 
The resulting data streams are extensive, diverse, and often generated in 
real-time, enabling and challenging responsive and evidence-informed 
urban action (Gilman et al., 2024; Oldenburg & Pussinen, 2024).

Organizationally, urban data ecosystems consist of diverse partici
pants: public administrations, technology providers, research in
stitutions, civil society organizations, and private companies. These 
participants differ in motivations, capacities, and data practices, 
resulting in asymmetries that influence how data is produced, shared, 
and utilized (Bozkurt et al., 2023b; Gupta et al., 2023). Instead of merely 
aggregating, data ecosystems operate as platforms that facilitate inter
action, negotiation, and new forms of value co-creation (Liva et al., 
2023).

Functionally, these ecosystems support a wide range of urban ac
tivities. They are integrated into operational tasks such as traffic man
agement and energy administration and facilitate strategic processes 
like trend analysis, risk assessment, and policy simulation. Increasingly, 
they are recognized as essential infrastructures for aligning urban ser
vices with emerging needs and enabling iterative, data-informed plan
ning practices (Gilman et al., 2024; Gupta et al., 2023).

However, data availability or processing speed does not determine 
their effectiveness. Data quality, interpretability, and integration into 
institutional workflows are equally important (Gilman et al., 2024; 
Janssen et al., 2012; Lnenicka et al., 2024). One influential model has 
been proposed by Choenni et al. (2022), who distinguish between a 
technical layer (comprising infrastructures and interoperability mech
anisms), an informational layer (where data is contextualized and 
transformed into usable knowledge), and an organizational-cultural 
layer (which includes the norms, competencies, and routines that 
shape data use). The extent to which these layers align affects how 
effectively data can be operationalized. Technical functionality without 
interpretive and institutional integration often leads to fragmentation or 
underutilization (Bozkurt et al., 2022). A key structuring concept in this 
context is the data lifecycle, which refers to the sequential stages 
through which data passes, from generation and processing to sharing, 
usage, and eventual deletion (Henderson & Earley, 2017; Lnenicka et al., 
2024). Lifecycle thinking enables a functional and institutional 
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differentiation of data practices and clarifies how operational tasks 
connect to governance responsibilities such as access control, account
ability, and quality assurance (Choenni et al., 2022). This layered and 
staged understanding of data infrastructures emphasizes the need for 
governance mechanisms that manage technical coordination, access, 
participation, and legitimacy. One such mechanism is the open data 
platform. By making standardized datasets publicly accessible, cities 
aim to promote transparency, innovation, and civic participation 
(Lnenicka et al., 2024; 2022; Zuiderwijk & Janssen, 2014). However, the 
success of these platforms depends on factors such as semantic inter
operability, metadata availability, and legal clarity regarding reuse. 
Well-designed systems enable participants, including developers, re
searchers, journalists, and citizens, to engage meaningfully with the 
ecosystem. In contrast, symbolic or poorly maintained platforms risk 
remaining disconnected from actual governance or innovation processes 
(Liva et al., 2023).

2.3. Data governance: conceptual foundations

In its broadest sense, governance refers to the processes and struc
tures that organize collective decision-making, power distribution, and 
resource coordination within a system (Emerson et al., 2012; Weber & 
Klingenberg, 2021). It includes formal institutions and informal ar
rangements shaping how actors negotiate responsibilities and resolve 
conflicts (Pierre & Peters, 2005; Rhodes, 2007). Classical governance 
theory has increasingly shifted away from hierarchical control models 
towards more decentralized, network-based forms of coordination 
(Jessop, 1998; Kooiman, 2003). Kooiman describes governance as a 
pattern of interactions among public and private actors to solve societal 
problems or create shared opportunities, with institutions providing the 
normative and procedural basis for these interactions. Similarly, Chho
tray and Stoker (2009) highlight the collective nature of governance in 
complex environments, where authority is dispersed, and decisions arise 
through interaction rather than command. This conceptual backdrop 
has become particularly relevant in digital transformation, where data 
emerges as a central medium of governance (Janssen et al., 2020; 
Kitchin, 2014). As governments and institutions increasingly rely on 
data to inform decisions, coordinate services, and measure outcomes 
(Beckwith et al., 2019; Bozkurt et al., 2022; 2023b; Gilman et al., 2024; 
König, 2021; Mondschein et al., 2021; Thompson et al., 2015), a ques
tion arises: How is authority over data exercised?

Data governance addresses this question by establishing the frame
works, norms, and institutional mechanisms that dictate how data is 
accessed, managed, and utilized across various actors and systems 
(Khatri & Brown, 2010; Otto, 2011; Weber et al., 2009). In contrast to 
data management, which focuses on operational tasks such as storage, 
processing, and quality control, data governance functions at a strategic 
level. It clarifies roles and responsibilities, ensures accountability, and 
aligns data practices with legal, ethical, and societal expectations 
(Khatri & Brown, 2010; Lnenicka et al., 2024; Mahanti, 2021a; 2021b). 
Effective data governance must balance enabling functions, like inno
vation, interoperability, and value creation, and constraining mecha
nisms that protect rights, ensure legitimacy, and uphold public trust 
(Khatri & Brown, 2010; Zuiderwijk & Janssen, 2014). These dual roles 
are crucial in public-sector contexts, where data infrastructures support 
technical operations and democratic accountability. In this regard, data 
governance is not merely a technical necessity; it constitutes a founda
tional element of institutional capacity in the digital age. It translates 
abstract principles such as transparency, fairness, and digital sover
eignty into actionable routines and structures (Lnenicka et al., 2024; 
Gilman et al., 2024).

2.4. Urban data governance: operationalizing data in the city context

Urban data governance refers to institutionalizing data governance 
principles within cities’ unique, multi-actor, and multi-level context. It 

encompasses the regulatory, procedural, and infrastructural arrange
ments through which data is generated, shared, and utilized, influenced 
by urban conditions such as political fragmentation, sectoral interde
pendence, and public accountability (Bozkurt et al., 2022; Gilman et al., 
2024; Xia et al., 2023). Bozkurt et al. (2022, p. 2687) define it as 
“assessing all data-related issues of a city from a holistic perspective” to 
manage data in the public interest and promote sustainable urban 
development.

While data governance provides a normative and structural foun
dation (Khatri & Brown, 2010; Otto, 2011; Weber et al., 2009), its 
implementation in cities presents specific challenges. Unlike corporate 
environments with relatively stable hierarchies, urban governance fea
tures overlapping jurisdictions, diverse stakeholders, and competing 
policy objectives. Cities function simultaneously as service providers, 
democratic institutions, and regulatory authorities, necessitating coor
dination among departments, private vendors, civic organizations, and 
residents. This complexity transforms governance from hierarchical 
control to strategic orchestration (Batty et al., 2012; Chourabi et al., 
2012; Gilman et al., 2024; Gupta et al., 2023; 2020; Mondschein et al., 
2021; Zanella et al., 2014).

Research on data governance in urban contexts remains limited, 
although interest is increasing (Kvalvik et al., 2023). Bozkurt et al. 
(2022) provide a comprehensive framework for urban data governance 
that includes eight interconnected dimensions, addressing both 
normative and operational aspects. These dimensions encompass legal 
and ethical compliance (e.g., GDPR, privacy, and security), inclusion of 
stakeholders from public, private, and civic domains, and organizational 
structures such as data stewards. They also emphasize the importance of 
classifying various types of data, ensuring data quality and access (e.g., 
through open APIs), managing the entire data lifecycle, and establishing 
shared principles for interoperability. These elements create a 
multi-layered foundation for institutional capacity but must remain 
flexible to adapt to changing urban dynamics and technological 
advancements.

Beyond structural and procedural arrangements, the logic of gover
nance in urban data ecosystems is inherently relational. It relies not only 
on technical systems but also on trust, mutual understanding, and shared 
norms among participants (Liva et al., 2023). When this relational 
infrastructure is weak, even well-designed systems may falter. 
Conversely, cities investing in collaborative institutions, such as Lon
don’s data insights teams or Barcelona’s municipal data office, show 
that strategic coordination can foster innovation and accountability 
(Gupta et al., 2023; Barcelona City Council (n.d.)). To navigate these 
relational complexities, governance frameworks must balance institu
tional coordination with contextual responsiveness. A promising 
approach is found in hybrid governance models that merge centralized 
coordination with decentralized execution. Choenni et al. (2022) pro
pose a framework where a central authority defines overarching prin
ciples and safeguards while individual departments maintain the 
flexibility to adapt implementation to local conditions. This model 
supports alignment without uniformity, a crucial capability in diverse 
urban data environments.

3. Methodological framework

This chapter presents the methodological framework guiding this 
study. Building on the design science research (DSR) paradigm, the 
research integrates several methodological approaches to systematically 
derive requirements for urban data governance, identify existing 
governance models, and benchmark their suitability for smart city 
contexts. The chapter first outlines the overarching research design, 
followed by detailed descriptions of the individual methodological 
steps.
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3.1. Research design and process structure

This research employs the DSR paradigm initially introduced by 
Simon (1969) and grounded in engineering, which has evolved into a 
dominant information systems paradigm. Influential contributions (e.g., 
Hevner et al., 2004) have solidified DSR’s role in information systems by 
focusing on the creation and evaluation of practical artifacts, such as 
models, methods, and systems (Hevner, 2007; Hevner et al., 2004; 
Johannesson & Perjons, 2021; Peffers et al., 2007). DSR operates 
through three critical cycles: relevance, which captures the re
quirements for artifacts; design, which encompasses the development 
and assessment of these artifacts; and rigor, which guarantees scientific 
accuracy and methodological soundness (Hevner, 2007).

This research directly addresses the urgent need for effective data 
governance models in urban settings, a necessity well-documented in 
prior studies (Bozkurt et al., 2022; 2023a; 2023b; Eke & Eboho, 2020; 
Kvalvik et al., 2023; Lupi, 2019; Paskaleva et al., 2017; Thompson et al., 
2015). Building on the solid foundation of problem identification these 
studies provide; this study skips the traditional initial problem definition 
phase of DSR described by Peffers et al. (2007). Instead, it proceeds 
directly to developing requirements and objectives for the artifact, a 
data governance model tailored for urban settings, as defined in the 
“objectives of a solution” phase in Peffers et al. (2007). The process 
consists of four phases to ensure a comprehensive and systematic 
approach: 

• Requirement analysis: Analyzing qualitative data from expert in
terviews with representatives of 27 European cities, selected based 
on their digital maturity according to the European Digital Economy 
and Society Index (DESI) (European Commission, 2022).

• Systematic literature review: Conducting a thorough literature re
view, according to Kitchenham & Charters, 2007, to identify existing 
data governance models, ensuring a broad and detailed under
standing of the current landscape.

• Benchmarking: Evaluating identified models against the re
quirements and categorizing their performance. This step facilitates 
a precise and systematic comparison, highlighting strengths and 
weaknesses.

• Results compilation: Summarizing the findings to highlight the 
models’ suitability and suggest future research and implementation 
directions.

Fig. 2 illustrates these four research phases, labeled “Design cycle 
tasks,” and their connection to the DSR paradigm. It emphasizes the 
interrelationships among the relevance, design, and rigor cycles, 
demonstrating how inputs, such as domain and methodological knowl
edge, are transformed into outputs, including practical applications and 
contributions to the scientific knowledge base.

The following subsections detail the specific methodological pro
cedures employed in each phase. Section 3.2 clarifies the method for 
deriving requirements based on expert interviews. Section 3.3 outlines 
the process for conducting a systematic literature review. Section 3.4
outlines the benchmarking procedure for evaluating how well models 
meet the requirements.

3.2. Deriving requirements through qualitative data analysis

Building on the process structure outlined in Section 3.1, this section 
describes the first phase of the research approach: deriving empirically 
grounded requirements for smart city data governance models. To 
achieve this, qualitative data from expert interviews with representa
tives from 27 European cities were systematically analyzed. The process 
consisted of two main steps: first, a structured thematic analysis of the 
current state of data practices, challenges, and success factors; and 
second, translating these insights into concrete, actionable governance 
requirements. Fig. 3 depicts the overall approach in two phases: the first 
corresponds to the activities detailed in Section 3.2.1, while the second 
corresponds to the steps discussed in Section 3.2.2. Each subsection 
provides a detailed explanation of the respective methodological steps.

3.2.1. Collecting and thematically coding expert interviews
As shown in the “First phase” in Fig. 3, the process started with 

expert interviews conducted with smart city leaders in European cities to 
establish a solid foundation for a smart city data governance model. 
These interviews captured these cities’ current data practices, chal
lenges, and needs. We selected the cities based on structured inclusion 

Fig. 2. A structured DSR process: requirements, review, and benchmarking for smart city data governance models.
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criteria to ensure comparability and diversity in the sample. First, the 
city must be part of the European Union to guarantee a common 
administrative, legal, and policy context relevant to digital governance. 
Second, the city needs to be actively engaged in smart city initiatives, 
evidenced by the existence of official strategies or ongoing digitalization 
projects. Third, we used the European DESI (European Commission, 
2022) to guide our sampling process regarding digital maturity. Spe
cifically, we focused on countries ranked among the top four in DESI: 
Finland, Denmark, The Netherlands, and Sweden, due to their advanced 
experience with digital transformation. To expand our perspective, we 
also included cities from countries with mid-level DESI scores, particu
larly Germany and Austria, where digitalization efforts are progressing 
but not yet fully realized. This sampling strategy aimed to capture a wide 
array of administrative experiences and levels of digital maturity. It 
enabled us to include both frontrunners and transitional cases in urban 
data governance, enhancing our findings’ analytical depth and trans
ferability. Additionally, our institutional affiliation in Germany pro
vided access to municipal stakeholders in Germany and Austria, 
facilitating the recruitment process. This diverse sample ensures the 
resulting requirements reflect various urban realities and digital 
governance practices.

The interviews took place concurrently with the recruitment of 
additional interviewees and continued until we reached theoretical 
saturation, defined as the point at which no new themes or codes 
emerged from the data (Glaser & Strauss, 2010). We observed saturation 
around the 22nd interview, as subsequent transcripts validated existing 
categories without introducing new concepts. To confirm this, we 
continuously analyzed and coded transcripts in MAXQDA, using a 
structured coding scheme refined iteratively throughout the process. We 
also monitored coverage across thematic dimensions, e.g., technical, 
organizational, and legal. We conducted 27 interviews from a pool of 85 
contacted cities (32 % response rate). The online interviews averaged 42 
min each and collectively resulted in more than 19 h of recorded ma
terial. An interview guide with open-ended questions ensured consis
tency and depth of responses (Edwards & Holland, 2013). Further 
details, including the interview sample and the structure of the inter
view guide, are provided in the Appendix.

The data analysis phase began with structural coding (Saldaña, 
2013) using MAXQDA software to categorize responses into three main 
areas outlined in the interview guide: “current state of data handling,” 
“challenges,” and “success factors” (Guest et al., 2012; Miles et al., 
2020). We combined deductive and inductive coding strategies to 
enhance the analysis and ensure that both anticipated and emerging 

themes were systematically captured (Miles et al., 2020; Saldaña, 2013). 
The deductive coding provided an organized framework aligned with 
the interview guide, while inductive coding allowed for the identifica
tion of additional, nuanced patterns not foreseen in the original struc
ture. This unified approach strengthened the validity and reliability of 
the results by capturing both expected and novel aspects of urban data 
governance, thereby supporting the systematic derivation of robust and 
context-sensitive governance requirements. The identified themes 
served as an intermediate outcome (detailed in Section 4.1.1), enabling 
the systematic derivation of specific governance requirements described 
in the following section.

3.2.2. Specifying and refining data governance requirements
This section outlines the systematic approach used to translate the 

thematic insights from the interview analysis into specific and action
able requirements for smart city data governance models, as illustrated 
in Fig. 3 (“Second phase”). The coding process identified themes that 
encapsulate the complex challenges of urban data governance, such as 
data silos, stakeholder collaboration, and a data-driven culture. These 
themes served as the conceptual foundation for organizing the intricate 
interrelationships into manageable categories and pinpointing specific, 
actionable requirements. To enhance coherence and emphasize the in
terdependencies among the challenges, we further clustered the themes 
to provide a structured and prioritized approach to the key areas of 
urban data governance. Based on this, we meticulously analyzed and 
refined the topics into customized smart city data governance 
requirements.

The requirements were derived from a structured, multi-stage pro
cess. A roadmap for this process guided the translation of the coded 
topics into concrete requirements: We examined each summarized topic 
and its detailed subtopics individually, linking them to established data 
governance concepts. We carefully crafted each requirement to address 
specific challenges identified in the data while ensuring its practical 
relevance to smart cities. For example, considering the persistent issue of 
interoperability, we formulated a requirement aimed at breaking down 
technological and logical data silos. Similarly, discussions regarding 
insufficient collaboration between stakeholders led to developing of a 
requirement for mechanisms facilitating external cooperation.

We refined and validated the initial requirements drafts through 
collaborative discussions within the research team and with colleagues 
from the research institution. In total, six people participated in these 
sessions, contributing expertise in smart cities, information systems, and 
data management to expand the scope of the requirements. The process 

Fig. 3. Interview analysis and requirements derivation process.
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involved critically evaluating the proposed requirements against the 
coding data to ensure consistency with empirical evidence and practical 
feasibility. Consensus resolved disagreements, and priorities were 
established to balance theoretical rigor with practical applicability.

The resulting requirements provide a structured and empirically 
grounded foundation for guiding the design and evaluation of smart city 
data governance models. Each requirement is explicitly linked to the 
corresponding coding results, ensuring a transparent and traceable 
connection from data collection to requirement formulation. This 
organized and collaborative process demonstrates that the derived re
quirements are empirically grounded, systematically prioritized, and 
refined to effectively tackle the most pressing urban challenges. The 
coding results and the final set of requirements will be detailed in Sec
tion 4.1.1.

3.3. Identifying relevant data governance models through systematic 
literature review

This section outlines the approach for systematically identifying 
existing data governance models suitable for evaluation against the 
empirically derived requirements. The review process adhered to the 
framework proposed by Kitchenham & Charters, 2007 and followed the 
PRISMA protocol (Moher et al., 2010) to document each phase of 
identification, screening, eligibility assessment, and inclusion. This 
approach provided a reproducible and traceable foundation for model 
selection. The search strategy in Table 1 targeted peer-reviewed articles 
and conference papers from databases such as Web of Science, EBSCO
host, ACM Digital Library, ScienceDirect, and IEEE Xplore. The search 
string included variations of “data governance model,” “data gover
nance framework,” and “data governance reference,” ensuring broad 
coverage across enterprise, smart city, governmental, and public sector 
contexts. Articles were excluded if they referred to unrelated domains, 
lacked a detailed description of a governance model, or did not meet 
established scientific standards.

Fig. 4 illustrates the systematic review process according to the 
PRISMA protocol.

The identification phase yielded 493 articles through database 
searches, supplemented by nine articles identified through forward and 
backward citation searches, resulting in 502 articles. After removing 
duplicates, 466 articles remained for screening. Title screening excluded 
349 articles that did not meet the inclusion criteria. Abstract screening 
narrowed the selection to 54 articles, excluding 63 for irrelevance or 
insufficient scope. A full-text assessment led to the exclusion of eight 
articles due to a lack of access. The eligibility assessment of the 
remaining 46 full-text articles, based on predefined quality and rele
vance criteria, resulted in the retention of 15 articles for synthesis.

3.4. Evaluation framework for assessing data governance models

This section outlines the evaluation framework used to benchmark 
existing data governance models against the empirically derived 

requirements. It assesses how effectively these models align with the 
needs of smart cities, identifying their strengths, weaknesses, and gaps 
while offering valuable insights into their applicability to urban 
environments.

We utilized a multi-criteria decision analysis to systematically eval
uate how data governance models align with the requirements of smart 
cities. This approach enables a structured and objective comparison 
(Belton & Stewart, 2002; Keeney & Raiffa, 1993) by assessing how well 
each model meets the defined requirements. It also considers the relative 
importance of the criteria, offering nuanced insights into the effective
ness of the models in addressing the unique challenges smart cities face. 
Equal weights were deliberately assigned to all requirements. This 
choice is based on the empirical derivation of the requirements from 27 
expert interviews conducted with representatives of European cities. 
During coding and analysis, no consistent prioritization pattern was 
observed; experts highlighted that all identified challenges (e.g., inter
operability, role clarity, stakeholder collaboration) were equally rele
vant and interdependent. Assigning equal weights reflects this balanced 
perspective and prevents the establishment of arbitrary hierarchies. It 
ensures that the assessment remains exploratory, neutral, and inclusive, 
emphasizing models that provide broad applicability rather than 
aligning with specific local contexts. To evaluate how effectively each 
model addresses the requirements, we used a three-point ordinal scale: 

• 0 (“not met”): The requirement is either not mentioned, not 
addressed, or only vaguely implied without conceptual or practical 
elaboration.

• 1 (“partially met”): The requirement is recognized in principle or 
mentioned briefly, yet the model does not provide concrete mecha
nisms, methodological detail, or implementation guidance.

• 2 (“fully met”): The requirement is explicitly addressed through well- 
defined structures, mechanisms, or procedures described in sufficient 
detail to be actionable or replicable.

The research team collaboratively developed the scoring rubric, 
utilizing insights from the interview data and relevant literature. The 
team’s collective expertise in smart cities, information systems, and data 
governance ensured methodological consistency and thematic breadth. 
All models were scored together, and differences in interpretation were 
resolved through discussions. To illustrate, consider the requirement for 
interoperability. A score of 2 was given when a model provided clear and 
actionable mechanisms to minimize technological and logical data silos, 
such as standardized APIs, shared platforms, or interoperability frame
works. A score of 1 was assigned when interoperability was mentioned 
without significant implementation details. A score of 0 indicated no 
reference to interoperability or silo reduction. This structured process 
allowed for a critical yet balanced assessment.

Section 4.3.1 provides the resulting scores, which offer a compara
tive view of how well the benchmarked models respond to the multi
faceted demands of data-driven urban development.

4. Results: empirical requirements, identified models, and 
benchmarking analysis

This section presents the study’s empirical results, structured along 
the three research questions. First, it outlines the requirements for smart 
city data governance based on expert interviews. Second, it summarizes 
the data governance models identified through a systematic literature 
review. Third, it presents the benchmarking results, evaluating how well 
the models meet the empirically derived requirements.

4.1. Empirically derived requirements for smart city data governance

Building on the overall study design, this section outlines the 
empirical requirements for data governance in smart cities, drawn from 
a structured analysis of expert interviews with municipal 

Table 1 
Search strategy for identifying data governance models.

Search string “Data governance model” OR “Data governance framework” OR 
“Data governance reference”

Databases Web of Science, EBSCOhost, ACM Digital Library, ScienceDirect, 
IEEE Xplore

Database filter Only peer-reviewed articles and conference papers in English to 
ensure scientific quality

Inclusion 
criteria

Articles describing a data governance framework or model 
Included domains: enterprise, smart city, governmental, and 
public

Exclusion 
criteria

Articles referring to domains other than those included 
Articles not describing data governance framework or model 
Articles not using scientific and robust methods 
Articles insufficiently detailing the framework or model
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representatives. First, it summarizes the current state, challenges, and 
success factors identified in the qualitative data (Section 4.1.1). Based 
on these insights, specific and actionable governance requirements are 
formulated to address the key issues cities face (Section 4.1.2).

4.1.1. Current state, challenges, and success factors from the interview 
analysis

The analysis provided insights into data governance in smart cities, 
outlined in Table 2. The coding results offer a clear overview of the 
findings, highlighting critical areas needing attention and forming a 
basis for governance requirements. This approach ensures the re
quirements are grounded in empirical data and reflect practitioners’ 
realities.

The results indicate that the challenges in urban data governance’s 
technical, organizational, and cultural dimensions are closely inter
connected. Fragmented and outdated systems, vendor lock-in, and a lack 
of interoperability hinder data integration and efficient use across de
partments. One interviewee remarked: “We, like probably many other 
cities, have various data available, but they are stored in department- 
specific data silos, and there is no central approach to gaining an over
view of all the data.” These silos result in operational redundancies and 
inefficiencies. Decentralized data management and the absence of sys
tematic data strategies exacerbate coordination issues. Compliance with 
legal frameworks such as the GDPR adds layers of complexity. Addi
tionally, many cities struggle with a fundamental understanding of their 
data landscape, as one practitioner expressed: “The challenge is first to 
know who has what data in what format. There is no central information 
about it […] You actually have to ask around individually.” This lack of 
visibility hampers strategic planning and collaboration. On the organi
zational front, challenges such as a shortage of qualified personnel, low 
data literacy, and an outdated view of data as a mere administrative by- 
product limit the ability to innovate. Resistance to change and uncer
tainty around data ownership also hinder reform efforts. These issues are 
often compounded by resource-intensive processes and a lack of stan
dardization, obstructing scalable solutions. Addressing these complex 
and layered problems requires targeted interventions. Key measures 

include clarifying roles and responsibilities, fostering interdepartmental 
collaboration, and establishing dedicated governance units. Equally 
important are capacity-building initiatives, such as “the idea of a data 
dictionary or similar,” as one expert suggested, to enhance transparency 
and promote a shared understanding of the city’s data assets. Promoting 
a data-driven culture through training and awareness and adopting open 
software and shared data platforms can establish the foundation for 
effective and sustainable data governance in urban settings.

4.1.2. Derived requirements for smart city data governance models
This section presents twelve empirically derived requirements 

(R1–R12) for urban data governance models, building on insights from 
the interview analysis (Section 4.1.1) and the methodological frame
work (Section 3.2.2). Each requirement addresses specific challenges in 
municipal practice and captures the technical, organizational, and cul
tural dimensions of data governance in smart cities. The ‘aggregated 
topics’ refer to Table 2, second column. These requirements form the 
basis for evaluating the suitability of existing governance models for 
urban settings.

⋅Requirement R1: The model defines the relevant dimensions 
and design principles of the urban data governance program

-Aggregated topics: strategic and organizational measures, training, and 
commitment

This requirement ensures the model defines an urban data gover
nance program’s core aspects and design principles. In the early stages of 
developing such programs, many cities lack a clear overview of neces
sary topics (Bozkurt et al., 2023b). Effective data governance, dependent 
on unified structures and defined roles, is nearly impossible without 
them (Mahanti, 2021a; 2021b; Seiner, 2014). A comprehensive model 
offers city administrations a structured foundation to enhance data 
management and integration.

⋅Requirement R2: The applicability of the model is not limited 
to a specific city

-Aggregated topics: strategic and organizational measures, data infra
structure and systems, technological innovation and integration

This requirement ensures that the data governance model is 

Fig. 4. PRISMA flowchart of the systematic review process.
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universally applicable to accommodate the unique conditions of indi
vidual cities. By adhering to universal principles (Rosemann & Schütte, 
1999; Schütte, 1998), the model should be flexible and scalable to adapt 
to various local conditions with minimal customization. Such a model 
ensures that cities can adopt and use a standardized governance model 
regardless of size and existing infrastructure. This adaptability is crucial 
for supporting systems’ interoperability and meeting the urban envi
ronment’s diverse needs. 

⋅Requirement R3: The model is technology-independent
-Aggregated topics: data infrastructure and systems, technological 
innovation and integration, data and technology challenges

The data governance model must be independent of specific tech
nologies to do justice to the different system landscapes in local gov
ernment (Gilman et al., 2024). Many cities face the challenge of 
integrating proprietary or outdated systems into a coherent framework 
(Bozkurt et al., 2023b). A technology-independent model ensures 
seamless integration with existing and future systems, promotes inter
operability and reduces dependency on specific vendors. This adapt
ability is essential to overcome fragmented system landscapes and 
mitigate the risks associated with technology dependency. 

⋅Requirement R4: The model is straightforward to understand
-Aggregated topics: organizational and personnel challenges, training 
and commitment, processes and integration problems

The data governance model must be designed for simplicity and ease 
of use to ensure broad acceptance and effective implementation. 
Municipal administrations, which are often constrained by limited re
sources, benefit from clear and straightforward guidelines that minimize 
training and integration efforts (Bozkurt et al., 2023b). A user-friendly 
design reduces barriers to adoption, simplifies the integration of 
governance practices into everyday work, and encourages employee 

Table 2 
Detailed coding results of data governance interviews from European cities.

Main 
category

Aggregated topics Detailed topics

Current 
state

Data infrastructure and 
systems

A strong geographic information system 
is established. 
Legacy systems characterize the system 
landscape. 
Proprietary systems are strongly 
represented. 
IT is partly outsourced. 
External data sources are available and 
used. 
A distributed and decentralized data 
landscape is dominant. 
The system landscape consists of many 
closed systems. 
Data are isolated and not connected, 
resulting in “data silos.”

Data management and 
processing

Cities hold highly sensitive data. 
GDPR has a strong influence. 
Open data are published. 
Individual data-sharing mechanisms 
exist. 
Data sharing is limited to specific 
projects to fulfill the service objective. 
Each department manages data to its 
own specifications. 
Heterogeneous legacy processes exist. 
Legal regulations have a major influence. 
No unified city-wide data governance 
program exists.

Challenge Organizational and 
personnel challenges

Low wages characterize the public 
sector. 
City is not an attractive employer. 
Staff shortages typify the city. 
There is a lack of data literacy and 
competences. 
Understanding that data are an internal 
public asset is lacking. 
An old-fashioned mindset persists. 
Voluntary tasks have low priority

Data and technology 
challenges

Strong vendor lock-in exists. 
Overview of the available data is poor. 
Data are inconsistent. 
Data governance is complicated. 
Wrong technology decisions are taken. 
Interoperability is absent. 
High data redundancy exists.

Processes and 
integration challenges

Projects are time- and resource-intensive. 
Integration and data sharing are 
complicated. 
Standardization is absent in the city. 
In-house development is lacking. 
Rapid prototyping is lacking. 
Responsibilities for data issues are 
unclear.

Resistance to change The benefits of data governance are not 
known and are refused as additional 
work. 
Stakeholders are reluctant to change. 
Departments are afraid of making a 
wrong decision and facing legal 
consequences. 
A “Why should I share my data?” mindset 
is common. 
Departments are reluctant to publish/ 
share data. 
Departments fear losing control of their 
data.

Success 
factor

Training and 
commitment

In-house training programs for data are 
offered. 
Data governance measures are 
increasingly accepted. 
Internal and external data governance 
awareness campaigns are conducted. 
Benefits are tangible.  

Table 2 (continued )

Main 
category 

Aggregated topics Detailed topics

Political commitment to data governance 
exists.

Strategic and 
organizational measures

Cooperation with external stakeholders 
exists. 
Cities work in alliance with other cities. 
Contract management with stronger 
focus on data sovereignty is established. 
A cross-departmental unit for data 
governance is established. 
A data management unit is established. 
A realistic roadmap for data governance 
is developed. 
Multipliers in each department are 
established. 
Stepwise implementation occurs. 
Support from top management is 
secured. 
Qualified staff are recruited. 
Lean and understandable role definitions 
are established

Technological 
innovation and 
integration

More open software and interfaces are 
used. 
Data models, structures, interfaces, data 
sovereignty, and metadata are 
standardized. 
A data catalog is developed. 
Ideas for data-based applications are 
generated. 
An urban data platform is implemented. 
Complexity is reduced. 
Lessons are learned and solutions 
presented.
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engagement (Seiner, 2014). 

⋅Requirement R5: The model must be implementable using an 
unbiased approach that minimizes disruptions by avoiding 
radical changes to existing systems and processes
-Aggregated topics: resistance and change, processes and integration 
challenges, organizational and personnel challenges

The data governance model should be introduced gradually to 
minimize disruption to existing systems and workflows. This approach 
respects established structures, reduces resistance within local govern
ment, and promotes acceptance by enabling controlled and traceable 
change (Seiner, 2014). It ensures that the new processes fit in seamlessly 
without overburdening ongoing operations or resources so employees 
can adapt more easily and the transition succeeds. 

⋅Requirement R6: The model must include mechanisms that 
address the interplay of technology, processes, organization, 
and culture to create an integrated system supporting the 
achievement of data governance principles
-Aggregated topics: data infrastructure and systems, processes and 
integration challenges, organizational and personnel challenges, training 
and commitment

The urban data governance model must take a comprehensive and 
integrated approach to effectively address the multiple challenges of 
urban data (Gilman et al., 2024). Linking technology, processes, orga
nization, and culture, the model ensures that no aspect is considered in 
isolation. This holistic approach responds to the fragmentation and 
complexity of urban data landscapes and enables a coherent and opti
mized system. It also facilitates organizational alignment and employee 
readiness, contributing to the successful implementation of data 
governance practices. 

⋅Requirement R7: The model facilitates the reduction of tech
nological and logical data silos and promotes data exchange 
and interoperability
-Aggregated topics: data infrastructure and systems, data and technol
ogy challenges, processes and integration challenges

Reducing data silos and promoting interoperability are crucial for 
effective urban data governance. Many cities face the problem of data 
silos and disparate systems hindering efficient data management and 
information sharing between departments (Bozkurt et al., 2023b; Kim 
et al., 2016; Leatherby, 2005). A model that takes R7 into account en
sures comprehensive data integration and seamless interoperability, 
which increases the efficiency of data processing and enables informed 
decision-making. R7 supports optimizing data sharing and management 
within urban ecosystems by bridging technological gaps and promoting 
practical system collaboration. 

⋅Requirement R8: The model has mechanisms for cooperation 
with stakeholders outside the municipal administration
-Aggregated topics: strategic and organizational measures, organiza
tional and personnel challenges, data and technology challenges

Integrating mechanisms for collaboration with external stakeholders 
is essential for effective urban data governance. Urban data ecosystems 
often go beyond internal departments and include external partners such 
as other cities, research institutes, private companies, and citizens 
(Marrone & Hammerle, 2018). A model that engages with R8 enables 
active collaboration with these stakeholders, providing access to rele
vant data and improving data quality and use (Broccardo et al., 2019; 
Van Twist et al., 2022). This collaboration fosters innovative solutions 
and new applications for urban data, which are critical to driving 
data-sharing initiatives and advancing cross-border projects (Bingham 

et al., 2005). By fostering external collaboration, R8 ensures that urban 
data governance models are adaptive and inclusive, increasing the 
overall effectiveness of data-driven urban governance. 

⋅Requirement R9: The model includes mechanisms to promote a 
data-driven culture
-Aggregated topics: organizational and personnel challenges, training 
and commitment, resistance and change, process and integration 
challenges

Promoting a data-driven culture is crucial for the success of urban 
data governance models (Seiner, 2014). Such a culture emphasizes the 
integration of data into decision-making processes, supported by 
appropriate technologies and methodologies, and a significant mindset 
shift within city governments. Mechanisms to promote data adoption 
include comprehensive training programs, initiatives to raise awareness 
of the benefits of effective data handling, and strategies to promote data 
use. These efforts target organizational and behavioral changes neces
sary to create a data-friendly environment. In addition, strategies to 
overcome resistance and embed data practices into daily workflows are 
critical to ensure sustainable and effective data management. 

⋅Requirement R10: The model provides mechanisms for clari
fying data responsibilities
-Aggregated topics: processes and integration challenges, organizational 
and personnel challenges, resistance and change

Clarifying data responsibilities is essential for effective data gover
nance in city administrations. This requirement calls for clearly defining 
roles and responsibilities across the data life cycle, including quality, 
security, and use, to avoid misunderstandings and inefficiencies (Weber 
et al., 2009). This clarity ensures that individuals and departments un
derstand their roles and know the right contacts for data-related issues 
(Mahanti, 2021a). The model helps streamline processes and minimize 
integration issues by reducing overlaps or gaps in data processing. When 
these responsibilities are aligned with existing hierarchies and work
flows, organizational adjustments can be made and resistance to change 
reduced, thereby promoting the acceptance of data governance mea
sures (Mahanti, 2021a; Weber et al., 2009). 

⋅Requirement R11: The model provides mechanisms for 
providing a comprehensive and reliable overview of the city’s 
data
-Aggregated topics: data infrastructure and systems, data management 
and processing, processes and integration challenges, technological 
innovation and integration

This requirement underscores the importance of creating trans
parency by ensuring a centralized and reliable overview of all urban 
data resources. This means cataloging all data assets, including their 
sources, categories, usage, location, structure, and quality. Such a 
comprehensive approach facilitates effective data management by 
identifying gaps, guaranteeing data quality, and ensuring compliance. In 
addition, a unified data overview simplifies the integration of different 
data sources and streamlines processes, improving consistency and 
reducing inefficiencies. Through data catalogs and platforms, R11 im
proves accessibility and transparency, enabling technological innova
tion and informed decision-making (Mahanti, 2021b; Weber & 
Klingenberg, 2021) 

⋅Requirement R12: The model provides mechanisms for the 
continuous evaluation and improvement of the data gover
nance program
-Aggregated topics: data infrastructure and systems, processes and 
integration challenges, organizational and personnel, training and 
commitment
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A data governance program must include continuous evaluation and 
iterative improvement mechanisms to remain effective in dynamic 
urban environments. This requirement underscores the need for regular 
reviews, effectiveness assessments, timely updates in response to feed
back, evolving regulatory frameworks, technological advances, and 
organizational changes (Gilman et al., 2024). The program can ensure 
long-term relevance and adaptability by proactively identifying and 
addressing weaknesses. Regular assessment improves the alignment of 
governance efforts with current infrastructure and processes, optimizes 
integration workflows, and supports organizational growth. In addition, 
training programs are adapted to evolving governance needs, promoting 
continuous engagement and capacity building.

4.2. Identified data governance models through systematic literature 
review

This section presents the systematic literature review results 
described in Section 3.3, focusing on the data governance models 
identified as relevant for smart cities. The selected models span various 
domains, such as platform ecosystems, public administration, and en
terprise, but offer transferable concepts and mechanisms applicable to 
urban data governance challenges. Table 3 summarizes the identified 
models’ key components, conceptual foundations, and original appli
cation domains.

The models outlined in Table 3 are based on different data sources. 
Most studies depend on scientific literature, supplemented by gray 
literature like reports and white papers. In some instances, this literature 
is enhanced with surveys and expert interviews to provide practical 
insights into the challenges and opportunities of data governance 
(Bozkurt et al., 2024; Osu & Navarra, 2022; Paskaleva et al., 2017). This 
combination of scientific and practical sources improves the develop
ment of the models. Models for different domains have different com
ponents, including data types, roles (e.g., data manager, owner), 
decision areas (e.g., data access, compliance), technical infrastructures, 
and governance processes. Enterprise models (Cheong et al., 2007; 
Weber et al., 2009) focus on the organizational integration of data 
governance and emphasize roles, policies, and centralized processes to 
ensure data quality and consistency. In contrast, Industry 4.0 models 
(Yebenes & Zorrilla, 2019) focus on technological aspects crucial for 
managing large volumes of industrial data, such as automation, 
real-time data processing, and cloud integration.

Smart city models (Bozkurt et al., 2024; Kvalvik et al., 2023; Choenni 
et al., 2022; Osu & Navarra, 2022; Paskaleva et al., 2017) propose 
innovative approaches aimed at sustainability, data protection, and 
efficient use of public data. To address urban challenges, they focus on 
people-centered governance, cultural management, and stakeholder 
engagement. Similarly, government-oriented models (Mao et al., 2022) 
align governance mechanisms with public service delivery, focusing on 
openness, compliance, and life cycle management to enable data-driven 
decisions.

Financial sector models (Karkošková, 2023; Romero et al., 2019) 
guarantee that regulatory requirements are met and data quality is 
maintained through metadata management and monitoring tools. These 
models also establish clear roles and responsibilities, such as data 
owners and data quality managers, to ensure accountability and accu
racy in financial transactions.

Platform ecosystem models (Lee et al., 2018) focus on managing data 
in platform-based environments, integrating roles such as platform or
chestrators and data owners, and considering participant needs and 
governance principles. Cloud data models (Al-Ruithe et al., 2018) pro
vide a systematic framework for managing data in cloud environments 
by examining deployment models, service delivery methods, SLA pol
icies, and monitoring processes using specialized tools. Generic models 
(Abraham et al., 2019; Khatri & Brown, 2010) provide adaptable, 
cross-domain frameworks that address fundamental elements such as 
metadata management, data life cycle, and governance principles.

Models in the different sectors are tailored to specific operational 
needs but share common themes, such as an emphasis on the role of 
stakeholders, mechanisms to ensure compliance, and strategies to 
overcome technological and organizational barriers. While smart city 
and public administration models emphasize broader engagement and 
sustainability, business and financial models often focus on efficiency 
and regulatory compliance. The systematic review shows that sector- 
specific priorities characterize the implementation of data governance 
models. Despite this diversity, challenges such as maintaining data 
quality, defining clear responsibilities, and enforcing regulatory 
compliance are pervasive. These findings highlight the broad applica
bility of governance models while offering actionable recommendations 
for improving urban data governance. This is particularly important for 
smart cities, where stakeholder collaboration, sustainability, and data- 
driven decision-making are vital. Table 3 shows that each domain- 
specific model addresses unique challenges and opportunities, but 
many remain narrowly focused on their specific context. This issue 
raises important questions about the adaptability and scalability of 
existing models for urban environments with complex, dynamic needs. 
For example, while Industry 4.0 models emphasize technological inte
gration, they often overlook the socio-cultural dimensions critical for 
public sector applications such as smart cities. Similarly, enterprise- 
oriented models provide a solid framework for organizational align
ment but may lack the flexibility required for cross-sector governance in 
urban ecosystems. The limitations observed in sector-specific data 
governance models underscore the need for a more comprehensive and 
adaptable approach tailored to the complexity of the urban environ
ment. The following section compares the identified models with the 
smart city data governance requirements to address these gaps.

4.3. Benchmarking the data governance models against urban 
requirements

Building on the benchmarking from Section 3.4, this section presents 
the evaluation of the identified data governance models against the 
twelve empirically derived requirements (R1–R12). The benchmarking 
enables a transparent comparison of how well each model meets the 
demands of urban data governance. Section 4.3.1 summarizes the 
benchmarking results, including cumulative scores, domain classifica
tions, and the visualization approach for interpretation. Section 4.3.2
interprets the emerging patterns, highlighting model strengths, weak
nesses, and common trends across the evaluated governance models.

4.3.1. Presenting the benchmarking results
Table 4 illustrates each model and its area of origin (e.g., smart city, 

enterprise, finance) along with its overall performance based on all re
quirements. The models are arranged according to their total scores, 
facilitating a swift evaluation of their alignment with urban governance 
needs. A grayscale shading system is employed to highlight the extent of 
requirement fulfillment: scores of 0 (not met), 1 (partially met), and 2 
(fully met) are indicated using progressively darker shades. This visual 
aid enables easy identification of strengths and weaknesses across 
models (horizontal axis) and within specific requirements (vertical axis). 
The findings suggest that models designed for urban environments 
typically excel in crucial governance areas such as adaptability, stake
holder engagement, and iterative improvement processes. Conversely, 
general-domain frameworks frequently reveal shortcomings in these 
aspects, even when they demonstrate strong technical capabilities 
foundations.

4.3.2. Interpreting the benchmarking results
Six urban sector models (Bozkurt et al., 2024; Choenni et al., 2022; 

Kvalvik et al., 2023; Mao et al., 2022; Osu & Navarra, 2022; Paskaleva 
et al., 2017) scored higher due to their targeted approach. Bozkurt et al. 
(2024) refer generally to EU cities without specifying. Choenni et al. 
(2022), Kvalvik et al. (2023), Mao et al. (2022) provide no city-level 
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Table 3 
Systematic review summary: data governance models.

Source Domain Data Description Model components

Lee et al. (2018) Platform 
ecosystem

Gray and scientific 
literature

Develop a governance model for managing 
platform ecosystems and identifying risks.

Data: Types of collected and used data, as well as their use 
Roles: Platform owners (sponsor, orchestrator, provider), 
platform users (supply and demand side), data governance roles 
(data committee, data manager, data owner, data subject) 
Decision Areas: Data access rights, regulatory environment, 
compliance, contribution measurement, data use cases, 
monitoring, data provenance 
Processes: Management of platform data and decision-makers 
Principles: Platform governance, inclusion of participant needs, 
consideration of all data types, platform context

Al-Ruithe et al. 
(2018)

Cloud data Scientific 
literature

Provide a systematic literature review on data 
governance, analyzing publications since 2000.

Cloud Deployment Model: Analysis of deployment models 
Service Delivery Model: Examination of various service 
delivery models 
Cloud Actors: Roles and responsibilities 
SLA: Definition and implementation of SLA policies 
Data Governance Structure: Development and evaluation of 
governance models for cloud data 
Dimensions: Organizational, technical, and environmental 
influencing factors 
Monitoring Tools: Tools for evaluating and monitoring 
governance processes

Cheong et al. 
(2007)

Enterprise Case study Develop a data governance structure for 
collaboration between business and IT to ensure 
effective data management.

Structures and Policies: Governance structure, data 
responsibility, user-group charter, decision rights, escalation 
processes 
Standards and Processes: Data definition, third-party data 
extraction, metrics development and monitoring, data profiling, 
data cleansing 
Technology: Metadata repository, data profiling, and cleansing 
tools 
Roles: Governance council, data steward, data custodian, user 
groups, IT council, IT technical team

Kvalvik et al. 
(2023)

Smart city Gray and scientific 
literature

Examine governance approaches in smart cities 
and expand knowledge on governance processes 
in the smart city context.

Technology: Exploration of new technologies and digital 
infrastructures 
People: Stakeholder needs and engagement 
Processes: Governance approaches, mechanisms, and tools to 
support governance 
Smart City Data: Management and utilization of data in smart 
cities

Choenni et al. 
(2022)

Smart city Not specified Describe the core functions of data governance in 
smart cities, focusing on ensuring data quality and 
trust.

Dimensions: Data privacy, data security, data life cycle, data 
quality 
Roles: Data steward, data officer 
Operational Model: Fully distributed or fully centralized

Paskaleva et al. 
(2017)

Smart city Scientific 
literature and 
survey

Explore challenges and opportunities of data 
governance in sustainability-oriented smart city 
initiatives.

Dimensions: Data collection, data generation, data sharing, data 
management, data usage and legacy, project context, data 
identification

Karkošková 
(2023)

Finance Gray and scientific 
literature

Presents a model for financial institutions based on 
BCBS 239 and DAMA, focusing on data 
governance, quality, and metadata management.

Data Governance: Governance structures and roles (executive 
steering committee, chief data officer, data owner, data steward, 
data quality manager, data analyst) 
Data Quality Management: Monitoring tools, RACI model, issue 
tracking, reconciliation tools 
Metadata Management: Data dictionary, data lineage tracking 
tool, enterprise architecture management tool

Romero et al. 
(2019)

Finance Gray and scientific 
literature

Develop a reference model for microfinance 
organizations based on the Lean methodology and 
supported by an evaluation tool.

Data Governance Scope: Data strategy, roles, and 
responsibilities 
Policies and Responsibilities: Policies, procedures, 
methodology 
Organization: Data governance committee, organizational 
culture 
Governance: Data definition, data inventory, metadata, usage 
policies, data dictionary 
Standards and Compliance: Monitoring, internal and external 
audits

Abraham et al. 
(2019)

Generic Gray and scientific 
literature

Develop a conceptual model for data governance, 
identifying key building blocks and research 
questions.

Governance Mechanisms: Structural mechanisms (roles, 
decision-making authorities), procedural mechanisms (data 
strategy, policies, contracts), relational mechanisms 
(communication, training) 
Organizational Scope: Intra- and inter-organizational 
Domain Scope: Data quality, data security, data architecture, 
data life cycle 
Data Scope: Traditional data (master data, transactional data) 
and big data

Khatri and 
Brown (2010)

Generic Scientific 
literature

Examine how organizations establish effective 
data governance structures and offer a model for 
managing data as a valuable resource.

Data Principles: Clarification of the role of data as an asset 
Roles: Data owner, data custodian, data steward, data producer, 
data consumer, enterprise data committee, subject matter expert, 

(continued on next page)
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Table 3 (continued )

Source Domain Data Description Model components

data quality manager, data quality analyst, enterprise data 
architect, data modeler, data security officer, technical security 
analyst 
Data Quality: Definition of requirements for intended data usage 
Metadata: Establishment of semantic standards 
Data Access: Specification of access requirements 
Data Life Cycle: Definition of data production, retention, and 
retirement

Osu and Navarra 
(2022)

Smart city Scientific 
literature and 
surveys

Develop a data governance model for smart cities 
to enhance operations and improve citizens’ 
quality of life.

People: Stewardship, ownership, stakeholders 
Data: Reference and master data, metadata, open data portals 
Protection: Security, privacy, risk management 
Technology: Architecture, storage, integration, and 
interoperability 
Processes: Policies, standards, trust, and transparency 
Valuable Insights: Monetization, applications, business 
intelligence

Mao et al. 
(2022)

Government Scientific 
literature

Develop a governance model for governments 
based on the “Data Middle Platform” to support 
government service provision.

Objective: Service empowerment through better data 
management 
Roles: Executive sponsor, data governance leader, data 
governance council, data governance office, data producers, data 
owners, data consumers, data stewards (business & technical), 
chief data officer, chief information officer, chief service officer 
Structure: Definition of roles and decision-making authorities 
Procedures: Policies and standards for data management 
Openness: Communication and data exchange 
Compliance: Monitoring and control 
Execution: Management of the data life cycle

Weber et al. 
(2009)

Enterprise Action research Present a flexible governance model tailored to 
various enterprise factors, such as performance 
strategy and organizational structure.

Strategy: Development of a data quality strategy, definition of 
strategic initiatives, creation of a business case, and status 
analysis with review process 
Roles and Responsibilities: Executive sponsor, data quality 
board, chief steward, business data steward, technical data 
steward 
Organization: Definition of metrics for measuring data quality, 
establishment of roles, assignment of data object ownership, 
definition of data management processes and their owners 
IS: Identification and definition of enterprise data objects, 
creation of a business data dictionary, assignment of quality 
dimensions, definition of data retention, establishment of a data 
infrastructure, use of cleansing methods and tools 
Model: Centralized and decentralized model for data quality 
management

Yebenes and 
Zorrilla 
(2019)

Industry 4.0 Scientific 
literature

Develop a data governance model for Industry 4.0, 
related digital processes, and big data.

Planning: Strategies, cloud integration, verification, and 
compliance 
Organization: Identifying stakeholders, assigning decision 
rights and responsibilities, data management, and various 
integration levels 
Operations: Automation, real-time data processing, personnel 
requirements 
Implementation: Processing large volumes of data, cloud 
services, data and risk management, data quality, metadata 
management, life cycle management 
Monitoring: Goal compliance, SLAs, KPIs, traceability 
Roles: Executive sponsor, data governance council, data 
governance office, business data steward, domain data steward, 
technical data steward

Bozkurt et al. 
(2024)

Smart city Scientific 
literature and 
expert interviews

Present a data governance reference model for 
smart cities based on interviews with 27 European 
cities and scientific literature.

IT Architecture Landscape: Standardization and alignment of 
all technologies in the data life cycle with data governance 
compliance 
Data Architecture Landscape: Conceptual and logical data 
structures, as well as design and organization in harmony 
Organizational Structure: Principles for roles, units, and 
responsibilities 
Human Resources: Sustainable development of personnel with 
data expertise 
Cultural Management: Ensuring acceptance and data-driven 
thinking within the urban culture 
Stakeholder Management: City alliances and involvement of 
politics, ministries, and urban service providers 
Legal and Compliance Management: Ensuring that all data- 
driven activities are conducted in compliance with legal 
standards 
Methods and Tools: Methodical approach and tools for data 
governance in cities

Note: SLA = service-level agreement; KPIs = key performance indicators; RACI = responsible, accountable, consulted, and informed.
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context. In contrast, Osu and Navarra (2022) examine London, New 
York, and Amsterdam, while Paskaleva et al. (2017) mention Man
chester, Eindhoven, and Stavanger as part of a joint EU-funded project, 
not as standalone case studies. This information aids in understanding 
the contextual adaptation of the models and interpreting their bench
marking scores. Notably, models focusing on a single city may score 
lower on requirement R2, which assesses general applicability beyond 
one urban setting.

Models beyond the urban context scored zero on defining dimensions 
and design principles (R1) and applicability to various cities (R2), as 
they do not directly address urban data governance. No model fully met 
all criteria for defining action fields and design principles, reflecting 
ongoing uncertainties about which dimensions and principles are crucial 
for urban data governance (R1). Scores varied significantly, ranging 
from 7 to 21 out of 24 points. Bozkurt et al.’s (2024) model achieved the 
highest score, demonstrating its effectiveness in the smart city context. 
Despite not having a specific urban focus, Abraham et al.’s (2019) model 
also performed admirably, earning the second-highest score by effec
tively meeting many requirements.

All models achieved maximum points for technology independence 
(R3), demonstrating flexibility across various city technological in
frastructures. Most models, except for those by Romero et al. (2019), 
Karkošková (2023), met requirement R7, which focuses on reducing 
technological and logical data silos while enhancing data exchange and 
interoperability. User-friendliness (R4) is another strength, with many 
models promoting ease of use in diverse urban environments. However, 
only four models, those by Abraham et al. (2019), Cheong et al. (2007), 
Osu and Navarra (2022), Paskaleva et al. (2017) – scored maximum 
points in this category. While many models adopt a holistic approach to 
integrating technology, processes, organization, and culture for 
comprehensive data governance (R6), Weber et al.’s (2009) model 
stands out as an exception, receiving a score of zero because of its nar
row focus on data quality without a holistic perspective.

Many models excel by clearly defining data governance roles and 
responsibilities, which is vital for effective governance structures (R10). 

However, Romero et al.’s (2019) model is an exception, as it lacks 
defined roles. Many models also include mechanisms that ensure a 
reliable overview of the city’s data assets, which is critical for trans
parency and traceability (R11). Exceptions to this are the models of 
Al-Ruithe et al. (2018), Choenni et al. (2022), Lee et al. (2018).

Most models demonstrate weaknesses in stepwise implementation 
(R5), with only the models by Abraham et al. (2019), Bozkurt et al. 
(2024) being notable exceptions. Collaboration with external stake
holders (R8), which is crucial for successful city data governance stra
tegies, is often inadequately integrated; however, Bozkurt et al. (2024), 
Lee et al. (2018) stand out as exceptions. Additionally, few models 
promote a data-driven culture (R9), vital for the long-term success of 
data governance, aside from those by Abraham et al. (2019), Al-Ruithe 
et al. (2018), Bozkurt et al. (2024), Choenni et al. (2022), Mao et al. 
(2022), Paskaleva et al. (2017). Furthermore, many models lack mech
anisms for continuous evaluation and improvement (R12), which are 
critical for adapting to evolving requirements, except for those by 
Abraham et al. (2019), Bozkurt et al. (2024).

Bozkurt et al.’s (2024) model excels with a high score of 21 out of 24 
possible points, meeting nine of the 12 requirements. It demonstrates 
strong applicability across various urban contexts (R2), suitable for 
universal use without being city-specific. A key strength is its detailed 
stepwise implementation strategy (R5), supported by best practices for 
flexible deployment. Their model also incorporates mechanisms for 
continuous evaluation (R12), enabling cities to adapt to changing con
ditions and requirements. It stands out for its effective collaboration 
with external stakeholders (R8) and its promotion of a data-driven 
culture (R9). The holistic approach (R6) integrates technology, pro
cesses, organization, and culture seamlessly. Efforts to reduce data silos 
and enhance interoperability (R7) further boost data governance effi
ciency. The model scores well in providing a comprehensive overview of 
data assets (R11), using data catalogs and platforms effectively. Despite 
its overall strong performance, it shows minor weaknesses in 
user-friendliness (R4) due to its complexity, and it did not achieve 
maximum points for data responsibilities (R10) because of less concrete 

Table 4 
Benchmark of the data governance models.

Domain Model R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 R11 R12 Total
Enterprise Weber et al. (2009) 0 0 2 1 0 0 1 0 0 2 1 0 7
Industry 4.0 Yebenes and Zorrilla (2019) 0 0 2 1 0 1 1 0 0 1 1 0 7
Platform ecosystem Lee et al. (2018) 0 0 2 1 0 1 1 2 0 1 0 0 8
Finance Romero et al. (2019) 0 0 2 1 0 2 0 0 0 0 2 1 8
Generic Khatri and Brown (2010) 0 0 2 1 0 1 1 0 0 2 1 0 8
Cloud data Al-Ruithe et al. (2018) 0 0 2 1 0 1 1 1 1 2 0 0 9
Finance Karkošková (2023) 0 0 2 1 0 2 0 0 0 2 2 0 9
Enterprise Cheong et al. (2007) 0 0 2 2 0 2 1 0 0 2 2 0 11
Smart City Choenni et al. (2022) 1 2 2 1 0 1 1 1 1 1 0 0 11
Smart City Kvalvik et al. (2023) 1 2 2 1 0 2 1 1 0 1 1 0 12
Smart City Paskaleva et al. (2017) 1 1 2 2 0 1 1 1 1 1 1 0 12
Smart City Mao et al. (2022) 1 2 2 1 0 1 1 0 1 1 2 0 12
Smart City Osu and Navarra (2022) 1 2 2 2 0 2 1 1 0 1 1 0 13
Generic Abraham et al. (2019) 0 0 2 2 1 2 1 1 1 2 1 1 14
Smart City Bozkurt et al. (2024) 1 2 2 1 2 2 2 2 2 1 2 2 21

Total 6 11 30 19 3 21 14 10 7 20 17 4

R1: The model defines the relevant dimensions and design principles of the urban data governance program.
R2: The applicability of the model is not limited to a specific city.
R3: The model is technology-independent.
R4: The model is straightforward to understand.
R5: The model must be implementable using an unbiased approach that minimizes disruptions by avoiding radical changes to existing systems and processes.
R6: The model must include mechanisms that address the interplay of technology, processes, organization, and culture to create an integrated system supporting the 
achievement of data governance principles.
R7: The model facilitates the reduction of technological and logical data silos and promotes data exchange and interoperability.
R8: The model has mechanisms for cooperation with stakeholders outside the municipal administration.
R9: The model includes mechanisms to promote a data-driven culture.
R10: The model provides mechanisms for clarifying data responsibilities.
R11: The model provides mechanisms for providing a comprehensive and reliable overview of the city’s data.
R12: The model provides mechanisms for the continuous evaluation and improvement of the data governance program.
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definitions of roles and responsibilities.
The model of Abraham et al. (2019) scored 14 out of 24 points, 

highlighting both strengths and weaknesses in meeting the requirements 
for smart cities. A notable strength is its user-friendliness (R4), simpli
fying understanding and application, benefiting urban environments. It 
takes a holistic approach (R6) that effectively integrates technology, 
processes, organization, and culture. Additionally, the model excels in 
defining clear data governance roles and responsibilities (R10), which is 
vital for effective governance. However, it demonstrates considerable 
shortcomings in executing stepwise implementation (R5), dismantling 
data silos (R7), collaborating with external stakeholders (R8), and 
fostering a data-driven culture (R9). While initial strategies exist, they 
fail to address the complex challenges of smart cities adequately. 
Notably, the model scored zero on defining dimensions and design 
principles (R1) and its applicability to various urban contexts (R2) due 
to its lack of specific focus on urban data governance, which limits its 
effectiveness in smart city applications.

Osu and Navarra’s (2022) model, developed for urban contexts, 
scored 13 out of 24 possible points. It displays notable deficiencies in key 
areas, including defining dimensions and design principles (R1), 
reducing data silos (R7), engaging with external stakeholders (R8), 
clarifying data responsibilities (R10), and providing a comprehensive 
data overview (R11). While initial strategies are in place, they lack the 
necessary depth to meet the demands of smart cities fully. The model 
primarily falls short in implementing a step-by-step approach (R5), 
fostering a data-driven culture (R9), and conducting continuous evalu
ation and improvement (R12). The lack of precise mechanisms for 
flexibility and long-term usage undermines its effectiveness and adapt
ability in dynamic urban settings, significantly limiting its suitability for 
smart cities.

The models of Kvalvik et al. (2023), Mao et al. (2022), Paskaleva 
et al. (2017) each scored 12 out of 24 points, displaying similar strengths 
and weaknesses. All three models successfully adopt a holistic approach 
(R6) by integrating technology, processes, organization, and culture into 
their data governance models. They also excel in defining clear data 
governance roles and responsibilities (R10), a crucial aspect of effective 
governance structures. However, these models fall short in gradual 
implementation (R5), fostering a data-driven culture (R9), and contin
uous evaluation and improvement (R12) due to a lack of concrete 
mechanisms for phased introduction and adaptation of governance 
measures. This shortcoming hampers their flexible and sustainable 
implementation in urban settings. Additionally, they only partially 
address the needs for breaking down data silos (R7), collaborating with 
external stakeholders (R8), and offering a comprehensive overview of 
data assets (R11). These limitations hinder their effectiveness in ful
filling the complex requirements of smart cities.

The models of Choenni et al. (2022), Cheong et al. (2007) scored 11 
out of 24 points, showing similar strengths and challenges. Both models 
are notable for their holistic approach (R6), which effectively integrates 
technology, processes, organization and culture. They also excel in 
user-friendliness (R4), providing simplicity and ease of use, which is 
especially beneficial in complex urban environments. However, these 
models have considerable weaknesses in defining key dimensions and 
design principles (R1) as well as in the stepwise implementation of data 
governance (R5), lacking clear strategies for phased deployment in 
urban contexts. Additionally, they do not promote a data-driven culture 
(R9) or continuous evaluation and improvement (R12), missing crucial 
elements necessary to develop sustainable and adaptable data gover
nance solutions.

The models of Al-Ruithe et al. (2018), Karkošková (2023), Khatri and 
Brown (2010), Lee et al. (2018), Romero et al. (2019), Weber et al. 
(2009), Yebenes and Zorrilla (2019) each scored nine points or fewer, 
indicating significant shortcomings in meeting the needs of smart cities. 
These models primarily lack clarity in defining critical dimensions and 
design principles (R1) and in the stepwise implementation of data 
governance measures (R5), with either absent or only superficial 

strategies. They also fail to effectively promote a data-driven culture 
(R9) or provide mechanisms for continuous evaluation and improve
ment (R12), compromising governance solutions’’ adaptability and 
sustainability. While these models make partial efforts in areas such as 
technology independence (R3) and reducing data silos while enhancing 
interoperability (R7), they generally do not fulfill the broader re
quirements. Notably, they fall short in collaborating with external 
stakeholders (R8) and providing a comprehensive overview of data as
sets (R11), both essential for effective urban data governance.

5. Discussion

Data governance is pivotal in smart cities, managing diverse data 
types, technologies, and stakeholders (Ahlers et al., 2019; Batty et al., 
2012; Chourabi et al., 2012; Gilman et al., 2024; Mondschein et al., 
2021; Silva et al., 2018; Zanella et al., 2014). A city’s “smartness” relies 
on its ability to use data efficiently (Batty et al., 2012). Although data 
governance is widely discussed and researched (Abraham et al., 2019; 
Nielsen, 2017), only a few models are tailored for smart cities (Bozkurt 
et al., 2024; Choenni et al., 2022; Kvalvik et al., 2023; Mao et al., 2022; 
Osu & Navarra, 2022; Paskaleva et al., 2017). This section critically 
engages with the study’s findings, linking them to research objectives 
and conceptual framework. It also discusses theoretical and practical 
implications, acknowledges limitations, and suggests future research 
avenues on urban data governance.

5.1. Addressing the research questions

Research question 1 examined the essential requirements for a data 
governance model in smart cities. Analysis of interviews with experts 
from 27 European municipalities identified twelve key requirements 
across technical aspects, such as technology independence (R3) and the 
provision of comprehensive data overviews (R11); organizational as
pects, including role clarity (R10) and non-disruptive implementation 
(R5); and cultural aspects, such as fostering data literacy (R9) and 
stakeholder engagement (R8). Many experts reported segmented sys
tems, absent data inventories, and isolated responsibilities. One stated: 
“The challenge is first to know who has what data in what format. There 
is no central information about it […] You actually have to ask around 
individually.” These insights informed requirements such as silo 
reduction (R7) and data transparency (R11). The results align with key 
concepts introduced in Section 2, particularly the need for layered 
governance structures (Choenni et al., 2022), socio-technical integration 
(Kooiman, 2003), and accountability (Khatri & Brown, 2010; Lnenicka 
et al., 2024).

Research question 2 examined data governance models in the smart 
city context found in academic literature, identifying 15 models across 
various domains. Six were specifically developed for urban environ
ments: Bozkurt et al. (2024), Choenni et al. (2022), Kvalvik et al. (2023), 
Mao et al. (2022), Osu and Navarra (2022), Paskaleva et al. (2017). 
These models indicate growing awareness of urban specificity in data 
governance, but few deeply engage with real urban contexts. For 
instance, Osu and Navarra (2022) mention specific cases like London 
and Amsterdam, while most others stay abstract. This aligns with the 
lack of contextual grounding in governance frameworks (Liva et al., 
2023; Xia et al., 2023). The comparative inclusion of both 
domain-generic and urban-specific models allowed us to assess how 
urban specificity translates into functional adequacy, a key point 
addressed in the last research question.

Research question 3 assessed how well the identified models meet 
the empirically derived requirements. The benchmarking showed sub
stantial variations, with total scores ranging from 7 to 21 out of 24 
points. Models tailored for urban contexts generally excelled, though not 
consistently. Notably, Bozkurt et al. (2024)’s model achieved the highest 
score, particularly due to its focus on implementation strategies (R5), 
mechanisms for continuous improvement (R12), integration of external 
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stakeholders (R8), and a clear commitment to fostering a data-driven 
culture (R9), which is often overlooked in other models despite its 
critical role in facilitating long-term transformation. Conversely, many 
models, irrespective of their domain, exhibited consistent weaknesses in 
R5 and R12, indicating that issues regarding operational scalability and 
the adaptation of iterative governance remain inadequately addressed. 
Even widely acknowledged models such as Khatri and Brown (2010), 
Weber et al. (2009), despite being pivotal in establishing governance 
roles and responsibilities (R10), failed to tackle essential urban needs 
like data culture (R9) or external collaboration. Another insight from the 
benchmarking indicates that strong technical performance (e.g., R3, R4) 
does not always equate to institutional readiness for urban scenarios. 
This distinction emphasizes the theoretical notion that urban data 
governance demands a multi-layered, contextually aware design, rather 
than a one-size-fits-all approach to data governance principles. Instead 
of implementing existing models in their entirety, cities may need 
modular frameworks that facilitate selective adaptations based on 
institutional maturity, infrastructural prerequisites, and stakeholder 
constellations, a necessity consistently highlighted by interviewees who 
stressed the importance of incremental evolution and local coherence in 
governance initiatives. This empirical finding aligns with theoretical 
perspectives in governance literature advocating for adaptable, 
context-sensitive strategies in complex and evolving policy landscapes 
(Emerson et al., 2012; Kooiman, 2003).

5.2. Theoretical implications

This study adds to the theoretical discourse on urban data gover
nance by applying and operationalizing key conceptual insights pre
sented in Section 2. At its core, the study operationalizes the idea that 
smart cities are not just technologically enhanced environments, but 
complex socio-technical systems formed by the interplay of in
frastructures, institutions, and actor constellations (Ahlers et al., 2019; 
Broccardo et al., 2019; Chourabi et al., 2012; Kitchin, 2014; Stone et al., 
2018; Zanella et al., 2014). This perspective challenges narrow, tech
nocratic understandings of smart city governance and supports more 
integrated, relational, and reflexive governance frameworks (Bevir, 
2013; Kooiman, 2003).

By grounding these abstract principles empirically, the study iden
tifies twelve requirements based on interviews with practitioners and 
experts from 27 European cities. Rather than merely cataloguing 
administrative best practices, the requirements map directly onto the 
three core dimensions elaborated in the theoretical framework: tech
nological, organizational, and cultural. For example, the holistic inte
gration of technology, processes, organization, and culture (R6) mirrors 
the multi-layered model of urban data ecosystems discussed by Choenni 
et al. (2022), while external stakeholder cooperation (R8) reflects the 
platform logic emphasized by Liva et al. (2023), Lnenicka et al. (2024).

Additionally, the benchmarking findings substantiate the assertions 
made by theorists such as Lnenicka et al. (2024), Oldenburg and Pus
sinen (2024) that urban data ecosystems cannot be understood or 
managed solely through technical means. The inadequate fulfillment of 
continuous evaluation (R12) and non-disruptive implementation (R5) in 
most models highlights a significant deficiency, reflecting a failure to 
incorporate governance as a dynamic, learning-oriented capability 
(Bevir, 2013; Gupta et al., 2023; Lnenicka et al., 2024).

Crucially, R1, which addresses the definition of pertinent dimensions 
and design principles, ranked as one of the least fulfilled requirements, 
even in models with high scores. This reveals a fundamental theoretical 
gap: conceptual clarity regarding what urban data governance should 
encompass. While researchers such as Otto (2011), Mahanti (2021b), 
Khatri and Brown (2010) have described general governance elements 
(roles, standards, quality), our study indicates that urban contexts 
require a more nuanced articulation of these components, rooted in 
inter-organizational complexity, political fragmentation, and changing 
civic expectations (Bozkurt et al., 2022; Gilman et al., 2024).

By presenting a structured, empirically grounded matrix to evaluate 
“urban-readiness,” this study transcends mere descriptive analyses. It 
translates theoretical concepts into operational variables, facilitating 
future theory-building regarding governance fit, model adaptability, 
and institutional alignment. This aids in the ongoing development of 
conceptual foundations and may enhance normative frameworks such as 
those suggested by Bozkurt et al. (2024) or adjust existing 
enterprise-oriented models to suit public-sector demands.

Ultimately, the findings contribute to a broader understanding of 
data ecosystems as layered, evolving entities. Through benchmarking, 
we demonstrate that while technical robustness (e.g., R3: technology 
independence) is essential, it alone is insufficient. It needs to be sup
ported by organizational coordination (R10), cultural transformation 
(R9), and institutional learning (R12). This aligns with recent sugges
tions to reconceptualize public data governance not merely as policy or 
infrastructure but as an institutional capability, a jointly developed 
ability embedded in the actions, routines, and mutual values of the 
involved actors (Gupta et al., 2023; Liva et al., 2023; Lnenicka et al., 
2024; Xia et al. 2023).

5.3. Practical implications for urban data governance practice

This study’s findings and benchmarking outcomes present multiple 
practical takeaways for city administrations aiming to enhance or create 
effective urban data governance structures. While the twelve re
quirements were initially crafted as evaluation criteria for data gover
nance models, they indirectly support cities navigating governance 
design and implementation.

Initially, the findings highlight the necessity of selecting a gover
nance approach corresponding to a city’s current institutional maturity. 
Cities with limited governance capabilities should avoid adopting 
excessively complex or inflexible models. Instead, they could benefit 
from modular frameworks that facilitate easy implementation (R4) and 
are structured for incremental adoption (R5). For example, municipal
ities like #19 and 221 have pursued gradual introductions of governance 
mechanisms, emphasizing pragmatic integration into pre-existing 
frameworks rather than a complete top-down overhaul. These exam
ples demonstrate how lower-barrier models can establish a foundation 
for more ambitious and long-term strategies.

Next, the results stress the crucial yet often neglected requirement of 
explicitly integrating data governance within municipal strategy docu
ments. As noted by Bozkurt et al. (2023a), data strategies often lack 
practical depth and may remain merely symbolic if not linked to 
actionable governance routines. In this context, data governance be
comes the vehicle that animates strategic intentions, characterized by 
standardization, clearly defined roles and responsibilities (R10), and 
creating data catalogs (R11). Our findings reinforce this notion: even 
cities with bold data aspirations struggle to maintain strategic continuity 
without governance routines that facilitate monitoring, alignment, and 
iterative learning (R12).

Lastly, effective urban data governance is rarely achieved through 
internal optimization alone. Cities such as #11, #25, and #26 (see 
Appendix Table A.1) demonstrate that the integration of governance 
mechanisms into open data infrastructures can yield substantial benefits 
beyond internal efficiency. For instance, when data platforms are not 
only technically sound but also incorporated into organizational work
flows, cities enhance transparency, diminish redundancy, and promote 
interdepartmental coordination. This directly reflects high performance 
in external collaboration (R8) and the provision of comprehensive data 
overviews (R11), exemplified by models like Bozkurt et al. (2024).

Together, these insights indicate that data governance is not a one- 
off initiative, but an ongoing institutional ability. Cities should focus 

1 City identifiers (e.g., “#19”) are used in place of city names for reasons of 
anonymity and consistency with the interview overview in Appendix Table A.1.
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on a model that suits their unique context, strategic goals, and admin
istrative capabilities, rather than striving for the theoretical “best” 
model. The requirements provided here, along with insights from 
empirical validation, offer not just a framework for assessing governance 
models but also a practical perspective through which cities can shape 
their governance.

5.4. Limitations and scope of the study

This study provides a structured and evidence-based contribution to 
the discussion on urban data governance; however, several limitations 
must be acknowledged to clarify its findings’ scope and interpretive 
boundaries.

First, the twelve requirements were inductively derived from quali
tative interviews with representatives from 27 European municipalities. 
While this sample reflects a variety of administrative settings, gover
nance cultures, and levels of digital maturity, it remains focused on 
Europe and influenced by the interviewees’ professional experiences. 
Thus, the requirements embody context-specific perspectives of urban 
data governance, which might not directly apply to cities in different 
regulatory or institutional environments. Broader comparative research 
would be necessary to evaluate the generalizability of these findings in 
global urban contexts.

Second, the benchmarking of the data governance models relies on 
an interpretive evaluation of their documented features against the 
established requirements. Though this assessment was guided by a 
transparent coding scheme and consistency checks, it inevitably 
required subjective judgment when models were vague or unspecified. 
Additionally, one of the top-scoring models, Bozkurt et al. (2024), was 
created using a dataset linked to the interviews that also informed the 
requirements framework. This overlap presents a risk of conceptual 
alignment bias, which, while analytically addressed, cannot be 
eliminated.

Third, the literature review was restricted to peer-reviewed sources. 
While this ensures academic rigor, it may have excluded promising 
governance models developed in practical settings, such as municipal 
white papers, consultancy frameworks, or government-led pilot pro
jects. Thus, this study emphasizes theoretical and structural soundness 
over immediate practical application.

Fourth, the research examined the alignment between models and 
governance requirements without empirically testing how these models 
operate within municipal contexts or assessing the long-term outcomes 
of governance strategies. Consequently, the analysis remains focused on 
structural alignment rather than causal impacts. Although selected 
interview examples provided insights into promising initiatives, such as 
data catalogs or governance units in cities such as #13, #22, #26 (see 
Appendix Table A.1), these were not the subject of systematic case 
studies and cannot replace empirical validation.

Finally, some requirements, such as the definition of dimensions and 
principles (R1), address conceptual areas that are still evolving theo
retically. The limited fulfillment of these requirements across almost all 
models indicates implementation challenges and highlights deficiencies 
in the academic literature. Future research will need to explore these 
dimensions further, possibly incorporating insights from related fields 
like public sector innovation, organizational learning, and digital ethics.

These limitations do not undermine this study’s contributions; 
instead, they underscore the necessity for ongoing research that builds 
on this foundation by broadening its empirical scope, enhancing its 
conceptual clarity, and deepening its engagement with the realities of 
implementation in diverse urban settings.

5.5. Outlook and future research directions

This study introduces a conceptual and empirical framework for 
evaluating the “urban readiness” of data governance models. Addi
tionally, the findings highlight key gaps that need to be addressed in 

future research. Specifically, the benchmarking indicated that several 
essential requirements remain underdeveloped in most models, 
including conceptual clarity (R1), non-disruptive implementation (R5), 
fostering a data-driven culture (R9), and continuous evaluation (R12). 
This highlights the necessity for theory-driven design work that em
phasizes adaptability, contextual awareness, and human-centered 
principles. Future investigations could focus on how these re
quirements can be operationalized through case studies or participatory 
design approaches, co-developing and testing modular governance ele
ments in partnership with municipal administrations under real-world 
conditions.

Moreover, future research should extend beyond theoretical con
siderations to examine how data governance models are utilized, 
modified, or hybridized in actual urban settings. Although this study’s 
empirical basis, consisting of interviews from 27 European municipal
ities, provides valuable insights, its geographical and practical scope is 
somewhat restricted. Incorporating non-European viewpoints, particu
larly from regions with varying levels of digital maturity and legal 
frameworks, may reveal diverse implementation strategies and gover
nance requirements. Comparative and longitudinal case studies would 
be instrumental in tracking how cities convert governance blueprints 
into institutional practices, transitioning from pilot programs to sus
tainable, integrated structures. Integrating the benchmarking matrix 
established in this study as a design-supportive tool within these pro
cesses could further enhance its normative and practical relevance.

Simultaneously, the dynamic nature of urban data ecosystems (Liva 
et al., 2023; Lnenicka et al., 2024; Oldenburg & Pussinen, 2024) ne
cessitates a forward-thinking research agenda that considers emerging 
technological trends. A key avenue is incorporating artificial intelli
gence (AI) and machine learning into data governance functions. AI 
systems can aid in assessing data quality via anomaly detection, auto
mate metadata tagging, and facilitate compliance efforts by pinpointing 
potentially high-risk data use cases. However, these technologies also 
bring forth significant governance challenges, such as algorithmic 
opacity, systemic bias, and diminished accountability in sensitive do
mains (Charles et al., 2022; Janssen et al., 2020; Wirtz et al., 2019; 
Zuiderwijk et al., 2021). Given these issues, future research should 
investigate how data governance models may evolve alongside AI 
governance, ensuring that oversight mechanisms not only encompass 
data practices but also the AI systems built on them, particularly as 
regulatory measures like the EU AI Act start to establish formal 
accountability standards for AI-driven decision-making (Kanying, 
Thammaboosadee, & Chuckpaiwong, 2023; Veale & Borgesius, 2021; 
Wirtz et al., 2019).

Another promising area involves decentralized governance archi
tectures, including blockchain-based solutions that promote data trust, 
provenance, and verifiable access control. These systems show potential 
for improving transparency and auditability within multi-stakeholder 
contexts (Cagigas et al., 2021; Zhu et al., 2024). They could also pro
vide new mechanisms for formalizing data ownership or facilitating 
consent through data altruism or programmable data licenses (Micheli 
et al., 2020). Nonetheless, further investigation into these systems’ 
scalability, legal interoperability, and institutional acceptance is 
essential.

Lastly, the rise of digital twins is likely to create new demands for 
urban data governance. As cities increasingly utilize real-time, high- 
frequency data streams to enhance areas such as infrastructure man
agement, disaster response, and urban planning, governance frame
works may encounter heightened challenges related to data volatility, 
predictive uncertainty, and the need for defined institutional account
ability. While digital twins present exciting opportunities for simulation, 
monitoring, and foresight, their effective implementation will necessi
tate governance models that not only tackle technical integration but 
also ensure ethical safeguards, transparency, and citizen engagement 
(Diaz-Sarachaga, 2025; Mohammadi & Taylor, 2017; Ketzler et al., 
2020; Sapienza, Palmirani, & Greco, 2024; Xia et al., 2023). Future 
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research could therefore explore how governance models might develop 
to better connect the technical capabilities of digital twins with broader 
urban policy goals and mechanisms for democratic accountability.

In conclusion, future research should pursue two complementary 
pathways: (1) strengthening the conceptual and practical bases of 
requirement-based governance design, and (2) broadening the scope to 
encompass emerging technologies shaping the structure of urban data 
ecosystems. Both trajectories are vital for creating governance frame
works that are not only theoretically sound but also operationally 
feasible in a rapidly changing urban landscape.

6. Conclusion

This study identifies twelve empirically grounded requirements for 
data governance models tailored to the complex realities of smart cities. 
By operationalizing the socio-technical character of urban environ
ments, it contributes to bridging the gap between conceptual frame
works and practical governance needs in smart city research.

A systematic review and benchmarking of fifteen governance models 
reveal notable disparities in their capacity to meet these requirements. 
Models developed specifically for urban contexts demonstrate greater 
alignment, particularly in areas such as stakeholder collaboration (R8) 
and reduction of data silos (R7). In contrast, general-purpose models 
frequently lack mechanisms for continuous evaluation and adaptability 
(R12), which are critical in dynamic urban settings. The derived re
quirements provide broader insights into data governance challenges in 

urban environments.
Future research could build on these findings by examining the 

longitudinal implementation of urban data governance models and their 
impact on cross-sectoral innovation, public trust, and sustainable city 
development.
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Appendix

Interview Guide
Introduction
What is your current position, and which responsibilities does it include?
Has the city a digitalization strategy, and what role does data usage play?
How do you define urban data?
Current status in handling data
How is your data infrastructure/landscape structured?
Is there data integration/exchange within and outside the city?
What governance structures and processes do you currently have to manage data?
How are decisions on data-related issues made, and in which organizational unit?
Are the current data processes developed in-house or based on data governance frameworks?
Challenges, influencing factors, and outlook
What technological challenges do you experience in operating and developing your data infrastructure?
What are the organizational and procedural challenges you experience in managing data?
What factors do you think are necessary for successful data governance?
Technological
Organizational and procedural
Political

Table A.1 
. Interview overview.

# CC Pop. range Position of interviewee (years in position) Interview date

1 AT 200,000–250,000 Head of statistics and research (7) Q4/2022
2 DK 40,000–50,000 Program leader, smart cities (5) Q4/2022
3 FI 250,000–300,000 Development manager, data (2) Q4/2022
4 FI 200,000 -250,000 Program manager, data-driven city for citizens (1) Q4/2022
5 DE 50,000–100,000 Chief digital officer (2) Q3/2022
6 DE 450,000–500,000 IT architect (3) Q2/2022
7 DE 50,000–100,000 IT architect (7) Q2/2022
8 DE 50,000–100,000 Head of business development and smart cities (4) Q3/2022
9 DE 300,000–350,000 Chief digital officer/data manager (3/1) Q2/2022
10 DE 100,000–150,000 Chief digital officer (4) Q2/2022
11 DE 750,000–800,000 Chief digital officer/smart city manager (4/1) Q2/2022
12 DE 550,000–600,000 Smart city manager (7) Q2/2022
13 DE 1000,000–2000,000 Data governance lead (2) Q2/2022
14 DE 50,000–100,000 Chief digital officer (3) Q3/2022

(continued on next page)
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Table A.1 (continued )

# CC Pop. range Position of interviewee (years in position) Interview date

15 DE 100,000–150,000 Smart city and urban data manager (4) Q3/2022
16 DE 300,000–350,000 Head of IT/smart city manager (5/1) Q2/2022
17 DE 150,000–200,000 Data manager (4) Q3/2022
18 DE 550,000–600,000 Geodata manager/program leader, smart cities (7/4) Q3/2022
19 DE 50,000–100,000 Data manager (2) Q3/2022
20 DE 1000,000–2000,000 Smart city and urban data manager (6) Q2/2022
21 DE 600,000–650,000 Chief digital officer (3) Q3/2022
22 DE 250,000 -300,000 Data manager and data governance lead (2) Q3/2022
23 DE 150,000–200,000 Smart city manager (3) Q4/2022
24 NL 150,000–200,000 Chief digital officer (1) Q4/2022
25 NL 650,000–700,000 Program manager, digital city (2) Q4/2022
26 NL 550,000–600,000 Chief data officer (4) Q4/2022
27 SE 100,000–150,000 Head of data department/data governance lead/geographic information systems manager (2/1/5) Q4/2022

Note: CC = Country code, AT = Austria, DK = Denmark, FI = Finland, DE = Germany, NL = The Netherlands, SE = Sweden.

Data availability

The data that has been used is confidential.
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ordnungsmäßiger referenzmodellierung (1st ed.). Gabler Verlag. 

Seiner, R. (2014). Non-invasive data governance: The path of least resistance and greatest 
success. New Jersey: Technics Publications. 

Shahidehpour, M., Li, Z., & Ganji, M. (2018). Smart cities for a sustainable urbanization: 
Illuminating the need for establishing smart urban infrastructures. IEEE Electrification 
Magazine, 6(2), 16–33. https://doi.org/10.1109/MELE.2018.2816840

Silva, B. N., Khan, M., & Han, K. (2018). Towards sustainable smart cities: A review of 
trends, architectures, components, and open challenges in smart cities. Sustainable 
Cities and Society, 38. https://doi.org/10.1016/j.scs.2018.01.053

Simon, H. A. (1969). The sciences of the artificial (Vol. 1). MIT Press. 
Soares, S. (2010). The IBM data governance unified process: Driving business value with IBM 

software and best practices. MC Press LLC. 
Stone, M., Knapper, J., Evans, G., & Aravopoulou, E. (2018). Information management in 

the smart city. The Bottom Line, 31(3/4), 234–249. https://doi.org/10.1108/BL-07- 
2018-0033

Sun, Y., Song, H., Jara, A. J., & Bie, R. (2016). Internet of Things and big data analytics 
for smart and connected communities. IEEE Access : Practical Innovations, Open 
Solutions, 4, 766–773.

Taleb, T., Dutta, S., Ksentini, A., Iqbal, M., & Flinck, H. (2017). Mobile edge computing 
potential in making cities smarter. IEEE Communications Magazine, 55(3), 38–43. 
https://doi.org/10.1109/MCOM.2017.1600249CM

Y. Bozkurt et al.                                                                                                                                                                                                                                 Sustainable Cities and Society 130 (2025) 106528 

20 

http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0042
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0042
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0043
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0043
https://doi.org/10.1016/j.giq.2020.101493
https://doi.org/10.1080/10580530.2012.716740
https://doi.org/10.1051/matecconf/201926606012
https://doi.org/10.1051/matecconf/201926606012
https://doi.org/10.1111/1468-2451.00107
https://doi.org/10.1111/1468-2451.00107
https://doi.org/10.1007/978-3-030-78132-3
https://doi.org/10.1080/10580530.2022.2042628
https://doi.org/10.1080/10580530.2022.2042628
https://doi.org/10.1017/CBO9781139174084
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0052
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0052
https://doi.org/10.1145/1629175.1629210
https://doi.org/10.1109/ICDE.2016.7498286
https://doi.org/10.1145/3628454.3628461
https://doi.org/10.1007/s10708-013-9516-8
https://doi.org/10.1016/J.SCS.2021.103308
https://doi.org/10.1016/J.SCS.2021.103308
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0058
https://doi.org/10.1186/S40985-019-0116-0/METRICS
https://doi.org/10.1186/S40985-019-0116-0/METRICS
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0060
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0060
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0060
https://legacyfileshare.elsevier.com/promis_misc/525444systematicreviewsguide.pdf
https://legacyfileshare.elsevier.com/promis_misc/525444systematicreviewsguide.pdf
https://www.nascio.org/resource-center/resources/connecting-the-silos-using-governance-models-to-achieve-data-integration/
https://www.nascio.org/resource-center/resources/connecting-the-silos-using-governance-models-to-achieve-data-integration/
https://doi.org/10.1016/j.giq.2014.01.010
https://doi.org/10.1016/j.giq.2014.01.010
https://doi.org/10.1007/978-3-319-98651-7_13/TABLES/4
https://doi.org/10.1017/dap.2023.13
https://doi.org/10.1016/j.scs.2022.103906
https://doi.org/10.1016/j.tele.2024.102190
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0067
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0067
https://doi.org/10.1007/978-981-33-6877-4
https://doi.org/10.1007/978-981-16-3583-0
https://doi.org/10.1007/978-981-16-3583-0
https://doi.org/10.1108/AJIM-03-2021-0068
https://doi.org/10.1007/s12599-018-0535-3
https://doi.org/10.1177/2053951720948087
https://doi.org/10.1177/2053951720948087
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0074
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0074
https://doi.org/10.1109/SSCI.2017.8285439
https://doi.org/10.1109/SSCI.2017.8285439
https://doi.org/10.1016/j.ijsu.2010.02.007
https://doi.org/10.1016/j.scs.2021.102730
https://doi.org/10.1016/j.scs.2021.102730
https://doi.org/10.1145/3239566
https://doi.org/10.1145/3239566
https://aisel.aisnet.org/iris2017/3
https://doi.org/10.1142/S136391962440005X
https://doi.org/10.1142/S136391962440005X
https://doi.org/10.5194/isprs-archives-XLVIII-4-W5-2022-129-2022
https://doi.org/10.5194/isprs-archives-XLVIII-4-W5-2022-129-2022
https://doi.org/10.1007/s12599-011-0162-8
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0083
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0083
https://doi.org/10.2753/MIS0742-1222240302
https://doi.org/10.1057/9780230512641
https://doi.org/10.1109/ACCESS.2016.2541999
https://doi.org/10.6092/1970-9870/2558
https://doi.org/10.6092/1970-9870/2558
https://doi.org/10.1177/0170840607076586
https://doi.org/10.1145/3328833.3328859
https://doi.org/10.1007/978-3-642-58670-5_2
http://www.sagepublications.com
https://doi.org/10.1007/978-3-031-68211-7_15
https://doi.org/10.1007/978-3-031-68211-7_15
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0093
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0093
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0094
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0094
https://doi.org/10.1109/MELE.2018.2816840
https://doi.org/10.1016/j.scs.2018.01.053
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0097
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0098
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0098
https://doi.org/10.1108/BL-07-2018-0033
https://doi.org/10.1108/BL-07-2018-0033
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0100
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0100
http://refhub.elsevier.com/S2210-6707(25)00403-2/sbref0100
https://doi.org/10.1109/MCOM.2017.1600249CM


Thompson, N., Ravindran, R., & Nicosia, S. (2015). Government data does not mean data 
governance: Lessons learned from a public sector application audit. Government 
Information Quarterly, 32(3), 316–322.

Data Governance Institute. (n.d.). DGI Data Governance Framework. Retrieved from htt 
ps://datagovernance.com/the-dgi-data-governance-framework/. Accessed June 10, 
2025.

UN-Habitat. (2022). World cities report 2022: Envisaging the future of cities. Retrieved 
from https://unhabitat.org/sites/default/files/2022/06/wcr_2022.pdf. Accessed 
June 10, 2025.

Van Twist, A., Melenhorst, M., Veenstra, M., Ruijer, E., Kolk, M., & Meijer, A. (2022). 
Designing guidelines for smart city collaboration tools. In Proceedings of the 55th 
Hawaii international conference on system sciences. https://doi.org/10.24251/ 
HICSS.2022.334

Veale, M., & Zuiderveen Borgesius, F. (2021). Demystifying the Draft EU Artificial 
Intelligence Act — Analysing the good, the bad, and the unclear elements of the 
proposed approach. Computer Law Review International, 22(4), 97–112. https://doi. 
org/10.9785/cri-2021-220402

Weber, K., & Klingenberg, C. (2021). Data governance - Der Leitfaden für die praxis. 
Hanser. 
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